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Managing The 
Cabling Infrastructure 



Though Easy To Overlook, Organized Cables 
Are Key To Healthy Networks 



hy Robyn Weisman 

• • • 

Data center cable management 

does not require any sort of IT cer- 
tification — but perhaps it should, 
given the plethora of wires that 
connect devices to one another. 
One bad cable can take out a 
server, and if you can't identify 
the offending copper, your business 
could come to a standstill. 

But developing and managing your 
cabling infrastructure is fairly straightfor- 
ward if you take the right steps. "The main 
thing to consider is to do it right the first 
time, rather than try to make a really quick 
installation. Put some time into determin- 
ing what size cables you want to use and 
where everything is going to go," explains 
Laura Viars, senior account manager at 
Rackmount Solutions (www.rackmount 
solutions.net). "If you put the time in 
initially, you won't be faced with a 
big deal later on if something goes .^SS 
wrong, and [your cabling] will be w'^^^S 
a lot easier to fix in the end." 

Overhead vs. Raised Flooring 

The data center either runs the 
bulk of its cabling overhead or 




Key Points 



Choosing your method of cable distribu- 
tion depends on the size of your data 
center, your cooling scheme, and your 
personal preference. 

Bundling your cables makes them easier to 
find. They also look better and stay cleaner. 

Label and color-code your cables in a 
fashion that works for your enterprise. 



distributes it under the floor. Nick Schmidt, 
senior manager of IT infrastructure at 
CDW (www.cdw.com), says that 
^P^^^ the latter option works well 
^H^^V when row cooling, back- 

T^V L of-rack cooling, or top- 

I^MW^ J » mount cooling is 

'^^^ ^ . - being used. 

"The in-rack 
cabling distri- 
bution meth- 
ods will vary 
based on the 
delivery lo- 
cation of the 
cold air to 
the rack and the exhaust location 
of the hot air to the rack," he says. 
Schmidt says overhead cable 
distribution typically has cables 
Go to Page 10 



The Outlook For Super Wi-Fi 

The Promise Of Higher Speeds & Wider Ranges Is Enticing, 
But Is Super Wi-Fi A Viable Option? 



by Holly Dolezalek 

In the months since the FCC released 
a new block of spectrum for commercial 
use in September 2010, there's been a lot 
of talk about so-called super Wi-Fi. But 
while it may be super, it's not necessar- 
ily what we've grown used to thinking 
of as Wi-Fi. Either way, it will be awhile 
before it's available commercially. 

In 2010, all TV stations switched to 
digital broadcast, and they moved to 
new frequencies, leaving the old ones 
empty and ready for use by somebody 



Key Points 



The FCC released a new block of wireless 
spectrum following the nationwide switch 
from analog to digital television, opening 
the door for super Wi-Fi technology. 

Super Wi-Fi boasts better penetrability and 
greater availability in rural areas. 

It may be awhile before super Wi-Fi is a 
viable networking option, as an official 
standard needs to be finalized and there 
are not many compatible devices yet. 



else. For this reason, the newly avail- 
able spectrum is sometimes called "TV 
whitespaces." But what's different about 
Wi-Fi in this spectrum is that because 
the frequencies are a lot lower, the sig- 
nal can travel a lot farther and through a 
lot more. That's why TV was using them 
in the first place. 

Proponents of wireless devices that 
use this new spectrum have a lot to say 
about the benefits of super Wi-Fi. "What 
you think of as Wi-Fi today is a signal 
between 2.4GHz and 5GHz, and it has 
Go to Page 10 
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News 



u New Jersey University Sues Oracle 

Montclair State University in Montclair, N.J., 
is filing suit against Oracle, claiming that the 
company has delayed the university's ERP 
(enterprise resource planning) software proj- 
ect through a series of mistakes. In 2009, 
Oracle was selected to provide its PeopleSoft 
suite to replace a 25-year-old set of legacy 
applications in a project Montclair called the 
Bell Tower Initiative. The original contract 
provided $4.3 million for software and sup- 
port and a $15.65 million fixed fee implemen- 
tation agreement, but Montclair claims Oracle 
sought an additional $8 million to finish the 
project, which had faced a number of set- 
backs. According to Montclair, 
Oracle failed to produce an 
effective program with either 
Blackboard or iProjects, didn't 
integrate a project management 
plan, and never kept separate 
logs of tracking issues and project 
risks. Specifically, Montclair is 
suing Oracle for breaching its ^ 
contract, gross negligence, and 
compensatory damages, alleg- 
ing that the project as a whole will 
cost the university $20 million more 
than it was supposed to. 

■ IVIicrosoft Corrects 
Windows 8 Statements 

A Microsoft spokesperson has released a 
statement clarifying statements CEO Steve 
Ballmer made in Tokyo late last month. 
Speaking at a conference of software de- 
velopers, Ballmer told the audience that Win- 
dows 8 could be expected for release in 
2012, as well as Win8-based tablets and 
other mobile devices. The statement Micro- 
soft released following Ballmer's comments, 
however, retracted Ballmer's comments. 



explaining that Ballmer misstated the infor- 
mation. "We are eagerly awaiting the next 
generation of Windows 7 hardware that will 
be available in the coming fiscal year," the 
statement said. "To date, we have yet to for- 
mally announce any timing or naming for the 
next version of Windows." 

■ Tablet Sales Cannibalizing PC Sales 

A new survey reports that the sales of tablet 
PCs are cutting into sales 
of traditional computers. 
Analyst firm IMS iSup- 
pli says that PC 




are 
down 
0.4% com- 
pared to 01 
2010. Acer's sales, for 

example, dropped a whopping 20.4%, mostly 
due to a decline in the company's sales of 
netbooks. HP, the largest supplier of PCs, 
reported that its shipments were down 2.1% 
compared to last year. While the corporate 
market for traditional PCs remains strong, 
consumer demand for computers has weak- 
ened in the face of the increased popularity of 
tablets such as the Apple iPad. 



WATCH THE 

This information provides a quick glimpse of current and historical stock 
j^^^^^ J^j^ prices and trends for 14 major companies in the technology market. 



Company 


Symbol 


Year Ago 


May 12 S 


IVlay 25 $ 


% change from 
previous issue 


AMD 


AMD 


$8.22 


$8.93 


$8.43 


T 5.6% 


Apple 


AAPL 


$244.11 


$346.57 


$336.78 


T 2.82% 


OA Technologies 


OA 


$19.68 


$25.06 


$22.64 


T 9.66% 


Cisco Systems 


CSCO 


$22.89 


$16.93 


$16.19 


T 4.37% 


Dell 


DELL 


$13.25 


$16.66 


$15.51 


T 6.9% 


Google 


GOOG 


$475.47 


$535.05 


$519.67 


T 2.87% 


HP 


HPQ 


$45.72 


$40.88 


$36.01 


T 11.91% 


IBM 


IBM 


$123.23 


$172.24 


$167.75 


T 2.61% 


Intel 


INTO 


$20.70 


$23.71 


$22.68 


T 4.34% 


Linkedin 


LNKD 


N/A 


N/A 


$94.33 


N/A 


Microsoft 


MSFT 


$25.01 


$25.32 


$24.19 


T 4.46% 


Oracle 


ORGL 


$21.91 


$35.73 


$32.99 


T 7.67% 


Red Hat Software 


RHT 


$28.92 


$47.44 


$43.07 


T 9.21% 


Symantec 


SYMC 


$14.14 


$20.42 


$18.93 


T 7.3% 



NOTE: This information is meant for reference only and should not be used as a basis for buy/sell decisions. 



■ Google, Others Face 
Unpaid Overtime Suit 

Michelle A. Peterson, who worked as 
a facility coordinator at Google's data 
center in Council Bluffs, Iowa, is suing 
the Internet giant, along with Mainelli 
Mechanical Contractors (a commercial 
HVAC and plumbing concern) and Eurest 
Services (a facilities services provider) for 
unpaid overtime. The suit contends that 
she was required to work 50- to 60-hour, 
six-day weeks without fair compensation. 
Peterson's employment has proven to be 
a point of contention in the suit, how- 
ever: Peterson claims she was hired 
directly by Google to work at the 
Iowa center, but Mainelli claims 
her as one of its employees 
who was contracted to 
work for Google. 
Peterson asserted 
that Mainelli and 
Eurest took over 
payroll responsibility 
from Google shortly after 
her hiring. The amount of dam- 
ages Peterson is seeking has 
not yet been released. 

■ HP Developing Next-Gen 
Memristor Technology 

A group of scientists at HP announced 
a breakthrough in their work to improve 
memristors, which are circuit elements similar 
to resistors or capacitors and are seen as a pos- 
sible replacement for today's flash and DRAM 
memory technologies. Previously, scientists have 
been able to prove that the technology can be 
made to switch back and forth between levels of 
electrical resistance, but studying the switching 
process is very difficult because the memris- 
tors are so small. However, the HP scientists 
announced that they have been able to map out 
the basic chemistry and structure of what happens 
inside a memristor during its electrical operation, 
which should help them better understand and 
improve the technology. 

■ Feds Lagging In 
Enforcing Health IT Security 

According to recently released reports, a pair 
of audits conducted by the Department of 
Health and Human Services' OIG (Office of 
Inspector General) found fault with two federal 
agencies tasked with enforcing the security of 
electronic protected health information. The 
OIG's reports emphasize that the Centers for 
Medicare & Medicaid Services, along with the 
Department's Office for Civil Rights and Office 
of the National Coordinator, need to do more to 
compel hospitals. Medicare contractors, state 
Medicaid agencies, and other organizations to 
comply with health IT security mandates such 
as HIPAA's Security Rule. 
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ntroducing 



Proactive 
real-time 
monitoring 



Uniquely 
Wireless 
Battery 
Monitoring 
System 



YourTailored 

Power Solutions Provider 



We'll be 
at 7x24[ 
Stop by table #62 to^ 
see a Live Demo of 
the FirstLlne BMS 
Battery Monitoring^ 
System. 



Lifecycle management 
— in real time 

Low cost 

Ease of installation 

Alarm via email & dry contact 

Graphic LCD touch screen 

Battery cycling data collection 

History databases 

Colorful bar/curve diagrams 

Provides ethernet/RS485 
for remote monitoring 



lACO 
MERGT. 

PRODUCTS CO. 




A Gaw Associates, Inc. Company 

Toll Free: 877-GAW-RACK • DataCenterDepot.com 

(429-722S) ^^^^^^^^^^^^^^^ 



We are an industry leader, nationally recognized 
for the highest quality 
products and services, ■« 

as well as most 
economical solutions. 






Made in the USA 



Standard & 
Seismic racks 




Numbers speak for 
themselves! 



Customer satisfaction 97.5% 
On-time delivery 95.3% 
Quality 99.0% 

Source: ISOAL 9000 Certification Do(o 



Adjustable height tables 
Wall mount racks 



Rack accessories 







1 


' 1 


r 1 



Cable ladders 

Cable management 

Custom manufactured 
racks and accessories 

Design solutions 
and free expert 
consulting 



• Rack and stack 




Technical furniture 



Equipment mounted travel case 



Call us today, receive answers today: 877-429-7225 
Give us 1 % of your business . . . we'll earn the rest! 



ISO 

9001 
Certrfcd 



VUxmV Busmen Ercnprte 
National Council 
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Quiet Rack Cabinets 

Saving You Time, Money & Energy 

Seven Benefits of owning a Quiet Rack Cabinet 

^ Cost-Effective & Green - server rooms are costly to build and run whereas quiet racks 

offer a fraction of the running costs witli minimal initial investment 
^ Cool - Innovative air-flow design for effective thermal performance 

^ Soundproof - acoustic technologies reduce the noise to an 
unnoticeable level for a quiet working environment 

^ Lockable - security features keep your equipment safe 

(2i Easy to Deploy -just plug and go 

(TJ Expandable - just add another! 

(2? Portable - easily moved to another room or building 





Calculate the 
Savings! 

Our cabinets 
active cooling 
^ ' efficiencies, placed 

where they are 
needed. They eliminate the capital and 
running costs of having a small 
dedicated server room, including 
building, air-conditioning and renting 
costs. For larger data centers they are 
the perfect solution for center work 
offices, expansion or satellite areas. 

ir RACKMOUNT" 

"if SOLUTIONS, LTD 

-^^^ where custp rn er semke m atters^ 

866-207-6631 

talm^aekinountso)utions.n«t 
WMMiMiEkmountsolutions,.net 



Quiet Rack Customers Say; 

"IVIy client, a Technology Director for a school district, 
ordered 2 Ucoustic Soundproof Server Cabinets. His 
office had 2 large enclosed racks with 9 seri/ers each 
in them. The constant server noise made for a terrible 
working environment. Every phone conversation sounded 
like a small airport was nearby. After installing the 
Ucoustic cabinets, this Technology Director is extremely 
happy and is now working in a quiet office environment, 
it's amazing, not only were the servers quiet, but he 
measured the heat inside the rack at 76 degrees, while 
his office was 85 degrees. I have no hesitation 
recommending Ucoustic Soundproof Server Cabinets 
to any of my clients." - Dennis Laing 



If you order June 1-30, 
you will receive 2 
free 4 post shelves 

($150 value) 
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STATS & FACTS 

Providing The Latest Insight & Information 
From Leading Research Firms 



Security In The Cloud 

Forecast Looks Sunny 

Last year was a banner year for managed security services, and ttie years ahead promise to 
be even better, according to Infonetics Research. And, Infonetics points out, there's plenty of 
room for continued growth because managed security services are location-independent. 





Revenue growth in 2010: 1 2% 
pected growth over the next five years: 62% 



Money spent each year on managed security 
sen/ices by 201 5: $17 billion 



Regions expected to significantly grow market share 
in the coming years: AsIa Paclf Ic and 

Central and Latin America 





But Who's Responsible? 



Pointing fingers. That's what appears to be happening between cloud providers and 
enterprises when it comes to answering the question, "Who's in charge of security?" 

Here are some of the findings from a recent Ponemon Institute study: 

69% of cloud providers think users are most responsible for security. 

32% of cloud users think providers are primarily responsible. 

79% of cloud providers allocate 10% or less of their IT resources to security. 



Cloud providers are most confident in their ability to 

• Ensure recovery from significant IT failures 

• Ensure data assets are in a safe environment 

Cloud providers are least confident in their ability to 

• Ensure proper data segregation 

• Restrict privileged user access 



■ Cltrlx Acquires Kaviza, 
Gains VDI-in-a-Box Solution 

Citrix Systems has acquired Kaviza, a company 
known for its all-in-one VDI-in-a-Box solution 
for small and midsized businesses. By adding 
Kaviza's solution to its portfolio, Citrix says it can 
further extend its reach into the small and midsized 
business market in terms of desktop virtualiza- 
tion. Citrix says Kaviza's VDI-in-a-Box product 
complements its own XenDesktop line of products 
offering enterprise-class desktop virtualization. The 
solution also provides support for VIVIware ESX, 
and support for Microsoft Hyper-V is coming soon. 
According to Citrix, Kaviza's offering isn't a scaled- 
down enterprise product with limited features but 
rather a solution designed from the ground up 
to offer a low-cost, all-in-one VDI product built to 
meet the needs of smaller enterprises. 



■ IT Downtime Results In 
Of Lost Man-Hours 



ions 





Results of a recent survey of 2,000 North Amer- 
ican and European organizations indicate that 
businesses collectively lose more than 127 mil- 
lion man-hours a year. That averages out to 
545 man-hours per company, or the equivalent 
of 63,500 people not working for an entire year. 
Additionally, the survey, which was sponsored by 
CA Technologies, found that IT outages occur fre- 
quently and are lengthy, ultimately doing damage 
to companies' reputations, morale, and customer 
loyalty. Still, 56% of North American organizations 
and 30% of European organizations don't have a 
disaster recovery policy in place that's both formal 
and comprehensive. Additional CA-sponsored 
research found that IT downtime results in more 
than $26.5 billion in revenue a year, which comes 
out to about $1 50,000 lost per year per business. 

■ E-Prescriptions See Big Uptick 

Medical institutions are increasingly relying on 
health information technology, according _ 
to a recent study from Surescripts. 
At the end of last year, 
about one in four 
eligible prescriptions 
were prescribed elec- 
tronically; for com- 
parison, about one 
in 1 8 prescriptions 
were prescribed 
electronically in 
2008. In addition, 
the number of prescrip- 
tions routed electronically grew 
72% between 2009 and 2010, and 
about 79% of prescribers used electronic medi- 
cal records last year. Surescripts points to several 
factors contributing to the growth, including incen- 
tive programs offered through the HITECH and 
MIPPA (Medicare Improvements for Patients and 
Providers) acts. 'What's more, the factors behind 
the growth in e-prescribing are sen/ing as a model 
for broader adoption and use of health IT," says 
Harry Totonis, president and CEO of Surescripts. 

■ Autonomy To Buy Iron Mountain Assets 

Cloud provider Autonomy announced plans to 
acquire portions of Iron Mountain's assets from its 
digital division, including its archiving, e-discov- 
ery, and online backup tools, in order to bolster 
Autonomy's regulatory compliance, legal discov- 
ery, and analytics sen/ices. The deal is reportedly 
worth $380 million in cash and will give Autonomy 
an additional 6 petabytes of data and 6,000 cus- 
tomers to manage, bringing Autonomy's total to 
about 25PB of data and 25,000 customers. The 
company expects to subsequently reap revenues 
of up to $140 million, spend about $10 million 
on restructuring, and see earnings-per-share 
accretion of 15% in 2012. The deal is expected to 
close within 60 days. 

■ Symantec To Acquire 
Clearwell Systems 

Symantec says it will acquire e-discovery provider 
CleanA/ell Systems in a deal worth a reported $390 
million. The acquisition will enhance Symantec's 




comprehensive information management solu- 
tion portfolio, which includes Enterprise Vault 
and NetBackup, with Cleanwell's e-discovery, 
archiving, and backup capabilities in an effort to 
provide Symantec's customers with a more end- 
to-end e-discovery solution that will help those 
in the IT and legal fields to reduce costs, time, 
and risk. There are also opportunities for cross- 
sell and product integration synergies across 
Symantec products in the future. Clearwell will join 
Symantec's Information Management Group. 

■ Physicians Starting To Embrace 
Videoconferencing 

Manhattan Research reports that about 7% of 
physicians now conduct video chats with patients, 
even though few doctors utilize email as a tool for 
patient communication. The group's 'Taking the 
Pulse" survey reports that physicians in certain 
specialties — those that don't necessarily require 
tactile interactions or which are non-urgent in 
nature, such as psychiatry and oncology — are 
more likely to use videoconferencing with patients 
than are other physicians. The report notes that 
physicians who don't communicate online with 
patients cited HIPAA concerns and liability as rea- 
sons for their reluctance to do so. 

■ Enterprise SSD Performance 
Test Spec Finalized 

The SNIA's (Storage Networking Industry Associ- 
ation's) Solid State Storage Initiative has released 
version 1 .0 of its Solid State Storage Performance 
Test specification. The new spec is intended to 
standardize the criteria by which manufacturers 
benchmark and compare enterprise SSDs, giving 
prospective customers information that's more 
apples-to-apples than what was previously avail- 
able. The SSSI plans to release another version 
of the spec for server and client-side SSDs in the 
third quarter of this year. 

■ Gartner: Smartphones 
Outpace Mobile 
Communications 
Market 

About 428 million 
^^^L mobile communica- 
^^^^ tions devices were 

vjj^P sold during the 
^jf first quarter of 2011, 
according to research 
firm Gartner, up 19% from 
a year ago. Smartphone sales 
were the dominant force leading 
the industry, accounting for 23.6% of 
overall sales, and a new midtier smart- 
phone market will accelerate this trend, 
Gartner says. Apple sold 16.9 million units, 
more than double the number it sold a year 
ago. The company ranked No. 4 in terms of 
devices sold, behind Nokia, Samsung, and 
LG. Devices sold with the Android operat- 
ing system dominated the market with a 
36% share, followed by Symbian with 27.4% 
share and ICS with 16.8% share. 

■ Symantec Report Assesses 
The State Of Spam 

According to the May 201 1 "State of Spam & 
Phishing" report from Symantec, the average 
daily spam volume fell 5.35% in April. Year over 
year, spam volumes are down an impressive 
65.42%. Overall, three out of every four messages 
(74.81 %) were spam as of April 201 1 , but that's 
a solid improvement over last year's April spam 
volumes, which accounted for 89.22% of all mes- 
sages. Symantec claims that last month's Rustock 
botnet shutdown contributed to the lower spam 
volumes. But it's not all good news: Phishing- 
based attacks increased by 15.61% between 
April and May. Cybercriminals also relied more on 
automated toolkits and unique domains to launch 
their attacks, with automated toolkit-based attacks 
rising 26.19% and unique URL attacks increas- 
ing 12.29% compared to March. Symantec also 
reported a spike in phishing emails that dealt with 
the death of Osama bin Laden. 
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■ IBM Investing $100 Million 
Into Big Data Research 

IBM announced that it will invest $100 mil- 
lion into big-data analysis research, which 
includes analytics and how they can be used 
by businesses, furthering the research used 
to make its "Jeopardy!"-winning Watson 
machine. The goal is to help companies 
gather as much information as possible so 
they can better understand their industries as 
well as their customers and their behavior. 
Another goal is to create tools that can ana- 
lyze specific jobs or infrastructure needs and 
decide whether they would be better suited 
in the cloud. 

■ Medicare Issuing Meaningful 
Use Payments 

Medicare has started sending out bonuses to 
physicians and other members of the 
healthcare industry that have 
instituted the meaningful 
use of EHRs (electron- 
ic health records). 
Individual 
healthcare 
professionals 
who have used 
EHRs exten- 
sively for a year 
and demonstrated at 
least 90 consecutive 
days of meaningful use 
can receive as much as 
$18,000 for their first year 
and a total of $44,000 over five 
years, provided they meet meaningful 
use requirements for subsequent years. 
According to the Centers of Medicare and 
Medicaid Services, individual healthcare pro 
fessionals can choose to receive a payment 




from either Medicare or Medicaid, but not both; 
however, hospitals are able to receive pay- 
ments from both. More than $83 million has 
been distributed so far. 

■ Report Studies EHR Use In California 

A new study from the California Healthcare 
Foundation indicates that 90% of California 
hospitals are in the process of installing 
or have installed clinical decision support 
systems. That being said, only 40% have a 
computerized order entry system installed. 
The study identified that financial support 
was a critical factor in HIT adoption. In 
terms of primary care physicians, 55% of 
those surveyed are using EHR technology, 
while 46% are routinely using electronic 
clinical documentation. Practices 
with six to 50 doctors have a 

64% implementation rate for 
EHR, while those with 
between two and 
five doctors only 
have a 39% imple- 
mentation rate. 

■ Google Transmission 
Line Incentives Approved 

The Federal Energy Regulatory 
Commission approved incentives 
for companies that are backing a 
proposed $5 billion power trans- 
mission line that will connect 
wind farms off the Atlantic 
coast with the region's 
power grid. The FERC 
approved a 12.59% rate 
of return on equity for 
the project's developers, 
which include Google, Good Energies, and 
Marubeni. The project, which will consist 



r 



of two transmission lines stretching about 
250 miles along the coast, is designed to 
connect 6,000 megawatts of wind power 
to the grid, enough to power almost 2 mil- 
lion households. The transmission line still 
needs approval from the Interior Department 
various state agencies, and the 
region's main grid operator, 
but the developers 
hope to have the 
line's first phase 
completed by 
2016. 

■ Nuking 
Spam Once 
& For All 

Between 75% 
and 90% of 
all email mes- 
sages sent 
are spam, but 
researchers at 
the University 
of California 
may have figured out a 
way to slash spam volumes permanently. 
Rather than going after the botnets that 
cybercriminals use to disseminate spam, the 
researchers actually sought out and paid for 
the offers for Viagra, rogue antivirus utilities, 
and herbal remedies. By analyzing almost 
a billion spam messages, taking the bait, 
and tracking the payments, the research- 
ers determined that 95% of all transactions 
were handled by just three financial institu- 
tions, one in Azerbaijan, one in Denmark, 
and another in Nevis, in the West Indies. 
According to their findings, the researchers 
say that, with the aid of financial institutions 
and credit card companies, they could cut 




off the funding and put spam on the endan- 
gered species list. 

■ Tablet Use Rising In The Enterprise 

A recent study commissioned by Model Metrics 
reveals a growing number of enterprises are 
planning to use tablets for business- 
related purposes. By 2013, 78% 
of respondents will have 
tablets deployed in the 
enterprise; at the time 
of the survey, 22% 
of respondents had 
already done so. The 
most popular device 
of choice for enter- 
prises is the iPad, 
with 83% of respon- 
dents choosing or 
planning to choose 
this device over any 
other option (34% 
plan to deploy an 
Android-based tablet). 
Curiously, a mere 
51% of respondents have actu- 
ally devised an adoption strategy. 

■ IT Helps Compensate For Staff 
Shortages In Healthcare Industry 

About 25% of healthcare quality profession- 
als believe that IT will be the No. 1 tool to help 
battle staff shortages in the healthcare industry, 
according to a study by the American Society 
for Quality. The study consisted of an online 
poll where 475 healthcare quality professionals 
were asked about staff shortages, which are 
expected to become a bigger problem in the 
coming years. ASQ says that by 2014, 32 mil- 
lion more people will have health insurance due 
to recently instituted government policies. 
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The Processor Product Releases section 
includes brief overviews of data center products. 

All products listed have been released recently, so use this section to get 
up to date with what's new on the market and to find products you need. 



Manufacturers: 
Do you have a new product that data center/IT 
managers would be interested in learning about? 

Send your press release or product information 
to press@processor.com. 



Physical Infrastructure 



■ AFL Bendable Boot Jumper 

AFL's new Bendable Boot Jumper can 
meet or exceed leading industry standards 
related to fiber bends in cable installations. 
The jumper has a variable boot angle 
that ranges from to 90 degrees and lets 
installers fine-tune installations by placing 
a controlled bend in a boot and enabling 
proper routing at the connector adapter. 

■ IT WatchDogs I/O Expander 

IT WatchDogs' Series II Environmental 
Monitors are now available with a new 
accessory, the lOE (I/O Expander). The 
lOE increases your monitor's sensor and 
relay output capacity by adding 32 addi- 
tional dry contact/0-5VDC analog inputs, 
eight extra digital sensor ports, and three 
NO/NC relay outputs so users can trig- 
ger external devices such as auto-dialers, 
strobe lights, or backup air-conditioning 
units on alarm or manually through the 
Web interface. The $479 lOE comes 
equipped with a lightweight and strong 
rackmount steel chassis providing flexible 
wire management and versatile bracket 
mounts. It connects to a digital sensor port 
of your environmental monitor using the 
provided uplink cable. 

■ JouleX Energy Manager For Data Centers 

JouleX announced its JEM (JouleX Ener- 
gy Manager) for Data Centers, which is 
designed to improve energy efficiency and 
help data centers save money on energy 
costs. It features agentless technology, which 
can support PDUs, storage systems, switch- 
es, and virtual and physical environments, 
and allows IT admins to measure energy uti- 
lization, optimize power usage, and compare 
energy consumption among devices. 

■ Opto 22 SNAP-AIPM-S 

& SNAP-AIPM-3V Energy Monitors 

Opto 22 released upgraded versions of 
its most widely used power monitoring 
modules, which now allow broader voltage 
input ranges and better resolution for three- 
phase power monitoring and energy man- 
agement applications. The SNAP-AIPM-3 
and SNAP-AIPM-3V can now monitor 
480 VAC, three-phase electrical equipment 
without the need for a transformer. 

■ Power Assure EM/4 

Power Assure introduced a new ver- 
sion of its energy management software. 
Power Assure EM/4. The EM/4 platform is 
designed to give data center operators the 
ability to analyze and synthesize the over- 
whelming amount of raw data now avail- 
able on data center equipment performance 
and turn it into useful business information 
to improve the efficiency, capacity, and 
performance of their data centers. 

■ Raritan Power 10 

Raritan unveiled updates to its Power IQ 
energy management software, including a 
configurable dashboard with easy-to-use 
tools and gauges. The new tools help data 
center managers to easily see the informa- 
tion most important to them, such as energy 
usage information for a specific server rack 
or temperature readings from the cold aisle. 

■ Staco FirstLine BMS 

Wireless Battery Monitoring System 

Staco Energy launched its FirstLine 
BMS Battery Monitoring System, which 
is a wireless battery monitoring system 




capable of capturing battery parameters in 
real time. The Staco FirstLine BMS con- 
tinuously monitors UPS batteries and dis- 
plays battery stats in bar graphs on a 6.4- 
inch touchscreen LCD monitor, ensuring 
you'll always know your batteries are ready 
to go when needed. The FirstLine BMS 
tracks battery cell voltage, battery string 
voltage, battery string current, battery room 
temperature, battery cell impedance, and 
battery terminal temperature. Stats are com- 
pared to battery configuration and network 
parameter settings; deviations can trigger 
email or dry contact alarms. For more on 
this product, see page 9. 

■ TrendPoint Systems EnviroCube 

TrendPoint Systems announced Enviro- 
Cube, a data center cooling management 
appliance designed to prevent heat-related 
data center downtime, while also improv- 
ing energy efficiency. EnviroCube monitors 
a full spectrum of electrical and environ- 
mental metrics that have been proven to 
indicate cooling inefficiencies before they 
cause heat-related downtime. 



Networking & VPN 



■ Cisco Flex 7500 Series Cloud Controller 

Cisco's Flex 7500 Series Cloud Con- 
troller lets IT managers centrally manage 
wireless and security settings in the cloud 
without needing to be on location. It can 
be used to manage 20,000 clients, 2,000 
access points, and 500 branch locations 
from one central location. 

■ Citrix Systems Brancli Repeater 6 

Citrix Systems released its Branch 
Repeater 6 with SmartAcceleration tech- 
nology for WAN optimization. Branch 
Repeater 6 prioritizes traffic by user or 
service by employing tools to monitor net- 
work flow and locations for applications, 
branches, user groups, and more. Other 
features include deep visibility across a 
range of apps and protocols, user-centric 
virtual desktop prioritization, and faster 
transfer of encrypted emails and files. 

■ cPaclcet Networl(s cVu 10Gb 
Real-Time Monitoring Switches 

cPacket Networks released a family of 
cVu intelligent data center monitoring 
switches that combines aggregation and 
replication with what cPacket Networks 
calls the most advanced real-time L2-L7 
packet filtering, on-the-fly performance 
visibility, and built-in flow load balancing. 



The family includes the cVu320G with 32 
10Gb ports, cVu240G with 24 10Gb ports, 
and cVul20G with 12 10Gb ports. 

■ D-Link DGS Series & xStack Switches; 
AirPremier N Access Point; DCS Series 
Network Cameras 

D-Link launched a series of network- 
ing products aimed at small business and 
medium-sized enterprise IT environments. 
The new DGS series chassis-based and 
xStack switches provide 10Gb Ethernet 
aggregation and PoE support. The DAP- 
3525 AirPremier N Dual Band Exterior 
PoE Access Point provides remote con- 
figuration and monitoring. And the new 
DCS-6511 dome network camera, DCS- 
7110 outdoor network camera, and DCS- 
5605/5635 PTZ wireless network cameras 
allow for easy integration into existing 
network infrastructures. 

■ Dell PowerConnect M8024-k 
& PowerEdge M915 

Dell announced several new products, 
including the PowerConnect M8024-k 
Ethernet blade and PowerEdge M915 
blade server, as well as enhancements 
to its DX Object Storage Platform. The 
latter features new file capabilities to 
help customers store, access, and pro- 
tect fixed content. In addition, the new 
PowerConnect M8024-k Ethernet blade 
streamlines fabric deployment for custom- 
ers and includes 10Gb Ethernet KR-based 
networking support. 

■ EMC Captiva, Document Sciences, 
CenterStage & Documentum OnDemand 

EMC launched several new content man- 
agement and collaborative applications 
that utilize the VMware-based VCUBE 
architecture for simplified provisioning 
and management in hybrid cloud environ- 
ments. EMC Captiva, Document Sciences, 
CenterStage, and Documentum OnDemand 
cut implementation times and reduce IT 
costs by handling cloud management, vir- 
tualization, security, storage, and infrastruc- 
ture aspects of the hybrid environment. 

■ EMC lonix Server Manager 3.0 

EMC released the latest version of its 
physical and virtual infrastructure man- 
agement platform, lonix Server Manager, 
which now includes VMware vSwitch 
discovery and monitoring features. The 
software lets users apply automated dis- 
covery, root-cause analysis, and business- 
impact analysis throughout the virtual 
network to quickly and accurately locate 
and address problems as they arise, before 
they impact network performance. EMC 
lonix Server Manager 3.0 discovers and 
monitors VMware vSwitches on ESX 
servers, monitors the health of server clus- 
ters, supports Microsoft Hyper-V, notifies 
users when key processes are unavailable, 
and alerts users to any servers operating in 
a degraded state. 

■ EMC lonix Unified Infrastructure 
Manager 2.1 

EMC unveiled the latest version of its 
streamlined management software for 
VCE Vblock platforms, lonix Unified 
Infrastructure Manager 2.1. lonix UIM 
simplifies the management and operations 
across multiple Vblock platforms; supports 
private, public, and hybrid cloud environ- 
ments; enables single-click end-to-end 
Vblock resource provisioning; and supports 
fast problem identification and resolution. 



■ ERICO MWE Series Surge Protectors 

ERICO launched a series of broadband 
surge protection products for tower or 
rooftop-mounted radio units. The MWE 
surge protectors feature a broad range 
of options, including the MWECSPOE, 
MWESS, MWERJ451/2, MWE + TDS/ 
DSD, DSD1402BR 24/48, Coaxial Surge 
Protection, and LAN Protector. 

■ Extreme Networks Open Fabric 
Data Center Solution 

Extreme Networks' Open Fabric data 
center solution is a new line of cloud-scale 
switches designed to help build highly 
scalable mobile and virtualized networks. 
The products use the ExtremeXOS operat- 
ing system, offer wire-speed switching of 
virtual machines, incorporate OpenFlow 
technology, and support data center bridg- 
ing. The product line includes the Summit 
Top-of-Rack switches, BlackDiamond X8 
modular chassis, and BlackDiamond 8900 
high-density blades. 

■ HP FlexNetwork Solutions 

HP announced several solutions based 
on its FlexNetwork architecture, which is 
designed to optimize networking for media- 
rich applications. HP A10500 switches 
improve quality and connection speed for 
videoconferencing and other media-rich 
communication technologies. HP Intelligent 
Management Center delivers single-pane-of- 
glass management to the HexNetwork archi- 
tecture, and the HP TippingPoint S6100N 
IPS appliance gives organizations a scalable 
network security framework. 

■ Napatech NT40E2-1 

Napatech announced the upcoming release 
of its NT40E2-1, a 40Gb Ethernet adapter 
designed to provide higher throughput per- 
formance and accelerated applications. The 
NT40E2-rs advanced acceleration features 
help companies offload data processing tasks 
and keep up with high traffic demands, the 
company says. 

■ Novell Operations Center 5.0 

Novell released Novell Operations Cen- 
ter 5.0, a business service management 
solution aimed at delivering comprehen- 
sive management of public and private 
cloud services. The release is the first con- 
figuration management system that auto- 
matically synchronizes with external data 
sources. The new release offers a compre- 
hensive real-time view of business service 
health and performance across physical, 
virtual, and cloud environments. 

■ Oracle IP Service Activator 7.0 

Oracle introduced the latest version of 
its IP Service Activator for communi- 
cations service providers, which is part 
of Oracle's Converged Fulfillment for 
Business Services solution. IP Service 
Activator 7.0 lets organizations quickly 
generate, deploy, and support converged 
business services, including connectivity, 
data, voice, video, and cloud services. 

■ Oracle MetaSolv Solution 6.2 

Oracle launched the latest version of its 
MetaSolv Solution, an inventory manage- 
ment platform for communications service 
providers that's offered as a standalone 
solution or as a complement to the Ora- 
cle Converged Fulfillment for Business 
Services suite. MetaSolv Solution 6.2 now 
makes it easier for users to launch and 
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deliver services, provision and manage 
their network infrastructures, and lower 
overall network infrastructure costs. 

■ Parallels Server For Mac 4.0 
Mac Mini Edition 

Parallels released Parallels Server for 
Mac 4.0 Mac Mini Edition. The server 
virtualization product runs on Mac Minis 
running the Mac OS X server platform 
and can turn the Minis into multipurpose 
platforms capable of running Mac OS X, 
Microsoft Windows, and Linux. Parallels 
Server for Mac 4.0 Mac Mini is designed 
for small businesses wanting to consoli- 
date a few servers. The 4.0 Mac Mini edi- 
tion features virtual machine provisioning 
(up to two VMs with two virtual CPUs 
and 4GB of RAM); support for 32- and 
64-bit platforms; smart installation tech- 
nology; configuration capabilities for USB 
devices via host or VM; and shared folders 
for Windows, Linux, and Mac OS guest 
OSes. In addition, administrators can con- 
solidate Microsoft Exchange, SharePoint, 
SQL Server, and Windows Server applica- 
tions on the Mac Mini. 

■ Quest Software Spotlight 
On SQL Server Enterprise 

Quest Software released its Spotlight on 
SQL Server Enterprise, a new SQL diag- 
nostics product for midsized to large orga- 
nizations. The offering is fully integrated 
with Quest's community-based Project 
Lucy collective intelligence network. 
Features include support for VMware 
memory diagnostics for performance mon- 
itoring and a mini-toolbar that provides 
easy access to Project Lucy's trouble- 
shooting functions. 



■ RingCube vDesk version 4.0 

RingCube released vDesk version 4.0. 
Functioning as a desktop virtualization 
solution, vDesk 4.0 maximizes the effi- 
ciency of an organization's VDI rollouts, 
simplifies VDI configuration, and supports 
lower-cost pooled VDI model storage. 
vDesk 4.0 works with VMware View and 
Citrix XenDesktop. 

■ ScienceLogic EM7 7.1 

ScienceLogic released a new version of 
its IT operations and cloud management 
platform, EM7 7.1, to help organizations 
centrally manage heterogeneous physical, 
virtual, and cloud environments. It can also 
incorporate new applications and the latest- 
generation technologies into IT operations. 
ScienceLogic EM7 7.1 also supports public 
cloud vendors and services. 

■ SolarWinds Real-Time 
AppFlow Analyzer 

SolarWinds announced the Real-Time 
AppFlow Analyzer, a free tool designed 
to monitor the data capture method 
AppFlow. Features include collecting, 
analyzing, and displaying AppFlow data; 
visualizing app data flows for data centers 
and cloud environments; and analyzing 
app performance and behavior. AppFlow 
Analyzer supports AppFlow, Juniper 
JFlow, sFlow, and NetFlow v5 and v9. 

■ Telco Systems 
Lifecycle Support Program 

Telco Systems announced a customiz- 
able support program aimed at telecom- 
munications service providers looking 
to design, deploy, and optimize Ethernet 



services. In addition to expert support, the 
program includes onsite assistance with 
the initial installation and turn-up of the 
network, expert analysis of specific net- 
work requirements, training and certifica- 
tion, and optimization services. 

■ Transition Networks Focal Point 3.0 

Transition Networks announced Focal 
Point 3.0, SNMP management software 
designed to let users monitor, configure, 
and control Transition Networks equipment 
via a single interface. Features include sup- 
port for ION Platform and the Point System 
Platform; fault management, configuration 
management, and performance monitor- 
ing; SNMP device discovery; universal trap 
viewer; and email notifications. 



Storage 



■ Addonics NAS 3.0 Adapter 

New from Addonics is the NAS 3.0, a 
third-generation NAS adapter that lets you 
turn any external hard drive, SSD, or USB 
mass storage device formatted with NTFS or 
exFAT into a Web- and network-accessible 
cloud storage appliance. Its built-in WebDAV 
server will work in conjunction with the 
included free WebDAV client software 
to give you access to your files from any- 
where you have an Intemet cormection. Apps 
are available for Android and the iPhone; 
the adapter also supports SMB, Samba, 
BitTorrent, printer servers, and more. 

■ BridgeSTQR AQS High-Density DPM 
Storage Appliance & AQS High-Density 
Network Storage Appliance 

BridgeSTOR announced two new stor- 
age systems, the AOS High-Density DPM 



Storage Appliance and the AOS High- 
Density Network Storage Appliance. The 
systems let DPM and iSCSI/NAS users 
cut TCO, capacity needs, and power draw, 
the company says; additionally, at about 
$325 per terabyte, the new deduplicating 
systems also cut acquisition costs. 

■ Dynamic Solutions 
International DSI9000 

Dynamic Solutions International revealed 
that its DSI9000 virtual tape libraries now 
have an 8Gb Fibre Channel option. In addi- 
tion to the new feature, the DSI9000 VTLs 
feature data deduplication, encryption, rep- 
lication, scalability, a future-proof architec- 
ture with redundant components and a sim- 
ple but powerful UI, and the ability to copy 
directly to backend tape. The DSI9000 
VTLs seamlessly integrate into any existing 
storage network and use high-speed RAID 
disk arrays to provision VTLs to backup 
servers. VTL Agent, Alert Manager, and 
mainframe software are included. 

■ IceWEB 6000HR Series 
Unified Storage Systems 

IceWEB expanded its storage line, add- 
ing the top-of-the-line, highly redundant 
6000HR Series system in 6TB, 12TB, and 
24TB configurations. Systems feature hot- 
swap capabilities, 7,200rpm MDL SAS 
drives, and other built-in storage manage- 
ment features. A hybrid model includes 
18TB SAS drives and 300GB SSDs for 
high performance. 

■ Infortrend EonStor DS 

Infortrend added new storage systems to 
its entry-level EonStor DS family. The 
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Continued from Page 7 
systems include hybrid SAS and iSCSI 
host connectivity, remote replication sup- 
port, and DAS/SAN consolidation sup- 
port. The models include two 6Gbps 
SAS ports and two IGbE iSCSI ports per 
controller. Available in single- and dual- 
controller configurations, the models also 
offer choices of 3U/16-bay models using 
3.5-inch drives or 2U/24-bay models using 
2.5-inch drives. 

Intermedia Online Backup 

Intermedia announced a new addition to 
its Online Backup service, which allows 
companies to back up their Windows serv- 
ers (2000, 2003, and 2008) automatical- 
ly to the cloud, protecting valuable data 
in the event of hardware failure or acci- 
dental deletion. Online Backup features 
Intermedia's HostPilot Control Panel, 
from which admins can add users, view 
backup statuses, restore lost files, and 
manage storage. 

IVIanageEngine OpStor 

ManageEngine released OpStor, a stor- 
age monitoring platform that manages mul- 
tiple devices from multiple vendors in a 
single console. OpStor can monitor the per- 
formance and availability of both virtual 
and physical devices and generate graphical 
network topology maps. ManageEngine 
OpStor is available as a downloadable file 
for Windows and Linux platforms; pricing 
starts at $1,495 for 15 devices. 

IVIaxell iVDR Solutions 

Maxell has unveiled three series of dupli- 
cation and storage systems based on its 
iVDR removable hard drive cartridge tech- 
nology. The new series include Storage 
Towers, which are port-multiplied exter- 
nal RAID/JBOD units; encrypted Cipher 
Towers, which are targeted toward environ- 
ments that need to meet regulatory compli- 
ance requirements; and Maxell Diamond 
1:1/1:5 Duplicators, which are designed to 
offer fast, secure data copying and transfer. 

NetApp E5400 Storage System 

NetApp introduced its latest E5400 stor- 
age system for OEMs, which is optimized 
for high-bandwidth applications, extreme 
storage densities, and high availability. 
The E5400 comes in a compact 4U form 
factor, features integrated controllers and 
drives, and supports online administration. 

Nexsan E-Series Storage Systems 

Nexsan announced its new E-Series line 
of storage systems, including the E18 and 
E60. The E18 is available in 1TB, 2TB, 
and 3TB SATA versions and can hold up 
to 54TB at 2U, while the E60 can hold up 
to 180TB of data at 4U. The E60 can also 
hold up to a total of 360TB at 8U with the 
E60X expansion chassis. The E18 and E60 
storage systems support SSD, SATA, and 
SAS drives and are VMware-certified. All 
E-Series storage systems feature Active 
Drawer, AutoMAID, Cool Drive, and 
Anti- Vibration technologies. 

Pivots 1U & 2U CloudBank StandAlone 

Pivot3 released the Pivot3 lU and 2U 
CloudBank StandAlone appliances designed 
for distributed surveillance environments 
with capacity needs extending from 2TB to 
24TB. The release is ideal for video surveil- 
lance applications for retail, financial, educa- 
tion, and SMB settings. Both the lU and 2U 
appliances can provide server and RAID- 
protected storage resources. 

Quest Software LiteSpeed 
For SQL Server 

Quest Software announced LiteSpeed 
for SQL Server, a platform that offers 



multi-instance backup management, 
enabling administrators to apply a uni- 
fied backup scheme across the entire 
SQL Server environment. Other fea- 
tures include support for Adaptive Com- 
pression and new Backup Templates. 

Sans Digital EliteNAS 

Sans Digital announced a number of 
enhancements and new features for its 
EliteNAS storage systems. Each of the 
EliteNAS rackmount storage systems now 
come preinstalled with support for IPv6 
(including dual IPv4 and IPv6 stacks) and 
support for multiple NAS aggregation, 
or single name space NAS expansion. 
Additionally, the systems feature OS mir- 
roring and optional Duo-Dom automatic 
failover for the OS disk. 

Seagate GoFlex Satellite 

Seagate announced its new GoFlex 
Satellite mobile wireless storage solu- 
tions for storing data from mobile devices, 
including ones running iOS. These GoFlex 
devices have 500GB of memory, Wi-Fi 
capabilities, and rechargeable batteries for 
on-the-go storage. A GoFlex Media App 
will be available for Apple products, with 
support for other devices to be released in 
the future. 

Sherpa Software 
Discovery Attender 3.7 

Sherpa Software has released Discovery 
Attender 3.7, e-discovery software that 
can now search, filter, and collect files 
from SharePoint. Primary features include 
Microsoft Exchange 2010 Online Archive 
support, search comparisons, and custo- 
dian management. Users can rerun a task- 
based search and search Lotus Notes mail 
files and MSG files. 

Spectra Logic T-Finity 

Spectra Logic announced that its 
T-Finity enterprise tape library will now 
be available with IBM's TS1140 tape 
drive. The energy-efficient LTO drive 
can store 4TB native/8TB compressed on 
each cartridge. Its data transfer rates are 
240MBps native/480MBps compressed. 
The TS1140 also supports a connection to 
high-speed 8Gbps Fibre Channel environ- 
ments. Spectra Logic says. 

StorageCraft Technology 
ShadowProtectVirtual 

StorageCraft Technology announced 
StorageCraft ShadowProtectVirtual, 
a tool designed to let users back up 
Windows systems and data and recov- 
er to any kind of environment, includ- 
ing virtual machines, physical hardware, 
and the cloud. The product leverages 
the hardware- and platform-agnostic 
ShadowProtect Hardware Independent 
Restore technology to ensure flexibility. 

Texas Memory Systems 
RamSan-70 Gorilla 

Texas Memory Systems announced 
the release of its RamSan-70 Gorilla, a 
900GB PCI-E SSD capable of delivering 
330,0001/Ops and 2GBps of bandwidth. 
Built for the enterprise OEM market, the 
RamSan-70 Gorilla packs 32nm SLC 
NAND flash memory into a half-length 
PCI-E card. Its controller is based on 
Xilinx FPGAs and a PowerPC processor. 



Security 



BeyondTrust PowerBroker Database, 
IVIonitor & Audit 

BeyondTrust released PowerBroker 
Database, Monitor & Audit, which is de- 
signed to provide IT security departments 
monitoring and visibility of privileged 



user database administration, activities, 
and security. Database, Monitor & Audit 
is the first solution in BeyondTrust' s new 
PowerBroker family of products designed 
to offer core database log reading technol- 
ogy that enables transparency of how data 
is accessed, edited, and tracked. 

CloudLock Vault 

CloudLock has announced CloudLock 
Vault, a security application available in 
the CloudLock For Google Apps solution. 
Vault provides a secure, tamper-proof 
location natively within an enterprise's 
Google Docs domain so that data isn't 
misused. The release adds centralized data 
retention policy management via a secure 
storage area in Google Docs in which files 
can't be deleted or modified but can still 
be viewed and searched. 

Codenomicon Universal Fuzzer 

Codenomicon released its Universal 
Fuzzer, which is a fuzz testing solution 
that combines heuristics and multiple 
fuzzers with a graphical user interface, 
automated test executions, and report- 
ing features. Universal Fuzzer allows 
software and equipment vendors, as 
well as companies using their products, 
to ensure that their software is hacker- 
proof. Universal Fuzzer can be used to 
test everything that can be presented in 
a file format, such as image files, cap- 
tured protocol messages, text documents, 
and wireless frames. It creates test cases 
from sample files, such as PDF docu- 
ments, media files, and protocol files. The 
system uses heuristics to determine the 
structure of the sample files. 

Exar Express DX 1825 & DX 1835 
Data Reduction & Security Cards 

Exar announced additions to its line 
of Express DX 1800 data reduction and 
security cards with the DX 1825 and 
DX1835. Designed for promoting cost 
per performance in entry-level and mid- 
range servers, the cards offload com- 
pression and encryption and feature 
single-pass hardware architecture, end- 
to-end data integrity, and failover to 
Exar's SDK software. 

Imperva Cloud WAF 

Imperva announced Cloud WAF, a 
cloud-based Web application firewall ser- 
vice designed to help enterprises obtain 
PCI compliance, prevent blacklisting, 
protect against Web application attacks, 
and improve Web site performance. 
Powered by Incapsula, Cloud WAF fea- 
tures around-the-clock monitoring, tuning, 
reporting, and incident response. 

MailFoundry 1150 

Antispam solution manager Mail- 
Foundry released the latest version of its 
MailFoundry 1150 email firewall. The 
firewall was previously available for 
$1,299 but is now available for $999 
and features new hardware and new 
advanced abilities. The firewall features 
the MessagelQ antispam engine, which 
is touted as being the only engine with 
RedListing technology that works to 
defeat spammer botnets. 

Sophos Mobile Control 

Sophos announced its new Mobile 
Control solution that adds encryption and 
data loss prevention to Apple's iPhone 
and iPad as well as Google Android 
and Windows Mobile products. Mobile 
Control lets users remotely wipe or lock 
phones that are lost or stolen. Sophos also 
announced enhancements to its SafeGuard 
Enterprise and Endpoint Security and Data 
Protection products. 



Messaging & Telephony 



NetScout nGenius Voice | 
Video Manager 

NetScout has announced the release of 
nGenius Voice I Video Manager, hailed as 
NetScout' s first integration of technology 
following its acquisition of Psytechnics. 
The release aims to extend NetScout' s 
Unified Service Delivery Management 
approach to offering real-time service 
management for IP telepresence, video, 
and voice services. nGenius Voice I Video 
Manager provides application-specific 
details related to video and voice session 
transmission and conversation quality in 
an effort to show real-time service per- 
formance. Released as a specialized ser- 
vice management module. Voice I Video 
Manager combines proactive service man- 
agement with intelligent troubleshoot- 
ing and is part of the nGenius Service 
Assurance Solution. The module supports 
an assortment of UC services, technolo- 
gies, and vendors. 



Clients 



AMD FirePro V7800P 

AMD announced that AMD FirePro 
V7800P professional graphics will now 
be included in Dell blade servers for 
enterprise use. AMD FirePro V7800P 
is designed to deliver ultra-fast perfor- 
mance, superb visual quality, and mas- 
sively parallel processing power in a 
passively cooled form factor ideal for 
server environments. FirePro V7800P 
also enables GPU compute, remote 
graphics, and VDI deployments. 

Capture Components ccScan 

For Google Docs & ccScan For Box.net 

Capture Components released ccScan 
for Google Docs and ccScan for Box. 
net, offering one-step direct scanning. cc- 
Scan for Google Docs scans document 
barcodes and field macros and saves fold- 
ers in Google Docs. ccScan for Box.net 
scans directly to Box.net folders, eliminat- 
ing per-page charges. 

CNG-SAFE7.0 

Cabinet NG CNG-SAFE 7.0 is designed 
to align document and content manage- 
ment for organizations. Available to new 
and existing clients, CNG-SAFE 7.0's 
primary features include scheduling for 
multiple users, customized category titles, 
notes, and Microsoft Outlook integration. 
Additionally, users will benefit from the 
Speed bar, configurable login failure poU- 
cies, and CNG-SuperSearch simplicity. 

Flexera Software InstallAnywhere 2011 

Flexera Software InstallAnywhere 2011 
is designed to help software makers deliv- 
er professional and consistent installation 
experiences across multiple platforms. 
Features include a single uninstaller for 
all installation components, single installer 
progress bar, extended external resource 
bundle support, enhanced installation 
logging, expanded platform support, and 
complex rule expressions with multi- 
ple operators. 

HPt5740e Thin Client 

HP's t5740e thin client has been 
enhanced and can now deliver improved 
responsiveness while utilizing 15% less 
CPU capacity. The system now also sup- 
ports up to four simultaneous digital 
displays with optional AMD FirePro 
2270 Dual Head PCI-E and ATI FirePro 
2460 Quad Head PCI-E cards. The HP 
t5740e features Intel Atom dual-thread- 
ed processors and Microsoft Windows 
Embedded Standard 7, delivering what 
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the company describes as "a rich, 
PC-like user experience." The t5740e 
supports a range of applications and 
multiple, simultaneous environments. 
Optional features include a Broadcom 
Crystal HD mini-PCI-E hardware accel- 
erator for enhanced video playback and 
graphics performance. 

■ Kyocera Mita America TASKalfa 
Multifunctional Systems 

Kyocera Mita America announced its 
new line of TASKalfa Multifunctional 
Systems. There are 11 products total in this 
new series, including color and black-and- 
white models. Each printer has different 
ppm speeds but all are designed to hold up 
to 7,650 sheets of paper and have many fin- 
ishing options for printing projects. 

■ Nuance Communications 
OmniPage Professional 18 

Nuance Communications has released 
the newest version of its flagship docu- 
ment conversion and scanning product 
for Windows. The new version includes 
the Nuance Cloud Connector, which lets 
users directly open, save, and convert doc- 
uments in Evernote, Google Docs, Box 
.net, Windows SkyDrive, and more than 
20 other cloud services. 

■ Numara Software Track-It! 10 
& PC Migrate 

Numara Software released version 10 of 
its Numara Track-It! family of products. 
The release offers a new Web interface, 
easier installation options, integrated work 
order scheduling, and improvements in 
the user interface and productivity. A new 
product, Track-It! PC Migrate, has also 



been added, simplifying the capture and 
migration of user profiles. 

■ SAP Field Service, SAP Retail 
Execution & SAP EAM Work Order 

SAP and Sybase have teamed up to 
release new real-time mobile apps for 
sharing business data in multiple indus- 
tries. The SAP Field Service app provides 
instant assignment alerts and service order 
debriefs. The SAP Retail Execution app 
helps companies manage surveys, audits, 
and customer accounts via detailed prod- 
uct lists. SAP's EAM Work Order app 
features technical object management, 
inventory data for field workers, and busi- 
ness partner information. 

■ Skybot Software Skybot Scheduler 1.7 

Skybot Software announced the release 
of Skybot Scheduler 1.7, the newest ver- 
sion of its Web-based enterprise sched- 
uler and workload automation solution for 
Windows, Unix (Solaris, AIX, HP-UX), 
and Linux servers. Skybot Scheduler 1.7 
includes the ability to import Crontabs 
into Skybot Scheduler and convert them to 
Skybot Scheduler jobs. 

■ Trend Micro SafeSync For Business 

Trend Micro announced SafeSync For 
Business, a tool designed to enable busi- 
nesses of any size to securely save, man- 
age, and access files from anywhere. 
Features include file sharing for team col- 
laboration, no file size limits and folder 
permissions, multiple users per account, 
centralized management, and continuous 
and automatic file synchronization. In addi- 
tion, users can access data across a number 
of mobile devices via the Internet. 
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PDU Cables Air-Guard Cable Seals 



NEW PRODUCT 



by Andrew Leibman 



Get Proactive 
With Your UPS 



What happens when one of your 
last lines of defense, the UPS, fails? If 
you're tasked with maintaining uptime 
for mission-critical systems, then Staco 
Energy's FirstLine BMS Wireless 
Battery Monitoring System is the best 
way to never find out. 

The Staco FirstLine BMS consists of 
a central wall-mountable data collector 
and one or more measurement nodes, 
up to 256 nodes per data collector. The 
system captures several parameters and 
reports them in real time on the data col- 
lector' s integrated 6.4-inch touchscreen 
color LCD. Users can alternate between 
block table, bar graph, and percentage 
views by tapping the associated tab at 
the top of the interface. 

The battery measurement kits, string 
measurement kits, and temperature sen- 
sors measure and record several key 
parameters, including battery cell volt- 
age, battery string voltage, battery string 
current, battery room temperature, bat- 
tery cell impedance, and battery terminal 
temperature. The Staco FirstLine BMS 
also keeps a history of battery cycling. 

Because the Staco FirstLine BMS uti- 
lizes 2.4GHz RF wireless technology, 
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Staco FirstLine BMS Wireless 
Battery Monitoring System 

Helps monitor and maintain mission-critical 
UPSes in data centers, computer rooms, 
network closets, and more. 

setup is simple and hassle-free. Users 
can also remotely monitor UPS system 
status with the aid of the data collector' s 
integrated Ethernet and RS485 ports. 
The unit features an SD/MMC card 
slot and a 2GB card for storing logs. 
FirstLine BMS can also check real-time 
status against battery configuration set- 
tings and network parameter settings and 
send email alerts or activate dry contact- 
based alarms when a parameter breach- 
es a given threshold. The system also 
records these deviations in an events log. 



(866) 261-1191 
www.stacoenergy.com 



by Nathan Lake 



Reduce Your Data 
Center's Cool Air Loss 

a common focus in data centers is effi- 
ciency, and one of the easiest ways to real- 
ize immediate energy savings and maintain 
flexibility is by using hybrid brushed air-seal 
grommets to prevent the loss of cooled air. 

The Air-Guard family of cable seals 
from PDU Cables is a full-service grom- 
met line (available in brush-only, gasket- 
only, or hybrid variations) that includes 
flush mounts, surface mounts, safety cov- 
ers, a fine of custom brash kits, and a line 
of air-blocks. The options and accessories 
offered in the Air-Guard line mean SMEs 
have flexibility when sealing cable holes, 
no matter if the seals need to fit new holes, 
retrofits, odd shapes, or different cable rout- 
ing designs and no matter if a complete seal 
is of utmost importance or if cable routing 
flexibility is necessary. 

For when the best seal is required in a 
data center, choose an Air-Guard Air-Block 
(pictured), a two-piece floor grommet line 
that integrates EPDM (Ethylene Propylene 
Diene Monomer) gasket material, known 
for its excellent thermal resistance, to seal 
out bypass airflow. Additionally, Air-Guard 
products allow for floor tiles to be removed 
without disconnecting equipment. The 
improved seal of Air-Guard products such 
as the Air-Block helps to minimize cool 
air loss, which increases under-floor static 



PDU Cables' 
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PDU Cables Air-Guard Cable Seals 

PDU Cabies' Air-Guard line of airflow management 
products prevent cooled air from escaping through 
cabling holes, saving enterprises energy and money. 

pressure and optimizes the cooling equip- 
ment in a data center. 

An independent test study by Compli- 
ance Management Group found that Air- 
Guard Air-Block seals better than any other 
floor grommet in the market. The study also 
found that Air-Guard grommets with nylon 
brashes reduce bypass airflow in aU condi- 
tions 96% better than a typical open hole. 
The majority of data centers only ran two 
cables to the rack; because of this, PDU 
Cables offers grommets that best accommo- 
date this practice and the cables while stiU 
providing flexibility in routing. PDU Cables 
will also work with customers to provide 
grommets that meet their specific needs. 

Air-Guard is the only complete line of 
floor grommets that can accommodate 
any data center's unique needs. 



(866) 631-4238 
www.pducables.com 
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Continued from Page 1 
ran along raceways or ladder racks sus- 
pended over data center equipment. This 
method works especially well when the 
server room employs air conditioners 
with raised floor air distribution. In this 
scenario, the in-rack cable distribution 
method is usually through vertical race- 
ways within the rack. 

"Data centers typically start with one 
method and only add another if they 
install additional equipment that war- 
rants it," Schmidt says. "Before choos- 
ing a cable distribution method, make 
sure you review all of the power, cool- 
ing, and distribution needs before set- 
tling on any solution so that you can 
pick one that best meets your organiza- 
tional needs." 

A Matter Of Preference 

Although both methods have their 
advantages, Viars says the choice of 
solution is mostly a matter of prefer- 
ence. "Raised flooring is going to be a 
lot more expensive than running cabling 
overhead, which is something to con- 
sider," she says. "But [raised flooring] 
looks a lot neater because [the cabling] 
is underground, and you're not looking 
at it. That's why many people prefer to 
go that route." 



Overall, overhead cabling is easier to 
cool and to integrate than raised floor 
distribution and may be the better choice 
if you are using freestanding air-condi- 
tioning units, rather than in-rack cooling 
solutions. "If you're bringing everything 
into the top, it would make more sense 
to go with something overhead like 
cable trays or something of that nature, 
especially if your data center is just a 
small closet or room," Viars says. "But 
if you have a larger data center where 
your cabling is coming from underneath, 
you would probably be better off with a 
raised flooring solution." 

Bundling Your Cables 

Regardless of the solution you choose, 
you want to bundle your cabling. Even 
though loose cables take up the same 
amount of space as bundled ones, bun- 
dled cabling improves the organization, 
accessibility, and cleanliness of them. 
"Messy cabling often means that impor- 
tant details, such as redundant network 
and power connections, may be over- 
looked," Schmidt says. "Defining and 
following a cabling plan that satisfies 
your current needs, along with what 
your growth may be, positions you for 
the future and enables greater efficiency 
and cost savings along the way." 



One cable bundling strategy Viars 
suggests is using proper side patch 
cords within your rack and bundling 
them from one panel, which allows 
you to bundle each patch panel sepa- 
rately. "This will help you if you're 
ever going to change anything or if you 
find that one of your cables has gone 
bad," she says. "Even labeling it on the 
smaller schema on the actual rack itself 
and keeping things separated there can 
really be one of the most time-saving 
things you can do when setting it up in 
the first place." 

Keep It Colorful 

Both Schmidt and Viars agree that 
color-coding and labeling your cables 
is a must. Because no standard cur- 
rently exists for color-coding, you will 
need to figure out a scheme that makes 
the most sense for your data center. 
"Hospitals have color-coordinated 
pathways that show you how to get to 
each department," Viars says. "You 
can do something similar, like using 
blue cables to go to one office or floor 
or gray cables for those going to your 
equipment rooms." 

Schmidt suggests differentiating cabling 
color choices by the type of connection, 
such as by device management, I/O, 



Fault Finding 

It's easy to overlook cabling as the cause 
of a problem within a data center, says 
Laura Viars, senior account manager at 
Rackmount Solutions (www.rackmount 
solutions.net). However, many times, 
a kink or break in the cable may be to 
blame for lost connectivity or other simi- 
lar problems. 

Therefore, Viars recommends investing 
in a fault-finding device for your network. 
She explains that these testers connect 
to your cabling infrastructure and let you 
know whether you have a break in one 
of your cables. "If you have everything 
labeled properly, you can easily check 
[the problem cable] using the fault-finder," 
she says. 'Then you'll know which one 
you have to switch out, rather than hav- 
ing to go through numerous combina- 
tions because you're not quite sure what 
goes where." 



DMZ, and security. "Doing this also raises 
awareness of the current work being done 
and increases organizations' attention to 
detail when cabling changes are being 
made," he says. Q 



The Outlook For Super Wi-Fi 



Continued from Page 1 
trouble reaching throughout a single 
house, let alone passing through concrete 
walls," says Rainer Enders, CTO of NCP 
Engineering (www.ncp-e.com). "With 
super Wi-Fi, a signal can be strong for a 
much greater distance and not be blocked 
by what are generally harsh wireless envi- 
ronments, such as warehouses, concrete 
stractures, oil rigs, construction sites, and 
so on." 

This means that businesses that have 
traditionally been unable to take advan- 
tage of wireless may have a chance to use 
super Wi-Fi. And because the range is so 
great, businesses that might have had to 
use 25 access points to cover the area in 
question may only have to use one or two 
super Wi-Fi access points. 

Not Without Caveats 

Before you start celebrating the rise 
of super Wi-Fi, however, here are some 
things to keep in mind: 

It won't be available for a few years. 
Although the spectrum is available, the 
specification for super Wi-Fi isn't ready 
yet. That's because a lot needs to be fig- I 
ured out, such as how to keep the signal 
from interfering with public microphone 
systems or other broadcasting in the area. 
"That work will probably involve IEEE, 
the Wi-Fi Consortium, and other play- 
ers," says Derek Silva, a research analyst 
for network and telecoms at Info-Tech. 
"They have to make sure it works and that 
they can make chips that embed a 50 or 
700MHz antenna into ones already made 
for 2.4 and 5GHz." 

Availability depends on your area. "If 
you're in a highly rural area, there's going 
to be quite a bit of TV whitespace, because 
there aren't that many TV broadcast sta- 
tions," explains Rick Rotondo, vice presi- 
dent of marketing at xG Technology (www 
.xgtechnology.com). "In LA, there are 
many stations and you may not get a con- 
tinuous block of spectrum to use." That 
means that any super Wi-Fi gear will have to I 



communicate with an Internet-based data- 
base that tells that gear what spectram is 
available locally. For that reason, super 
Wi-Fi is more likely to be useful in rural 
areas than in densely populated areas. 

Bandwidth won't be the same. Part of 
the reason that 2.4GHz and 5GHz work 
well is that they have really good band- 
width throughput, explains Info-Tech's 
Silva. But that's not necessarily the case 
with super Wi-Fi. "In the 50MHz to 
700MHz range, the bandwidth capacities 
are more like 15 to 20 megabits," he says. 
"That's a far cry from the 300 to 400 you 
can get with the 802.1 In protocol." For 
that reason, Silva says, the use cases are 
likely to be more solid for such applica- 
tions as municipalities that want to pro- 
vide free public Internet services or smart 
parking meters. 

Original flavor Wi-Fi may still be the 
better option for many applications. Super 
Wi-Fi may not confer any advantages that 
traditional Wi-Fi doesn't already have, 
especially if you're in an area where there 
isn't as much TV whitespace available. 



"Super Wi-Fi probably doesn't make sense 
for an in-office type of deployment if you 
already have Wi-Fi," Rotondo says. "Now, 
if you're covering a big area, if you have 
challenges of range or difficulty with pen- 
etration through objects or walls, or if 
you've tapped out the capacity of your cur- 
rent Wi-Fi network and can't put another 
access point in, then super Wi-Fi could be 
an overlay to give you additional capacity." 

There's also a good chance that tra- 
ditional and super Wi-Fi devices aren't 
going to be able to talk to each other. The 
802.11 protocol is specified to work in a 
certain amount of bandwidth (20MHz), 
Rotondo explains. But given the variable 
nature of TV whitespaces, super Wi-Fi 
devices may have to be able to work in a 
single 6MHz channel. "It's super in terms 
of functionality, but it isn't really 'super 
Wi-Fi' because it won't be Wi-Fi," he 
says. "The different frequency and pro- 
tocol means that businesses with exist- 
ing infrastructure are mostly out of luck, 
because it won't be interoperable, like AM 
and FM radio." 



A Wait & See Approach 

All told, experts conclude that enterpris- 
es considering an upgrade to their exist- 
ing wireless infrastructures should move 
forward with their plans rather than wait- 
ing for super Wi-Fi, as it could be awhile 
before the technology matures. "802.1 In is 
a big improvement over b and g in terms of 
speed, reliability, and performance," Silva 
says. "There's no reason to hold off [on 
upgrades] because it will be a few years 
before we see network gear and devices 
that are capable of transmitting and receiv- 
ing on [the super Wi-Fi] frequency." 

There's another challenge for super 
Wi-Fi; cost. Super Wi-Fi devices may 
have to be a lot smarter than tradition- 
al Wi-Fi devices, because the conditions 
have more variables, and traditional Wi-Fi 
has been around for quite awhile, which 
means manufacturers have had many years 
to bring costs down. In time, super Wi-Fi 
may become more viable for companies, 
but for now, it's best to wait and see 
I where the technology goes. O 



Wi-Fi Comparison 

How does super Wi-Fi compare to traditional 802. 11 Wi-Fi standards? Here's a look at each standard's frequency, bandwidth, and range. 



Protocol 


Frequency 


Bandwidth 


Indoor Range (Approximate) 


802.11a 


5GHz, 3.7GHz 


20MHz 


115 feet 


802.11b 


2.4GHz 


20MHz 


125 feet 


802.1 1g 


2.4GHz 


20MHz 


125 feet 


802.1 In 


2.4GHz or 5GHz 


20MHz 


230 feet 


Super Wi-Fi 


50MHz or 700MHz 


Variable 


3 to 4 miles (depending) 
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Smart Power Management 

Ease Of Use Meets Powerful Features In Cyber Switching's ePower iPDUs 



by Seth Colaner 

In a data center, every detail is im- 
portant; each outlet, server, and cooling 
device contributes to the overall cost 
of running a data center, as they all 
consume energy. In addition to making 
wise investments in the best equipment, 
having both insight into and control 
over your data center's power is vital to 
keeping costs down, ensuring that hard- 
ware is running properly, and maintain- 
ing a green business. 

Cyber Switching's line of ePower 
iPDUs (intelligent PDUs) is designed to 
give IT workers a powerful PDU solution 
that offers control over every outlet while 
maintaining ease of use and contributing 
to environmental and cost savings. With 
greater insight into the power consumed 
by every outlet, managers can adjust 
energy consumption accordingly, leading 
to better efficiency. 

Intuitive Solutions 

According to Tom Schoepf, senior 
product manager at Cyber Switching 
(www.cyberswitching.com), "Nothing 
in the market comes close to the tech- 
nology, ease of use, and reliability of the 
ePower PDU series. Cyber Switching's 
ePower rackmount PDUs are critical to 
accurately and efficiently manage your 
data center power infrastructure." 

The ePower iPDUs come with a full- 
color LCD touchscreen that allow users 



to configure the devices in just a few min- 
utes and manage outlets by exception — 
with no need for a computer. However, 
users can also configure and manage 
everything, including load details, input 
line utilization, and more, over the net- 
work from any computer. Cyber Switching 
offers customers a free software program 
called Enterprise Management Console, 
or EMC, that allows customers to man- 
age their entire PDU infrastructure from a 
single interface. Users can also adjust load 
balancing, as the PDUs show the amperage 
in each line of a three-phase input. 

All of the information flows in real 
time, giving managers immediate insight 
into the power situation. For example, 
users can get a full overview of any 
particular bank of outlets and determine 
the status of each outlet, which ones are 
on or off, and how much total power the 
bank is using. Users receive alerts via a 
number of channels, including the local 
LCD display, SNMP, Syslog, and email, 
and when they do, they're able to act on 
it immediately. 

Powerful Features, High Quality 

The ePower iPDUs have plenty of fea- 
tures to make power management easier 
and data center equipment safer. 

The VCB (Virtual Circuit Breaker) 
included in the ePower line is a software- 
based circuit breaker that trips when a 
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given outlet's amperage is too high and 
helps limit outage conditions to a single 
outlet, sparing the entire bank or PDU, 
and thereby protecting the other devices 
connected to the bank. "This unique fea- 
ture helps to limit outage conditions to a 
single outlet rather than an entire bank or 
PDU," Schoepf says. Further, with load 
shedding capabilities such as EnergyWise 
and OpenADR, the ePower iPDUs pro- 
tect mission-critical applications while 
still cutting down on energy use. 

With outlet metering and control, users 
can track usage with billing-grade accu- 
racy i+l-2%) and cut costs; this is espe- 
cially helpful if a company is enrolled in 
a utility company incentive program. The 
two high-speed USB ports allow control 
of up to 127 peripherals, such as environ- 
mental sensors. 

Additionally, Schoepf says, "Onsite 
local device management, Ethernet con- 
nectivity, and full SNMP support give 



users a multitude of options for manag- 
ing power in the data center." 

All of Cyber Switching's rackmount 
PDUs have a five-year product warranty, 
and reliability is a point of pride for the 
company. "Quality, reliability, and techno- 
logical innovation are all key focuses for 
Cyber Switching's product development," 
Schoepf says. 

Cyber Switching manufactures all 
of its products in the United States, 
which allows it to more closely moni- 
tor quality and ensure RoHS compli- 
ance. Indeed, all products are 100% 
factory calibrated for accuracy at Cyber 
Switching's plant in San Jose, Calif. 
Keeping its manufacturing facilities 
stateside also enables Cyber Switching 
to deliver faster lead times when a cus- 
tomer places an order. 

A Multitude Of Savings 

Cyber Switching's ePower PDUs help 
save time, energy, and the environment. 
The LCD touchscreen allows users to 
view and act on real-time power data 
right at the device's location without 
having to rely solely on remote connec- 
tivity, although there are ample remote 
options available. 

The ePower PDUs offer a tremendous 
amount of data about power consump- 
tion, but they also allow managers to 
drill down so they can see exactly what's 



happening and where — down to indi- 
vidual users. Better insight leads to 
better management, helping companies 
identify any energy problem areas that 
can be addressed and thereby lowering 
energy consumption; and of course, 
more efficient power across the data 
center translates to lower costs, which 
impacts the company's bottom line. 
Additionally, the devices are priced 
competitively, so even the capital 
expenditure for them can contribute to 
cost savings. 

In addition to helping companies be- 
come more energy-efficient with insight 
into and control of power usage, the 
ePower line contributes to saving the envi- 
ronment in other ways. The devices are 
chock-full of technologies designed to 
save power and lower PUE (power usage 
effectiveness), such as efficient latch- 
ing relays and switching power supplies 
as well as microcontrollers that require 



minimal power, all of which contribute to 
reducing a company's carbon footprint. 

Further, ePower products meet or exceed 
RoHS-6 standards for hazardous materials, 
so the hardware itself won't be leaking dan- 
gerous waste long after it's been discarded. 

Cyber Switching's ePower iPDUs offer 
a great deal more than you might expect 
from a typical PDU. As Schoepf points out, 
"ePower doesn't just allow you to distribute 
power; it allows you to completely manage 
power in your data center." B 

Cyber Switching 
ePower iPDUs 



(888)311-6277 
www.cyberswitching.com 

Description: A line of iPDUs (intelligent PDUs) 
designed to be easy to use yet provide power- 
ful insight into and control over every outlet, 
leading to energy savings. 

Interesting Fact: The ePower IPDUs can be 
configured and managed remotely over the 
network, as is the norm, but it can also be done 
at the device via the color LCD touchscreen and 
Included free ElVIC (Enterprise Management 
Console) software. 

CYBER@SWITCHING® 



10 Years Of Microsoft 
Antitrust Compliance 
Come To An End 

In 1998, the U.S. government believed that 
Microsoft was creating a monopoly by pro- 
hibiting the use of competing products on its 
Windows operating system. The attorneys gen- 
eral of 19 states sued Microsoft, and on Nov. 2, 
2001 , Microsoft and the Department of Justice 
reached a settlement where Microsoft was 
required to share its APIs (application program- 
ming interfaces) and have a panel of people 
to help ensure compliance for five years. In 
November 2007, Microsoft agreed to extend 
the settlement. And now after about 1 years, 
Microsoft signed a deal with the government to 
resolve the antitrust charges. The company is 
now free of federal oversight. 

In a statement announcing the end of oversight, 
the Department of Justice said: 'The final judg- 
ment proved effective in protecting the develop- 
ment and distribution of middleware products 
and prevented Microsoft from continuing the type 
of exclusionary behavior that led to the original 
lawsuit. Microsoft no longer dominates the com- 
puter industry as it did when the complaint was 
filed in 1 998." The statement goes on to say that 
"the final judgment helped create competitive 
conditions that enabled new kinds of products, 
such as cloud computing services and mobile 
devices, to develop as potential platform threats 
to the Windows desktop operating system." 

Direct Impact On Thinking 

Al Gillen, program vice president of system soft- 
ware at IDC, says, 'The oversight that Microsoft 
has been under the last 1 years or so has 
arguably not created a lot of change in its market 
share, but its had a direct impact on the thinking 
inside of Microsoft. You'd be surprised at how 
many times product decisions get confirmed or 
squashed Inside Microsoft's legal department." 

Gillen says the oversight from the antitrust 
case has caused Microsoft to become more 
thoughtful about what it does with anything 
that could be perceived as a monopolistic 
type of move. "This line of thinking not only 
follows for the Department of Justice, but with 
the European Union, as well." 

As for the future, Gillen says, "I believe that 
they are going to continue to think consen/a- 
tively, because they are under a fairiy close 
watch by competitors and governmental orga- 
nizations around the wortd, so it's in their best 
interests to continue to be thoughtful about 
their products." The one immediate expected 
change is that Microsoft won't be forced to 
employ staff to head the compliance effort. 



by Nathan Lake 
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I PC Processor Sales 
Set For Growth This Year 

IDC is calling for global PC microproces- 
sor shipments to rise 10.3% this year and 
market revenue to climb 17.6%, reaching 
about $43 billion. The research firm also 
states that global PC microprocessor ship- 
ments for this first quarter climbed 1 .6% 
compared to the fourth quarter of last year 
and 7.4% compared to a year ago. IDC 
program director Shane Rau says that 
typically the first quarter is weak, but this 
year's first quarter was "strong in terms of 
unit shipments, but surely benefited from 
an extra calendar week." Rau says that the 
sequential shipment growth that Intel and 
AMD experienced indicates some decent 
strength in their new Sandy Bridge and 
Fusion platforms, both microprocessors 
featuring IGP (integrated graphics proces- 
sors). Overall, processors with IGP grew 
to slightly more than 50% of market ship- 
ments for the first time. Share-wise, Intel 
claimed an 80.8% unit market share during 
the first quarter vs. AMD's 18.9%. In the 
PC server/workstation processor segment, 
Intel claimed a 93.9% stake; AMD had a 
6.1% share. 




I Hospital ClOs To Increase Spending 

More than 22% of hospital ClOs plan to 
significantly increase IT spending this year. 
That's up from the 14% who indicated as 
much last year, according to a survey by 
Ovum. The study interviewed ClOs from 
152 hospitals in North America, Europe, and 
Australia about their IT budgets and invest- 
ment priorities for the next six to 24 months. 
Overall, Ovum states that 42% of ClOs plan 
to increase IT spending at some level this 
year. About 17% of ClOs report that they'll 
cut IT spending this year, down from 22% 
last year. "The overall outlook for hospitals' 
IT expenditures is more optimistic for 201 1 
than for 2010," says Ovum analyst Cornelia 
Wels-Maug. "This year our survey confirms 
that, due to a heavy governmental push, 
mainly in the UK, the U.S., and Canada, 
electronic health records represent the 
dominant clinical application priority overall." 
Beyond EHRs, digital imaging rates second 
among ClOs' priorities for investment. 

I White House Releases 
Cybersecurity Plan 

President Obama's administration intro- 
duced new legislation to reform U.S. 
cybersecurity laws. The changes would 
address issues in the private and public 
sectors, including securing systems within 
the federal government, reporting data 
breaches, protecting critical infrastructure, 
and increasing privacy protection. The 
initiatives would be carried out between 
multiple government departments, and 
computer crime laws and penalties would be 
synchronized and standardized between 
states. Also within this proposal is an 
update for the FISMA (Federal Information 
Security Management Act). The admin- 
istration credited the plan as the first all- 
encompassing strategy for cyberspace; 
however, it joins a handful of other cyber 
legislation bills already in Congress. 



PHYSICAL INFRASTRUCTURE 



SIX QUICK TIPS 



Prevent Data Center 
Overcrowding 

Squeeze More Performance From Your Existing Infrastructure 



by Bruce Gain 

Overcrowding is one of the biggest 
issues data center managers face. When 
tasked with squeezing more servers and 
racks in the server room, you must also 
factor in how the additional cooling and 
power demands will be met. The easy 
solution to prevent overcrowding in the 
data center is to simply build a new com- 
puter room, but investing tens of millions 
of dollars in a new facility isn't an option 
for the vast majority of enterprises. 

However, it is often possible to squeeze 
more performance out of existing infra- 
structure and equipment to help make a 
data center less crowded. Here are some 
tips on how to do that. 

Don't Overestimate 
Power Consumption 

Many data center managers might be sur- 
prised to learn that they grossly overestimate 
the power consumption requirements of their 
servers. By doing so, rack space and other 
equipment are unnecessarily added, com- 
pounding the overcrowding problem. 

The fault lies with the power consump- 
tion information listed for equipment, 
says Brad Wurtz, president and CEO of 
Power Assure (www.powerassure.com). 
"Faceplate or vendor power consumption 
information on equipment is usually 20 to 
60% overstated, and, therefore, if custom- 
ers base their builds on that information, it 
limits the amount of equipment they can 
put into a data center by a corresponding 
amount," Wurtz says. 

As an example, equipment specifica- 
tions might indicate that a lOkW rack and 
a blade server with four 2,500W power 
supplies would only allow for one server 
in the rack, Wurtz says. But you might 
find an actual peak power consumption of 
2,800W at 100% utilization, he says. "This 
means you could safely put three blade 
servers into your lOkW rack. As a result, 
you just tripled your compute capacity." 

Tlirow Out Inefficient Servers 

New servers obviously cost money, 
but the tradeoff is that you lose a lot of 
computing efficiency by keeping old 
machines running. And when it comes to 
overcrowding issues, they take up more 
space. "Look at a 2008 server. Comparing 
it against today's servers shows major 
improvements in single server capacity 
for pretty much identical power consump- 
tion in a smaller space," Wurtz says. New 



equipment can bring significant savings in 
space and power, he says. 

Keep People Out Of The Server Room 

Sometimes, admins must enter the data 
center, whether it is to add or replace serv- 
ers in racks, fix equipment, or to perform 
any other of the many tasks. However, 
the data center can quickly become over- 
crowded when too many people enter at 
once in an already cramped space. The 
problem is common, but very often can 
be prevented, says Brett Femrite, a sales 
director at Rackmount Solutions (www 
.rackmountsolutions.net) 

"You have all of these equipment racks, 
and then companies stuff too many people 
in there. They cram in too many desks on 
top of that," Femrite says. "It really gets 
too crowded, and [admins] are subjected to 
uncomfortably cold and hot temperatures in 
the aisles when it is not always necessary." 

One way to reduce the number of staff- 
ers inside the data center is to rely more on 
remote monitoring, so admins do not have 
to be physically present in the data center 
as often, Femrite says. 

"Many enterprises think that it is neces- 
sary to have [staffers] inside the data center 
so they can hear or see an alarm and be 
there to fix problems as needed," Femrite 
says. "But with remote monitoring, you can 
more efficiently monitor threats and often 
react to them more proactively by catching 
the problems before they happen." 

Seek, Find & Destroy 
Application Redundancies 

Many enterprises have redundant appli- 
cations. This not only wastes precious 
server and computing resources, but it 
also wastes money on additional licensing 
fees. By scrutinizing and assessing your 
enterprise's application base, you may find 
redundancies, which could eventually help 
to consolidate servers and reduce needed 
rack space. 

"Look for functional redundancy, such 
as running two different ERP applications, 
and get rid of it wherever possible," says 
Clive Longbottom, service director for 
business processes facilitation at Quocirca 
(www.quocirca.com). "If you have mul- 
tiple instances of the same application run- 
ning, ensure that all are at the same level of 
upgrade and patch release, and bring them 
down to the minimum number of instances 
possible. Right from the start, this will free 
up a number of servers that can be moved 
out from the data center." 3 



Best Tip: 

Consider Liquid Cooling 

Air cooling is not as efficient as liquid cooling, 
and as a result, fewer servers can be placed 
in a given space when air cooling is used, 
says Gina Dickson, product manager at Black 
Box Network Sen/ices (www.blackbox.com). 

'The heat generated in today's high-density 
data centers can shorten equipment life- 
span, negatively affect equipment perfor- 
mance, and cause downtime. Traditional 
air-cooling methods such as hot/cold aisle 
arrangements simply can't keep up with 
these heat-generating installations," Dickson 
says. "Data center managers often try to 
compensate for the inefficiency of air cooling 
by under-populating racks, but this wastes 
space — an often scarce commodity in mod- 
ern data centers." 

The use of water cooling can serve as a 
solution when data center managers run 
out of room and risk overwhelming the cool- 
ing system with air cooling, Dickson says. 
"Liquids have far greater heat transfer prop- 
erties than air — water is 3,400 times more 
efficient than air — and can cool far greater 
densities, enabling the installation of more 
equipment in less space," Dickson says. 

Most Practical Tip: 

Virtualize & Consolidate 

Although server virtualization isn't a new 
concept, it's probably the single most effi- 
cient way to slash the number of servers 
required in the data center. Investing in new 
virtualization software and a server revamp 
obviously requires manpower and resources 
to complete the project, but the space saved 
is well worth the effort. 

"For the majority of data centers, the average 
server utilization will be around 10%, storage 
30%, and network 60%. If you can just drive 
the server utilization up to 20% with [virtualiza- 
tion], you'll need half the number of sen/ers," 
says Clive Longbottom, sen/ice director for 
business processes facilitation at Quocirca 
(www.quocirca.com). "Driving overall utilization 
up to 50% means only 20% as many serv- 
ers are required. Pushing up to 80% means 
that only 12% of the existing server hardware 
needs to be kept in place." 



BONUS TIPS 



■ Better design organization. An 

optimal data center design can help 
you make better use of available 
space and mitigate overcrowding. 
One way to do that is to choose a 
single party to integrate the planning, 
design, construction, and commis- 
sioning processes, says Bill Kosik, 
principal data center energy technol- 
ogist, Technology Services, for HP 



(www.hp.com). "Data center proj- 
ects require myriad professionals, 
including consultants, mechanical 
and electrical engineers, architects, 
contractors, vendors, and commis- 
sioning agents, in addition to the 
customer's project staff," Kosik says. 
'This can create a disjointed project 
process that will manifest itself in a 
suboptimal data center. Consider 



working with a single integrator who 
can deliver all elements of a data 
center design-build project from start 
to finish." 

■ Consider a modular design. 

The use of a modular data cen- 
ter design can optimize the effi- 
ciency of space utilization and 
prevent overcrowding, Kosik says. 



Applying a modular approach to 
overcome equipment crowding 
also improves flexibility for data 
center expansions. A modular 
design can also serve as a viable 
alternative when it is impossible to 
add more equipment to the data 
center using traditional design 
processes, he says. 
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Intelligent PDU Solutions From Industry Leaders 

PDUs Direct & Server Technology Team To Provide IVIultiple Product Lines For Diverse Needs 



by Rod Scher 

You NEED GOOD, clean, consistent power 
for your data center, but how can you be 
sure that your valuable equipment is get- 
ting the power it needs? The only way is 
to employ reliable power distribution units 
to supply the power and to use appropriate 
monitoring units to ensure that the power 
you're getting is in fact clean, efficient, 
and consistent. 



PDUs Direct 

& Server Technology 



www.pdusdirect.com 
www.server1ech.com 

• PDUs Direct specializes in power distribution 
units that are simple, efficient, and affordable 
for data centers with basic needs. 

• Server Technology's PDUs and Sentry Power 
Manager software meet more sophisticated 
needs to provide and monitor power to mission- 
critical devices. 

• The companies work together to provide mul- 
tiple product and service channels and exactly 
the resources that will provide the best value 
and customer service for all their customers. 



Server Technology 

Salutions for the Data Center Equipment Cabinet 




PDUs 



direct 



Of course, sometimes you or your custom- 
ers need basic or metered PDUs that you can 
set up and use quickly, with minimal compli- 
cations. At other times, more complex prob- 
lems call for more sophisticated solutions, 
and those can require more thought and more 
advanced units — and often more help acquir- 
ing and configuring those units. You need a 
PDU vendor you can trust, whether you're 
seeking a simple, economical power deliv- 
ery solution or looking to equip a large data 
center with state-of-the art power distribution 
and monitoring. 

Either way, PDUs Direct and Server 
Technology are there for you. Two compa- 
nies selling the quality, reliable and trusted 
Server Technology products, PDUs Direct 
and Server Technology can work together 
to help you meet the power and monitoring 
needs of data centers large and small. Whether 
it's an enterprise-class multi-facility data cen- 
ter or a tiny server closet, PDUs Direct and 
Server Technology have what you need. The 
two companies want to provide the best cus- 
tomer service and options, no matter how you 
choose to buy. And that's what PDUs Direct 
and Server Technology have accomplished. 

Simple, Reliable PDUs, Shipped Quickly 

For simple, fast, and affordable power dis- 
tribution, turn to PDUs Direct (www.pdus- 
direct.com). As a longtime leader in low- 
cost, fast-shipping PDUs, PDUs Direct' s 
expanded offering includes affordable basic 
and metered PDUs as well as select switched 
models. PDUs Direct has been selected as the 



Master Distributor for Server Technology on 
select products and will utilize a distribution 
channel and reseller channel to deliver prod- 
ucts to customers. 

Whether it's a simple 20 A server rack 
power strip with 12 NEMA 5-20R outlets 
or a rackmount 30A 208V power strip with 
24 IEC C13 outlets, PDUs Direct has what 
you need. A selection of more than 80 basic 
metered and switched units, PDUs Direct has 
your customers' most straight forward power 
distribution needs covered nicely. 

As an approved GSA reseller, PDUs Direct 
provides some of the lowest-cost power 
distribution units in the industry and ships 
them the day after the order is placed in most 
cases. When your needs — or your customers' 
needs — are clear-cut, tum to PDUs Direct for 
quick delivery of dependable, Basic Metered 
and Switched PDUs. 

More Sophisticated Tools 
For More Complex Operations 

Need more? More sophistication? More 
features? More help? Server Technology 
(www.servertech.com) is there to provide 
the premier models of the most sophisticat- 
ed PDUs and monitoring solutions currently 
available. Server Technology's PDUs provide 
more intelligence, switched and smart PDUs, 
per-outlet monitoring, and more productiv- 
ity — and Server Technology can provide all 
the expertise you need to help you install and 
configure your PDUs. 

For a better handle on PUE, you need more 
sophisticated delivery and monitoring units. 



and Server Technology provides them in the 
form of POPS (Per Outlet Power Sensing) 
Switched PDUs such as the CWG-24V 3Ph 
PDU with 50/60Amp power distribution. 
Smart and Switched PDUs such as the CWG- 
24V can tell you if there's enough power 
available to add more devices or if you're 
close to exceeding the circuit's capacity. In 
addition. Server Technology's switched PDUs 
can control network access to remote sites and 
data center equipment via IP-based remote 
power management, and they can be con- 
figured to enable network access for remote 
power management to reboot servers and net- 
work gear individually or as a selected group. 

Of course, complex technology requires 
sophisticated management. Server 
Technology's Sentry Power Manager is the 
most accurate system you can use to measure 
and monitor your power usage. It gives you 
the data you need to make critical decisions 
regarding your efficiency and carbon foot- 
print, as well as temperature and humidity, at 
the rack level. Sentry Power Manager is the 
premium software solution for monitoring 
your network of sophisticated PDUs. Using 
SPM's Web-based interface, you can moni- 
tor and control your PDUs at the outlet level, 
view and print status logs, generate reports, 
and more, managing power distribution in a 
single data center, in centers across campus, 
or in locations around the world. 

With Sentry Power Manager and Server 
Technology's sophisticated PDUs, you're 
in complete control of your complex power 
distribution needs. 



BayTech 




Going Green!!! 

Power Factor is Real 
and now it's Real-Time with the MRP Power Solution 



Reach operational efficiency and conform to new Green Energy 
standards with the MRP outlet monitoring solutions. 

BayTech's metered outlet modules report Amps, Voltage, VA, 
Watts, power factor and efficiency per receptacle. 

Through our secure SNMP engine thresholds can be set to help 
identify equipment that is running inefficient. 



Standard Features 

• Single Phase and Three Phase 

• 20,30,50,60 Amp Support 

• On, Off, Reboot option 

• HHPS, SSH, SSL Access 

• Radius, TACACS Authentication 

• Tool less Mounting 



Unique Features 

• Modular Design 

• All Receptacles Monitored 

• Power Factor per Outlet 

• kW Hour Meter per Outlet 

• Current, Voltage and VA and Watts 

• Reliable PCB Power Distribution 

• Fail Functional Design 
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Metered Outlet - MRP 

Additional Unique Features 
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All Circuit Breakers Monitored 

Most metered power solutions only monitor input power. BayTech 
monitors all circuit breakers and reports via SNMP when thresh- 
olds are met. 

Outlet Metering with Efficiency 

Monitor individual outlets and receive current, watts, and volt-amps. 
Continuously monitohng equipment for efficiency with power factor. 

Locking C13 Receptacle Optional 

Reliable integrated locking clips assure power cord retention. 
Unique to the industry and does away with nuisance wire clips. 

Reliable ROB Rower Distribution 

ISO's (Insulation Displacement) connectors are faulty and unreliable! Al 
BayTech power solutions use reliable PCB power distribution. 

Integrated Sensor Inputs 

Eliminate the need for extra environmental monitoring devices. All 
BayTech power solutions offer two ports for external temperature 
and humidity probes. 



Bay Technical Assoc. Inc. 5239 A Avenue Long Beach, MS 39560 Tel: 228-563-7334 Fax: 228-563-7335 sales@baytech.net 



Page 14 



Processor.com 



June 3, 2011 



News 



I SanDisk To Acquire Pliant 

Pliant Technology of Milpitas, Calif., will soon 
become part of SanDisk thanks to a $327 
million agreement. SanDisk expects to final- 
ize the deal — which includes both cash and 
equity-based incentives — by the end of its 
second fiscal quarter. Pliant is known for its 
enterprise SSDs with a SAS interface. The 
company introduced IVILC (multi-level cell) 
NAND flash memory to enterprises. MLC's 
lower cost relative to SLC (single-level cell) 
NAND is credited with driving SSD adoption 
in the enterprise as well as in the consumer 
market. SanDisk expects a dilutive effect on 
FY2011 non-GAAP earnings. 

I HP Sees Revenue, Profit Increase 
But Lowers Forecasts 

HP reported an increase in revenue and 
profit for its second fiscal quarter but 
lowered its sales and revenue forecasts 
for the rest of the fiscal year. HP says it 
expects revenue of $129 billion to $130 
billion for the rest of the year, instead of 
previous forecasts of $1 30 billion to $1 31 .5 
billion. The revised outlook is the result 
of slow demand for PCs, disruptions in 
the supply chain caused by the Japanese 
earthquake, and lower expected profits 
from HP's services unit. Total revenue for 
the second quarter was $31 .6 billion, a 3% 
increase from the same quarter last year; 
net earnings rose 5% to $2.3 billion. 

I House Subcommittee: Focus On 
Antitrust To Protect Broadband 

Republicans in a House subcommittee say 
that U.S. government regulators should focus 
on antitrust laws to protect broadband cus- 
tomers, rather than the Net neutrality rules 
set out by the U.S. Federal Communications 
Commission in December. Representative 
Bob Goodlatte of Virginia, who is chair- 
man of the House Judiciary Committee's 
Internet subcommittee, says that the FCC 
overstepped its congressional authority 
when it stopped broadband providers from 
selectively blocking Web content and applica- 
tions. The subcommittee believes that Net 
neutrality regulations could slow investment 
in broadband networks and hurt FCC efforts 
to deliver broadband. FCC Chairman Julius 
Genachowski says that antitrust enforcement 
may take years to resolve, which is why Net 
neutrality rules were used as a compromise. 




I Rambus To Buy Semiconductor 
Security Company 

Semiconductor memory technology devel- 
oper Rambus announced plans to purchase 
Cryptography Research, a small, privately 
held semiconductor security company led 
by code technology expert Paul Kocher. 
The deal is valued at $342.5 million in cash 
and stock and is expected to give Rambus 
access to Cryptography Research's secu- 
rity technologies, such as its CryptoFirewall 
offering, which is a hardware-based secu- 
rity block built into computer chips and 
designed to help prevent digital piracy and 
counterfeiting. The acquisition is a strategic 
move on Rambus' part, with the company 
aiming to increase its products' security 
capabilities to help with the growing demand 
for security In enterprises. 
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Is Your Data Center Ready 
For Alternative Power? 

Increasing Prices IVIake Alternate Energy Sources More Attractive 



by Julie Knudson 

Increases in the cost of traditional 
power, coupled with advances in alter- 
native energy technologies, are prompt- 
ing more data centers to reconsider 
where they get their power. "Alternative 
power is definitely feasible in a modern 
data center," says Bob Mobach, prac- 
tice director of data center infrastruc- 
ture at Logicalis (www.us.logicalis.com). 
"Although the investment for true alter- 
native power (co-generation) typically 
will make more sense for midsized to 
large data centers, small data centers can 
take advantage of state and federal incen- 
tives to provide solar technology or wind 
technology to supplement power." 



Key Points 



Solid historical data is key to determining 
which option best meets your needs. 

Realistic ROI timelines are critical to buy- 
in and success. 

For best results, include utility partners in 
early-stage planning. 



Solutions range from natural gas co- 
generation to wind, solar, and geothermal 
power. "Many options are available, but 
the client determines to what extent they 
want to get involved," says Daniel Yi, 
technical grants and proposals writer at 
Associated Renewable (www. associated 
renewable.com). Companies considering 
alternative power options may be hemmed 
in by location or climate, along with the 
almighty dollar. "Capital costs remain as 
one of the most significant factors scruti- 
nized by building managers and boards," 
Yi says. So how do you know if alterna- 
tive power is right for your enterprise, and 
how will it benefit you? 

Get A Baseline 

It's difficult to justify the cost of an 
alternative power solution if you don't 
have solid historical data available. 
Baseline numbers will also give you a 
better understanding of which technolo- 
gies match your needs. "The first step, 
no matter what, is to perform an ener- 
gy benchmark and audit to figure out 
baseline values and standards to see how 
much energy is being used," Yi says. 
"Depending primarily on the client's 
energy goals and budgetary allotments, 
alternative power options will stress the 
most cost-effective solution." 

Take the NCTD (North County Transit 
District) in Oceanside, Calif., as an exam- 
ple. Because the team closely monitors 
the district's energy usage, it knew it 
needed a new plan. "Our power consump- 
tion had risen more than 10% annually 
for four years in a row in the data cen- 
ter," says Angela Miller, chief technol- 
ogy and sustainability officer at NCTD 
(www.gonctd.com), who took it as her 
mission to reduce power consumption. 



optimize space, and attempt to pay for it 
with cost savings. "My team was facing 
a big problem. We were not only out of 
space, but out of power and cooling in our 
small data center." NCTD reviewed its 
five-year growth plan and, using historical 
data as a foundation, created a forecast of 
its energy needs. That exercise showed 
the NCTD that the only way to generate 
sufficient power to meet its needs was by 
using solar energy. (For highlights of the 
NCTD's alternative power project, see 
the "North County Transit District Project 
Profile" sidebar.) 

Stability & Control 

Many data center managers are skepti- 
cal of alternative energy sources' reli- 
ability. However, properly designed 
solutions debunk the myth of poor sta- 
bility. "We negate the concerns about 
stability of power and conditioning the 
power by feeding it directly to the grid," 
Miller says. "Our strategy is to offset rath- 
er than 100% depend on the alternative 
power. From my perspective, jumping to 
a system that would require extensive bat- 
tery storage to get us through the days 
when we have fog from the ocean would 
have blown away our ROI." 

As power costs increase, enterprises 
are looking for ways to predict and con- 
trol their utility expenses. "The cost of 
power and the cost of transport (band- 
width) are the two main cost factors that 
are neither stable nor controllable by the 
end user," Mobach says. "As the rate 
of the IT footprint increases, the power 
costs will continue to rise in the foresee- 
able future." He feels alternative energy 
sources offer data centers a solution to 
price creep. "Providing alternative power 
means a better cost control, more stability 
in times of weakened power grids, and 
long-term cost savings." 

Long-Term Benefits 

Organizations looking for a quick pay- 
off will be disappointed, but those enter- 
prises in it for the long haul will find much 
to like in alternative power. Increased effi- 
ciency means lower utility expenses, add- 
ing up to significant savings over time. 
"The benefits will no doubt outweigh the 
costs," Mobach says. "You need to look 



at alternative energy over a period of time 
vs. a given moment." 

For many companies, initial costs 
remain a barrier to entry. Capital 
expenses, along with the need for inter- 
nal expertise to spearhead any success- 
ful alternative energy initiative, require 
solid corporate buy-in. Savvy IT groups 
might consider leveraging environ- 
mental stewardship and the anticipat- 
ed decrease in ongoing utility costs as 
bargaining chips. "Companies look for 
immediate solutions and are only con- 
cerned with upfront costs, but we advo- 
cate a more thorough perspective over a 
longer period of time," Yi says. "When 
analyzed this way, alternative energy 
solutions are found to be very cost- 
effective and reduce operating costs." 

Need To Know 

Data centers considering alternative 
power should prioritize thorough planning 
and rallying of support. "Proper planning 
and cost justification are key ingredients 
to a successful implementation," Mobach 
says. "The cost of capital is relatively high 
for alternative power systems, but getting 
past the myths and making people aware 
of the long-term actual costs of IT and 
potential savings are the biggest challeng- 
es." He also cautions that internal politics 
can sometimes hamper energy efficiency 
efforts. "Oftentimes, the actual power bill 
gets paid through Facilities, and IT does 
not receive a charge back, making these 
efforts a non-priority. Getting all the play- 
ers together early on is the key." 

After successfully implementing an 
alternative power solution at NCTD, 
Miller knows how to pull together the 
right internal and external pieces. "It 
is important to make an investment 
in alternative power where there is a 
business proposition for doing so, not 
simply because it sounds cool," she 
says. "It is important to work with your 
utility throughout the project, as we 
had significant issues with the inter- 
connection between our aging facili- 
ties and their transformers that were 
undersized for our needs. They also 
were able to provide serious incentives 
for other energy-efficient investments, 
most especially virtualization." „ 



North County Transit District Project Profile 

The North County Transit District in Oceanside, Calif., implemented a number of cost-saving 
power efficiency measures in its facilities, one of which was installing panels for solar power. 
The organization was able to improve efficiency and reduce its spending. Here are some of the 
highlights of the project. 



Improvement Highlights 

• Virtualized sen/ers 

• Switched to blade architecture 

• Tiered storage 

• Replaced ambient air handlers 
with in-line cooling 

• Installed solar panel array 



Results 

• $600,000 invested in improvements to the 
Oceanside data center 

• $32,000 reduction in power consump- 
tion since turning on the new systems in 
March 2010 

• First year of savings in line with projec- 
tions (even with data center expansion 
that exceeded initial forecast) 
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Buying Tips: 

Environmental 
Monitoring Equipment 



by Andrew Leibman & Leah Houchin 



Environmental monitoring offerings 
are not things an enterprise invests in on a 
whim. Every organization has unique infra- 
structure limitations, climate issues, and 
monitoring needs, so no one-size-fits-all 
solution exists. Furthermore, decision mak- 
ers need to be well versed in the latest envi- 
ronmental monitoring tech available, and in 
areas such as sensor applications, notifica- 
tion capabilities, and management automa- 
tion, to make appropriate choices. 

Gina Dickson, product manager for 
Black Box Network Services 
(www.blackbox.com), ranks 
ease of configuration and 
management, variety of 
notification options, scal- 
ability, reporting and data 
collection, and variety of 
sensors available as top con- 
cerns for users of environ- 
mental monitoring products. 

Wi-Fi, cellular, Power 
over Ethernet, and more. 



Until recently, any active monitoring prod- 
uct needed to be wired to be networked, and 
it also often needed to be powered indepen- 
dently. But Wi-Fi and cellular technologies 
have taken up the slack, enabling custom- 
ers to implement a monitoring system in 
even remote and infrastructure-constrained 
locations. Power over Ethernet and USB- 
based sensors and equipment also negate the 
thermal impact of the extra hardware and 
effectively leave the power envelope intact. 
Many products also offer internal battery 
backup features to maintain alerts even 
when most other things have gone down. 

Monitor a variety of conditions. The 
key to any data center's operation 



Buyers' Checklist 



is uptime, but not all data is created equal. 
For critical systems that handle the most 
important data, it is vital to monitor a vari- 
ety of conditions, even those unlikely to 
affect performance, to ensure against loss 
and downtime. Key environmental sensor 
types that can deliver proactive feedback 
include temperature, humidity, airflow, 
water leakage, and dry contacts. Power and 
voltage sensors are also important, even 
if the power sources have a reliable track 
record. Other sensors that can be incorpo- 
rated into an environmental monitoring sys- 
tem include security-based monitors, such 
as motion detection, intrusion and anti-theft 
warning systems, and cameras. 

Notification options. A 
state-of-the-art environmental 
monitoring system is noth- 
ing without notifications, and 
having options is important 
to making sure personnel 
can quickly address critical 
situations. Common notifica- 
tion options include email, 
LEDs, audible alarms, bea- 
cons, sirens, Web alerts, 
SNMP, automated phone 
calls, and SMS. 



Ease of installation. According to an 
Upsite Technologies representative, ease 
of installation is imperative. Most environ- 
mental monitoring products don't require 
any specialized expertise to install, enabling 
current IT staff to do the work without 
additional training. Many products are also 
designed to be installed by non-technical 
personnel, so seek these out if technical staff 
is more limited. 

Ensure ample coverage. Consider the 
room size and amount of equipment to be 
monitored and plan the number and place- 
ment of sensors accordingly. "If your deploy- 
ment is small, a few points of measurement 
may suffice, but if you have a large operation, 
you may require environmental measure- 
ments every few feet," says Brandon Siri, 
senior marketing representative at Server 
Technology (www.servertech.com). 



Key Terms 



■1 



Dry contact. Refers to an electrical contact 
that does not make or break a circuit. 

PoE (Power over Ethernet). A technology 
that enables devices to receive their operat- 
ing voltage from the same Ethernet cable 
that passes along data. 

SEMS (Server Environmental Monitoring 
Systems). Refers to products designed to 
record and report the environmental condi- 
tions of servers and clients. 

SNIVIP (Simple Networit Management 
Protocol). A network protocol that lets users 
monitor network availability and performance. 
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•Alert notifications via SNMP, Email, SMS 
& Voice Car 

• Trigger external devices via relay outputs 

Variety of environmental monitors available 
to match your needs 
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AVTECH Room Alert 11ER 




The Room Alert 1 1 ER from AVTECH is an environmental 
monitoring device designed to help SIVIEs keep tabs on 
temperature, humidity, and other environmental conditions 
In computer rooms and data centers. The device keeps 
track of conditions via internal and external sensors and 
sends alerts to admins when predetermined thresholds 
are met or exceeded. The Room Alert 1 1 ER's sensors 
can gather environmental Information from multiple loca- 
tions within a 1 , 800-foot radius and can be controlled and 
adjusted via an easy-to-use browser-based Interface. 

• Plug-and-play setup for Immediate use, with or without 
a host PC 

• Alerts can be sent by email, email-to-SMS, SMTP, Web 
page update, and more 

• Real-time sensor status, data logging, and graphing 

• Uses just 1 U of rack space In a 1 9-Inch form factor 

• Includes one built-in digital temperature sensor, two 
digital sensor ports, and eight channels for switch sen- 
sors or dry contacts 

Best For: Enterprises that need to protect mission-critical 
servers from changes In temperature and humidity. 

Price: Starts at $515 

Contact: (888) 220-6700 I www.AVTECH.com 



AVTECH Room Alert 32E & 32W Black Box AlertWerks II 

ServSensor Junior (EME102A) 




AVTECH's Room Alert 32E and 32W are advanced hard- 
ware appliances designed for IT and facilities environment 
monitoring, alerting, automatic corrective action, and wire- 
less sensor monitoring. They can monitor computer room 
temperature, humidity, power, room entry, and more In 
multiple locations, and they run using Power over Ethernet. 
Both models come with a full license of the AVTECH Device 
IVlanageR software, which automatically discovers devices, 
and a year-long subscription to AVTECH's IVlalntenance, 
Support & Update Service, with firmware and software 
updates, technical support, and full hardware replacement on 
the ID box free of charge. 

• The 32W can accommodate about 100 sensors 

• Password-protected built-in Web server 

• Relay outputs let you remotely turn devices on or off, and 
0-5V analog sensor Inputs let you log Information from 
other manufacturers' sensors 

• Monitor units with built-in Web server, bundled Device 
ManageR, or any SNMP application 

Best For: Enterprise-level monitoring in any location where 
running cables may be difficult or Impossible. 

Price: $995 (32E) and $1 ,195 (32W) 

Contact: (888) 220-6700 I www.AVTECH.com 




The AlertWerks II ServSensor Junior from Black Box Is 
designed to provide detailed insights Into the environ- 
mental conditions of smaller installations. This unit 
can be used as the central hub of the AlertWerks envi- 
ronmental monitoring system to track temperature, 
humidity, liquids, and open doors. Other applications 
Include remote monitoring and management of HVAC 
systems, security equipment, UPSes, generators, and 
Industrial equipment. 

• Two ports accept a range of sensors. Including 
temperature, humidity, water, and airflow 

• Java-based Web user Interface provides hub access 
over any IP network 

• Sends alerts through SNMP or email 

Best For: Organizations with limited environmental 
monitoring requirements. 

Price: $250 

Contact: (888) 433-5049 
www.blackbox.com/go/alertwerks 



Rackmount Solutions' 
Remote Physical Monitor 




e 



The Uptime Devices Remote Physical Monitor unit from 
Rackmount Solutions supports remote monitoring that 
lets users protect equipment and sensitive electronics. 
The RPM uses Remote Intelligent Multi Sensors technol- 
ogy, which lets it collect environmental and security data 
to send alerts via email, SMS, or SNMP when the moni- 
tored equipment exceeds the user-defined limits. Each 
unit has a battery-backed clock for accurate recording, 
and the device also supports up to 250 different RIMS, 
located up to 1 ,000 feet away. 

• Real-time monitoring of temperature, humidity, airflow, 
and dry contacts 

• Dry-contact sensors for use with 10-port dry contacts 
and HEAT RIMS 

• Monitor and control third-party power strips 

• Two-port power RIMS monitor, track, and manage IT 
equipment current load and voltage 

Best For: Data centers and standalone applications 
that require temperature, humidity, and remote power 
management. 



Sensaphone IMS 1000 
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The Sensaphone IMS 1000 is the ideal system for moni- 
toring a variety of conditions. Including temperature, 
humidity, physical security, smoke, and fire. In addi- 
tion, power failure monitoring is built-in, and the IMS 
1000 Includes a rechargeable battery backup. IP device 
monitoring lets you make sure your network servers are 
functioning properly. With the IMS 1000, you can receive 
alarm notifications via email, text, or SNMP traps; a cus- 
tom voice option Is available. 

• Built-in power failure features 

• Built-in Web server provides quick and easy informa- 
tion about monitored conditions 

• Includes eight inputs and one relay output 

Best For: Companies in need of Web-based monitoring 
for a variety of conditions. 

Contact: (877) 373-2700 I www.sensaphone.com 



Sensaphone Web600 




The Sensaphone WebBOO provides Web-based monitor- 
ing at an affordable price. The Web600 lets you track 
critical temperatures and other conditions In computer 
rooms, data centers, and other areas, and It Immediately 
alerts you via email, text, or SNMP traps when values 
are out of the normal range. The Web600 can read val- 
ues from humidity, air quality, water leak detection, and 
other sensors. 

• Completely standalone and easy to use 

• Can connect up to six sensors to monitor a variety of 
equipment and conditions 

• Built-in Web server provides quick and easy informa- 
tion about monitored conditions 

• Optional battery backup 

Best For: Organizations in need of a flexible standalone 
unit for monitoring temperature and other conditions. 

Contact: (877) 373-2700 I www.sensaphone.com 



Price: Starts at $799 



Contact: (866) 207-6631 1 www.rackmountsolutions.net 
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Black Box AlertWerks ServSensor 
Contact (EME111A-20) 



The AlertWerks ServSensor Contact from Black Box is 
designed to let you remotely view the status of equip- 
ment and devices that use dry-contact outputs to send 
alarm signals. Data centers and other facilities can use 
the unit to monitor humidity, liquids, open doors, and crit- 
ical over-temperature conditions. The device is also well 
suited to other applications, including HVAC systems, 
security equipment, UPSes, generators, and industrial 
equipment monitoring. 

• Adaptable to a range of devices such as UPSes and 
building management systems 

• Features eight autosensing RJ-45 ports for connecting 
sensors plus 20 additional two-wire, dry-contacts 

• Rackmount chassis 

• Extensive management and notification features 

Best For: Organizations that want to customize a 
monitoring system to their particular devices. 

Price: $900 

Contact: (888) 433-5049 
www.blackbox.com/go/alertwerks 



ITWatchDogs RelayGoose II 
Environmental Monitor 




The RelayGoose II Environmental Monitor from 
ITWatchDogs provides Web-based remote surveil- 
lance, data logging, and graphing of data center cli- 
mate and power conditions. Equipped with an onboard 
temperature sensor, the RelayGoose II has capacity 
for up to 22 external sensors and provides three NO/ 
NC relay outputs, useful for triggering external devices 
such as an auto-dialer or backup air conditioner on 
alarm or manually through the Web interface. It lets 
users keep an eye on the facility from a secure Web 
interface and receive SNMP (v1, v2c, v3), email, text 
message, and voice call alert notifications when user- 
adjustable thresholds are exceeded. 

• A variety of environmental sensors can be connected, 
including temperature, humidity, airflow, water and 
smoke detection, power failure, and more 

• Has an LCD display and built-in audible alarm buzzer 

• Logs and graphs all measurements, allowing for trend- 
ing and capacity management 

Best For: Enterprises in need of an environmental moni- 
tor with relay output control. 

Price: $649 

Contact: (512) 257-1462 I www.itwatchdogs.com 



Packet Power 
Environmental Monitor 




The Environmental Monitor, or EM, from Packet Power is a 
small but powerful tool for data center administrators who 
need to efficiently monitor temperature and humidity. Each 
Environmental Monitor can track data and display facility 
heat maps from six points within a single cabinet, three 
points apiece for two adjacent cabinets, and a single point 
per cabinet in six adjacent cabinets. The EM is able to cap- 
ture seven temperature readings and one relative humidity 
reading per unit, and it harnesses the Packet Power Data 
Grid wireless network for seamless deployment — all a 
company needs is one Ethernet port and one IP address. 

• Simple and inexpensive 

• Provides support for alerts as well as online access to 
real-time data and full historical reporting 

• Can run off of battery or AC power 

• Works with Packet Power wireless power monitoring 
solutions or as a standalone system 

Best For: Admins that want a real-time view of the 
conditions in server racks and cabinets. 

Price: From $190 (one rack, front and back) to $250 
(six racks, front only) 

Contact: (877) 560-8770 I www.packetpower.com 




Server 

Technology 

Environmental 

Monitoring 

Control 

Unit-1-1B 



Server Technology's 
EMCU (Environmental 
Monitoring Control Unit)-1-1B is an IP-based product that 
monitors temperature and humidity, features water and 
fluid sensors, supports four dry contact door sensors, 
and accommodates additional power-fed analog input 
sensors. A Web interface provides at-a-glance reports 
of temperature, humidity, water detection, and cabinet 
door status. 

• Support for HTML and command-line interfaces 

• Supports two temperature and two humidity measure- 
ments out of the box 

• No additional software necessary 

• Mounting tabs included for OU mounting 

Best For: Data centers, colocation sites, Web hosting 
facilities, telecom switching sites, POP sites, server clos- 
ets, and any unmanned area that needs to be monitored. 

Contact: (800) 835-1515 I www.servertech.com 



Temperature@lert Cellular 
Edition TM-CELL300 




Setting up the third-generation Temperature @lert Cellular 
Edition CELL300 is as easy as plugging it into an AC out- 
let. The device monitors one or two ambient temperature 
and/or humidity sensors and sends email, text message, 
or voice alerts when the readings exceed user-set limits. 
Built-in battery backup enables the device to operate for 
up to four weeks without power. The HealthCheck feature 
lets you know when the device has been out of communi- 
cation or when it stops functioning, and PowerSense lets 
you know when there has been a power outage. 

• No network required — uses local cellular providers 

• Features multiple alarm limits, with alerts via email, 
text message, and/or phone call 

• Reports temperature and/or humidity readings every 
5, 15, 60, 120, or 240 minutes 

• Temperature @lert USB and WiFi editions are 
also available 

Best For: Geographically distributed, remote, or mobile 
facilities and for situations where monitoring is needed 
even when power outages occur. 

Price: $399.99 plus monthly monitoring plan (starting at 
$15 per month) 



Upsite Technologies 
Upsite Temperature Strip 
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The Upsite Temperature Strip, from the LOK family of 
solutions, features an acrylic self-adhesive backing that 
lets users install it on any IT equipment or cabinet door 
where the potential for hot spots and other heat-related 
issues exists. It accurately provides a visual reading of 
intake air temperatures based on standards established 
by the Uptime Institute, ASHRAE, and equipment manu- 
facturers for acceptable operating ranges. 

• Colored range indicators display reliable temperatures 
within two minutes 

• Calibrated in accordance with ASTM standards 

• Measurements accurate to within +/- 1 degrees 
Celsius 

• Monitor the intake air temperature of any piece of IT 
equipment for a low cost per strip 

• Displays same-sized Fahrenheit and Celsius tempera- 
ture scales 

Best For: Monitoring temperatures and hot spots on any 
IT equipment and in data centers. 

Contact: (888) 982-7800 I www.upsite.com 



Contact: (866) 524-3540 I www.temperaturealert.com 
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AdderView CATxlP5000 




The AdderView CATxIP 5000 is tlie culmination of Adder's 
KVIVI over IP expertise to date. This new device offers 
four non-blocking simultaneous IP connections together 
with a local port (five separate users) and allows the user 
to control 16 separate devices. The AdderView CATxIP 
5000 is small and compact, enabling you to fit two units 
side by side to support 32 computers and 10 sessions in 
just 1 U of rack space. 



AdderView PRO MultiScreen 




The AdderView PRO IVIultiScreen is a professional-grade 
KVIVIA switch that delivers ultimate flexibility for users who 
want to share high-resolution screens and modern USB 
peripherals between multiple computers. The AdderView 
PRO IVIultiScreen enables up to four multihead compu- 
ters to be controlled from a single high-resolution KVIVI 
console using either dual-link DVI or high-definition analog 
video links. 



Black Box ServSwitch Agility 




The ServSwitch Agility from Black Box can function as a 
KVIVI switch, a sharing portal, or a DVI extender, depend- 
ing on how it's configured. Admins can set it up as a point- 
to-point KVM extender for KVM switching, single-target 
sharing, or multicasting. Black Box's iPATH system lets 
IT administrators configure devices, users, and channels 
and features an on-screen dashboard that provides an 
oven/lew of the entire system. 



• Four simultaneous users connect via IP to any of the 
1 6 connected devices 

• Direct connection for one local user to connect straight 
to the switch 

• LDAP integration 

• Integrated RS-232 control for managing external 
devices 

• ADDER.net management software automates the task 
of managing network control hardware 

Best For: IT administrators who need to control a large 
group of computers over IP from a single KVM switch. 

Price: $1 ,750 



• Features Adder's True Emulation technology, 
which ensures that the full characteristics of the 
connected USB keyboard and mouse are passed 
to every system 

• Dual-link DVI-I with extended profile DDC EDID 

• Includes two independently switchable USB 2.0 
channels and an audio channel 

• Supports resolution of 2,560 x 1 ,600 

• Broad USB 2.0 Hi Speed device support 

• Available in dual-, triple-, and quad-head versions 

Best For: IT administrators, post production, graphic 
designers, detailed medical imaging, and broadcast 
studio professionals. 

Price: $1 ,795 



• Flexible topology for KVM extension 

• Delivers digital video with no loss, minimizing band- 
width use while maximizing the user experience 

• Features keyboard/mouse emulation and emulation 
for other standard human interface devices, such as 
touchscreens or flash drives 

• Distance is limited only by your network capabilities 
when you use network switches 

• Mounting options include rack mounting, desktop, and 
wall mounting 

Best For: Health IT, command and control room setups, 
media post-production, and digital signage environments. 

Price: $2,045.95 



Contact: (724 746-5500 I www.blackbox.com 



Minicom Smart 232 IP Switch 




The Smart 232 IP Switch from Minicom is a multiuser, 
remote access IP KVM switch for data center and server 
room rack environments. The Smart 232 IP allows two 
remote administrators and one local user to access and 
control up to 32 sen/ers through a standard Web brows- 
er. The Smart 232 IP measures 1 U for convenient rack 
mounting with the included rackmount kit. 

• Three simultaneous KVM users (two remote and one 
local) and two additional serial session users 

• Utilizes the highly secure 256-bit AES encryption 
protocol with multilayer user rights 

• Absolute mouse support means no need to change 
mouse settings in Windows OS 

• Innovative Minicom KVM over CAT 5 technology 

• Multiplatform support for PS/2 and USB 

• Extends distance between servers and switch up to 
30 meters/1 00 feet 

• Seamless power control 

Best For: Companies in need of a versatile, high- 
performance KVM with central management capabilities. 

Price: $3,495 



OpengearlP-KVM-1001 




Opengear's IP 
KVM is a one-port 

KVM over IP switch with both USB and PS/2 connectors 
for server and client connections. The IP-KVM-1001 is 
also equipped with dual RJ-45 10/100 Ethernet ports, 
USB connections, virtual media options, and a local KVM 
interface for direct access. 

• Cost-effective OU device for KVM control at the rack or 
remotely over IP 

• Access systems during boot up, BIOS, and frozen OS 
conditions 

• No client software 

• Secure, encrypted browser sessions with 
authentication 

• Deliver patches/upgrades as if onsite 

• Console access to switches, routers, PBXes, or an 
external modem 

Best For: IP-enabling analog KVMs and avoiding 
the single point of failure found in high-density 
KVM appliances. 

Price: $345 



Rackmount Solutions CyberView 
Matrix High-Density CAT 5 KVM 
(UIP-3202) 




Rackmount 

Solutions is a 1 U high-density CAT 5 KVM switch with 32 
ports. It offers a maximum distance of 40 meters (130 feet) 
between your server and KVM switch with the rear cable 
management using CAT 5 cords. With the UIP-3202, you 
can mix PS/2, USB, and SUN with multiplatform switch 
capability. A second user can work securely over 128-bit 
encrypted IP access using the Web interface to control 
multiple servers down to the BIOS level. 

• Use of the RJ-45 CAT 5 interface allows for a higher 
number of ports in smaller density 

• Traditional CAT 5 cords provide simpler cable 
management compared to coaxial cables 

• 1 28-bit secure browser-based user access from 
anywhere in the world over IP 

• Advanced user profiles and configurable OSD hotkey 
combinations 

Best For: Enterprises that need a KVM switch that offers 
increased density, increased distances, enhanced cable 
management, and multiplatform capabilities over traditional 
KVM switch platforms. 



Price: $1 ,543 



Contact: (866) 207-6631 I www.rackmountsolutions.net 
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Compiled by Nathan Lake 



Black Box ServSwitch Freedom Broadrack Saturn 8D 




The Black Box ServSwitch Freedom is a four-port switch 
that worl<s as if there is an extended desktop on a single 
computer, except that the user is accessing the desktops 
of four different PCs. Once the screen layout is config- 
ured, the user moves the mouse cursor over the X and Y 
borders to switch PC access. The ServSwitch Freedom 
supports a mix of USB peripherals, and it works on 
Windows, Linux, IVIac, Sun, and NetWare systems. 

• Makes for speedy switching between monitors from 
a tradeshow floor 

• A flexible, four-port, professional-grade switch for 
simplifying USB keyboard/mouse access to multiple 
computers 

• Enables a single user to switch between four moni- 
tors and attached CPUs and share USB peripherals 
between them 

• Features two independent USB 2.0 channels 

• Supports "quick-fire" switching via hotkeys, a mouse, 
or front-panel buttons 

• Features stereo audio 

Best For: Command and control centers. 
Price: $495 

Contact: (724) 746-5500 I www.blackbox.com 




The Saturn 8D is a modular, eight-port DVI USB KVM 
switch with an audio switching function for Gemini and 
Unicorn consoles. It gives admins control over eight USB- 
enabled multimedia computers with DVI video interfaces, 
using keyboard hotkeys to select the computers, USB 
device hub port control, and audio channels. It's TMDS 
compliant to support DDC2B emulation and HDCP com- 
pliant for digital content protection. 

• Eight-port DVI USB KVM switch with audio switching 

• TMDS signal pass through 

• USB keyboard and mouse support 

• Support for Windows 98/SE/ME/2000/XP/Vista, Linux, 
and Mac OS 

• Built-in two-port USB 2.0 device hub for sharing high- 
speed USB devices 

• Supports resolutions up to 1 ,280 x 1 ,024 

Best For: Organizations that need a KVM with support 
for digital video, USB devices, and audio switching. 



HP Server Console Switch G2 



The Sen/er Console Switch G2 from HP integrates KVM 
and serial devices into a single management console for 
all of a data center's sen/ers, network devices, and infra- 
structure. The G2 requires no software to be installed on 
the target sen/ers, and it uses CAT 5 UTP cables between 
switch and sen/er to improve cable routing and allow for 
field termination of custom cable lengths. The switch inte- 
grates with the HP IP Console switch to ensure that local 
KVMs can be integrated smoothly and easily into a KVM/IP 
remote management setup. 

• Offers local console, USB, keyboard, and mouse support 

• Scalable to 256 sen/ers 

• Integration with iLO and the HP IP Console Switch 
ensures that the local KVM user and remote manager 
work smoothly together 

• Serial, PS/2, USB, and BladeSystem interface adapters 
to integrate all sen/ers and devices into a single KVM 
infrastructure 

• CAT 5 KVM cabling means minimal cabling in the back 
of the rack to ensure clean airflow and maximum cooling 
for today's dense data centers 

Best For: Small and midsized businesses that need 
expandable support or enterprises that want a cost- 
effective KVM solution in a managed data center. 

Price: Starts at $769 for eight ports 



Rackmount Solutions 
IPDB-15KVM Switch 




The IP DB-15 KVM Switch from Rackmount Solutions 
lets you access up to 128 servers from anywhere in 
the world over IP. It comes in both an 8-port (IP-802) or 
16-port (IP-1602) version with a three-in-one KVM cable 
in 6-, 10-, 15-, and 33-foot lengths. The local console has 
a resolution up to 1 ,920 x 1 ,440 and has two USB Type 
A ports for keyboard and mouse. The remote console 
has a resolution of 1 ,600 x 1 ,200 and can accommodate 
up to 15 user logins. 

• Eight or 16 ports in 1 U of rack space 

• 128-bit secure browser-based user access from 
anywhere in the world over IP 

• Cost-efficient remote server management 

• Multiplatform support: PC, Sun, IBM, HP, and Dell 

• Supports Windows Vista/2003/XP/2000, Linux, 
Netware, Unix, and DOS 

Best For: SMEs in need of a cost-efficient way to 
manage up to 128 servers remotely. 

Price: $913 (16-port); $724 (8-port) 

Contact: (866) 207-6631 I www.rackmountsolutions.net 



TrendnetTK-IP101 




The TK-IP101 from Trendnet is a one-port KVM over IP 
switch that provides cost-effective remote server manage- 
ment for multiple users, regardless of sen/er status. It 
eliminates the need to physically be in the sen/er room to 
troubleshoot, reboot, and edit pre-boot functions. The 
TK-IP101 gives admins highly secure access to both 
Windows and Java-based clients. The TK-IP101 supports 
four concurrent logins with up to 16 active user accounts. 

• Save time and resources by managing resources 
remotely 

• Centralize management of multiple sen/ers when 
connected to a conventional KVM switch 

• Multiple user access control 

• Crisp 1 ,600 X 1 ,200 resolution 

• Intuitive Web user interface permits upgrades 
and backups 

• Supports user-friendly Telnet sessions and FTP access 

• Use with TRENDnet's TK-RP08 to control on/off power 
cycling of multiple devices remotely 

• Works with LDAP, RADIUS, and Active Directory 
sen/ers 

• Supports Ethernet RJ-45 and PPP connection over 
serial RS-232 interface with data rates up to 1 Mbps 

Best For: IT staff that want to control BIOS-level functions, 
Windows-based applications, and other interfaces from a 
single intuitive Web user interface. 



Trendnet TK-RP08 




The TK-RP08 from Trendnet is an eight-outlet remote 
power controller that provides remote on/off power 
control for devices in the network. With the TK-RP08, 
admins can service, reboot, and troubleshoot a net- 
work from one computer system. It can cascade up to 
16 rack-mountable units and manage up to 128 total 
power outlets. 

• Allows remote power control of eight electrical outlets 
using ASCII commands 

• Numerical module display identifies power module 
bank number for each cascaded unit 

• Service, reboot, and troubleshoot the network from 
any location when used with the Trendnet TK-IP101 
KVM over IP switch 

• 19-inch metal rackmount case 

• Intuitive management interface 

• Numerical LED display provides total real-time 
current loads 

• Eight green (on/off) LED indicators monitor AC outlet 
status and eight red (alarm) LED indicators display 
power outlet state of failure 

Best For: Those that want to save resources by 
performing power management from one computer. 

Price: $329.99 



Price: $577.99 
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Consolidate Data Centers 

For Best Results, Focus On Teamwork & Planning 



by Christian Perry 

The prospect of moving an existing data 
center to a new, empty space is enough to 
generate nightmares for IT and facilities man- 
agers. But imagine moving one data cen- 
ter into another or trying to shoehorn two 
existing data centers into one space for both. 
That's the challenge facing organizations that 
decide to consolidate data centers, but the 
idea behind such moves is generally driven 
by strong financial needs and a chance to 
improve upon architecture and processes. 

"Don't view data center consolidation 
as a physical move of computing assets," 
says Marc Crespi, vice president of product 
management for ExaGrid (www.exagrid 
.com). "It is an opportunity to change fun- 
damentally the costs basis of your IT infra- 
structure. Further, it is an opportunity to 
modernize in a way that wiU transform key 
areas of your operations." 

Draft Your Team 

Getting your data center ducks in a row 
before you set forth with the physical con- 
solidation is critical to ensuring the over- 
all success of the project. As part of this 
preparation process, involve all pertinent 
personnel in the planning, because the 



Key Points 



IT leadership involved in a consolidation 
effort should span the entire organiza- 
tional gamut to ensure that nothing is left 
to chance in the planning. 

Fully Investigating the reasons for the 
consolidation will help to illuminate poten- 
tial opportunities for improvement at the 
new (or combined) data center location. 

Project and asset tracking tools are 
essential to help personnel keep on top 
of the varied plans and inventory that 
inevitably comprise a consolidation. 



absence of any key organizational mem- 
bers could spell disaster down the road. 

Mark Thiele, vice president of data center 
strategy at ServiceMesh (www.servicemesh 
.com), says every consolidation effort varies, 
but under the assumption that production 
environments will be moved, the process 
will require personnel from each area of IT 
and a "champion" from the business side — 
or at least a strong liaison from IT. 

Thiele recommends including network 
personnel who can re-create an entire envi- 
ronment before moving into the new (or 
other existing) facUity, because the network 
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When a "mission critical" 
data roonn became a 
'. "hot spot" after several 

upgrades, Matt Steding kept his cool. "The extreme 
weather puts an extra toad on external compressors 
and condensers — which Increases maintenance 
costs." Which is why he chose the more innovative, 
cost-effective solution: MovlnCool's self-contained, 
ceiling-mounted CM25 air conditioner 



ery CM25* 



The MovinCool CM Series is perfect 
for high-tech data centers. 



In addition to MovinCool's reputation for performance 
and reliability, Steding was impressed by the CM25's 
high sensible cooling capacity of 18,900 Btu/h, its 
seasonal energy efficiency ratio (SEER) of 14 and its 
connpact dimensions. Sitting just 20 inches high, it 
easily fit into the ceiling space above the data room. 
"The CM25 has all the features we need — plus an 
affordable price." 

To read more about Matfs WovlnCool success, 
visit: www.movincool.com/allina 
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planning and testing prior to the actual move 
might be the consolidation's most essen- 
tial technical aspect. Other key personnel to 
include are system administrators for the cre- 
ation of a move-in environment (including 
backups. Active Directory, diagrams of sys- 
tem placement, system mapping, and proto- 
col/bum-in strategy); application managers; 
IT leadership, including two to three senior 
personnel for each consolidation effort; cus- 
tomer liaisons or function representatives; 
and, of course, a move team. 

"A competent move team is a must," 
Thiele says. "Unless you're just moving a 
small handful of systems, you're going to 
want to hire a company with experience 
in moving systems. These folks involved 
in the move should be pre-trained for how 
they should work in your facility, and, if 
possible, you should try to ensure that the 
same folks boxing up equipment are the 
ones unboxing and racking the equipment." 

When selecting personnel, look at the con- 
solidation process as the migration of appli- 
cations to a new environment, says Rakesh 
Pissay, European Union head of enterprise 
architecture for Wipro Consulting Services 
(www.wipro.com). With this in mind, each 
application used should have a business rep- 
resentative who can participate in the migra- 
tion planning, application support testing, 
and consultation for the appropriate window 
for the migration, application recovery point, 
and recovery time objectives within the core 
hours of the operation, he says. 

Identify The Cause 

Crawling out from under the avalanche 
of technical details involved in a consolida- 
tion can be tricky, especially considering that 
those details are vital to a consolidation's suc- 
cess. But even more important is the develop- 
ment of a comprehensive consolidation strat- 
egy that's in tune with the business, explains 
Tom Weber, senior project manager for data 
center solutions with Align (www.aUgn.com). 

"To develop a strategy, a formal strategic 
infrastructure optimization program is criti- 
cal to a successful outcome. This program 



TOP TIPS 



Because few enterprise ventures are as com- 
plex as a data center consolidation, proper 
planning is paramount to ensure efficient 
execution. IVIark Thiele, vice president of data 
center strategy at ServiceMesh (www.service 
mesh.com), offers the following tips to help cre- 
ate a rock-solid consolidation plan. 

• Take into account any strategic business 
opportunities for growth, acquisition, or 
market penetration that might affect your 
consolidation assumptions. 

• Carefully plan your effort to maximize the 
opportunity to clean up. The last thing 
you want to do is move as-is from one 
place to another, unless you're already a 
tightly buttoned-down shop. 

• Determine if latency will be a consider- 
ation for certain applications. 

• Ensure that the appropriate teams will 
be in place. 

• Don't forget to include equipment taxa- 
tion, power costs, and natural disasters 
in your due diligence process. 



should be governed by a steering commit- 
tee with representation from key stakehold- 
ers who will guide the analysis of options, 
planning, and due diligence activities. The 
majority of the effort is in the planning 
phases of a consolidation program. The 
execution is important but a smaller per- 
centage of the work effort," Weber says. 

Covering your tactical bases should involve 
a hefty dose of fact finding that can ensure 
both planning and testing are in good hands. 
For example, Thiele suggests organizations 
fully vet why they're consolidating data cen- 
ters and identify the business drivers for the 
change. He also says to be realistic about 
savings assumptions, which are often just 
that — assumptions. And be sure to carefully 
consider what you're losing and gaining from 
a total data center stack perspective. 

Some of the gains involved with consolida- 
tion don't necessarily derive from savings, but 
instead from a chance to modernize where it 
makes sense. For instance, ExaGrid' s Crespi 
says, can you accelerate virtualization as part 
of the move? Can you modernize your aging 
backup infrastructure and reduce unproduc- 
tive IT time? Can the cloud help to eliminate 
some infrastructure management that isn't 
one of your core competencies? 

Employ Tools 

Because of the complexity of data cen- 
ter consolidations, it's generally advised 
that organizations employ various tools 
and technologies to help streamline the 
process. For example, Weber notes that 
project and asset tracking tools can cap- 
ture all of the various components (includ- 
ing applications and infrastructures), 
schedules, owners, and dependencies nec- 
essary to manage consolidation efforts. 

"The dependencies between various teams, 
schedules, infrastructure, and applications 
can be very complex, and a tool that allows 
I program and project managers to organize, 
control, communicate, visualize, and make 
intelligent decisions around this information 
can be a great benefit," Weber says. 

Thiele adds that team members should 
have strong spreadsheet skills or at least 
have access to a well-developed CMDB 
(configuration management database). He 
also recommends that monitoring solu- 
tions be in place and active in the new 
data center location(s) prior to moving in 
to deliver alerts if network performance or 
system startups aren't quite up to par. 

Consolidation Costs 

The actual costs for a data center con- 
solidation can vary depending on the size 
of the data center(s) being moved, but in 
general, organizations should expect most 
of their resource costs to fall in the plan- 
ning and preparation realms, Thiele says. 
Also, costs should be expected for dupli- 
cate gear at the new site, he says, because 
basic network services should be up and 
I running prior to moving in. 

"Unless you can free up gear from exist- 
ing data centers, you'll have no choice but 
to buy some new gear. A moving company 
is essential but not really expensive in the 
grand scheme of things. Other potential 
costs are downtime for critical systems, 
although with highly virtualized or cloud 
environments, this risk can be largely miti- 
gated. You might also want to buy a few 
extra disk drives, memory, CPU, switches, 
and servers to have on hand," he says. 

Pissay recommends using a data center 
consolidation as an opportunity to revisit 
the network contracts supporting the orga- 
nization, because more affordable alterna- 
tives that offer increased bandwidth might 
be available, particularly as the number of 
I data centers is reduced. 
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CLOUD TIPS & TRICKS 



Connecting Private & Public Clouds 



Blend Your Way To Cloud Success 



BYCARMILEVY 



Cloud computing has become IT's hottest buzzword in recent years, with enterprises of all 
sizes taking advantage of the benefits public and private cloud infrastructures have to offer. 
For the small to midsized enterprise, blending public and private clouds is proving to be a wise 
strategy that leverages their respective strengths for maximum benefit. 



How To Tell The Difference 

A private cloud is similar to a conven- 
tional data center that lives behind the 
corporate firewall and delivers virtual- 
ized services to end users. The twist: It 
uses virtualization technologies to give IT 
greater scalability while still maintaining 
control over apps and data. 

Top Tip: Reset How IT 
Projects Are Initiated 

The ongoing debate over public vs. private 
underscores the accelerating trend of organiza- 
tions increasingly subscribing to sen/ices instead 
of building them In-house. IT needs to change its 
implementation approach accordingly. 

"Before you buy and install a software or service, 
look around for other SaaS-based products that 
could potentially do the exact same thing with- 
out the need of onsite or contract personnel to 
administer, install, or consult with," says Lee Yi, 
founder and CEO of Drund (www.drund.com). 



A public cloud lives outside the firewall 
in the form of third-party Web service pro- 
viders that can leverage massive data center 
investments across a huge client base. Public 
cloud infrastructure frees IT from building 
out its own data center and lets the business 
quickly scale capacity to match evolving 
needs. Public clouds come with their own 
security headaches, however. 

Implement A VPN 

The public cloud's key advantage — scale 
— can also be its security Achilles' heel, as 
encrypted logins can make life easy for hack- 
ers. But for companies looking to leverage the 
economies of scale only available from Web- 
based service providers, VPNs can make pub- 
lic Web connectivity acceptably secure. 

"I am seeing too many companies, espe- 
cially small companies, connecting to their 
public cloud via remote terminal connec- 
tions," says Pierluigi Stella, CTO of Network 
Box USA (www.networkboxusa.com). "This 
is not safe. Your protection in such case is 
only as strong as your weakest password." 



Stella says logins under these circum- 
stances should not be open to the public. 
Rather, they should be protected behind a 
VPN. Although IPsec-based VPNs tend to 
dominate today, Stella describes the tech- 
nology as clunky and occasionally unsta- 
ble, with unnecessarily complex routing. 

"SSL has none of these issues and pro- 
vides numerous advantages," SteUa adds. "It 
is very stable, and routing is very simple." 

Pick Up The Remote 

Remote access software can also be an 
effective means of bridging private and 
public cloud infrastructures. 

"It offers adequate security, nice wire 
speed, [and] simplicity in its setup," says 
Stella, who adds that although it should 
not replace VPNs, it can complement them 
in cases where users simply need to access 
a handful of applications and don't need 
complete access to all network resources. 

Consider The Colocatlon Option 

Despite the scalabiUty, cost, performance, 
and reUabUity advantages of the public cloud, 
private solutions continue to persist. In some 
cases, organizational culture drives an over- 
riding need for IT to directly control all 
systems. In others, regulatory requirements 



prevent organizations from leveraging shared, 
outside-the-firewall, third-party-managed 
technologies. Whatever the case, it need not 
be an either/or choice. 

"A good strategy would be to colocate 
private cloud resources in the same physi- 
cal facilities where public cloud services are 
available," says Keith Morris, vice presi- 
dent of marketing at Talari Networks (www 
.talari.com). "Generally, these locations have 
excellent network connectivity from mul- 
tiple service providers, and this allows for a 
gradual migration of some enterprise appli- 
cations to a public cloud model." 

Mix It Up 

Mixed public/private cloud implementa- 
tions make reliable network access an even 
more crucial IT pillar. Consider broadening 
the provider base to ensure redundancy. 

"Traditionally, services like MPLS were 
the only way to guarantee 99.99% reUability, 
but techniques Hke WAN virtuaHzation now 
offer a way to get that same level of predict- 
able performance by using multiple service 
providers and any mix of private network 
connections or inexpensive Internet connec- 
tions," says Morris, who adds that this is an 
ideal method to connect to pubUc and private 
resources as well as colocation facilities. 
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"Scrutlnizer hasn't only 
provided savings to 
our bottom line, it has 
become an integral part 
of our daily operations." 

Nick Colton, 

Alio Communications 
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Archive | Analyze | Alarm 

Use flow-based network data to determine: 

• Hosts and Applications creating the most bandwidth. 

• Latency on any application across any link. 

• Jitter, Packet loss, Caller ID and more on VoIP Flows. 

• Monitor for specific domains or even URLs. 

• Detect internal security threats network-wide. 
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Prepare For The Unexpected With Room Alert 



one knows when or how disaster will 
strike. We just know the potential is always there. 
So preparation is crucial to minimizing its impact 
on computers, networks, users & business. 

When disasters occur, there are significant 
costs in areas that go far beyond the simple 
replacement of damaged hardware. This is 
because what happens in the data center or other 
facility eflbcts the entire organization. If disaster 
strikes your facility, how will it impact business? 
Who will get the blame? Could it have been 
prevented? What will it cost? 





Solutions 




Start At $195 


Room Afert products can monitor: 


■ Temperature 


' Smoke /Fire 


' Humidity 


* Air Flow 


' Heat Index 


* Sound, Light 


■ Main /UPS Power 


' Panic Buttons 


■ Flood /Water 


■ Dry Contacts 


' Room Entry, Motion 


' SwUch Sensors 


' IP Network Cameras 


' Wireless & More 



AVTF.CH has a full line of powerful, scalable 
Room Aleii solutions for real-time 
environment monitoring in a computer room, 
data center or other facility. All models 
arrive assembled with easy to install 
hardware, cables, sensors, easy-to-use 
logging & alerting software, printed 
documentation, unlimited technical support 
and a '30-Day Satisfaction Guarantee'. Users 
can typically itistall in under 10 minutes. 

Room Alert products monitor critical 
environment conditions like temperature, 
power, humidity, flood, smoke, room entry, 
air flow, motion and more, alert statT by any 
method and can lake automatic corrective 
action. There is a model that is right for any 
organization and budget... yours too! 

Call or Visit Us Online Today 
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888.220.6700 • 401.628.1600 
AVTECH.com 



Protect Your IT Facility... Don't Wait Until It's Too Late!' 
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CASE STUDY 



Turning A Dream Into A Reality 

ForcelO Networks Provides The Driving Force Behind Terenine's Data Center 



by Julie Sartain 

As MORE COMPANIES investigate virtu- 
alized and cloud-based data centers, one 
primary objective is building a network 
foundation that provides superior port 
density, reliability, and resiliency without 
breaking the bank. One such "dream facil- 
ity" is Terenine Technology Solutions, a 
cloud-based data center and technology ser- 
vices provider based in Chattanooga, Tenn. 

Founded in 2005, Terenine (www.tere 
nine.com) dreamed of building a world- 
class data center that would deliver some 
of the nation's highest and most robust 
cloud-based computing resources. Today 
that dream is a reality. Based on 
the Uptime Institute's stringent 
criteria, Terenine's data center 
is now one of only 13 Tier III 
Design Certified data centers in 
the United States. "This means 
that the data centers provide some of the 
nation's highest levels of security, redun- 
dancy, disaster recovery, and maintainabil- 
ity," says Ashley Wilson, manager of global 
network services at Terenine. 

One of the driving forces behind any IT 
facility is the hardware that a facility uses 
to manage its network. In this case, that 



hardware includes a family of switches 
and routers designed to meet the rigorous 
performance, management, and cost of 
these computing environments. ForcelO 
Networks (www.forcelOnetworks.com) 
provided that for Terenine. Force lO's Tier 
III Capable Switches met the challenge 
that Terenine faced. 

Needs & Requirements 

According to Wilson, the Terenine 
team was looking for a common network 
and strategy, which led the company to 
explore the concept of centralized admin- 
istration. This coincided with the advent of 
virtualization and cloud-based computing. 




which were quickly becoming the van- 
guard of the IT world. 

Terenine soon followed this trend with 
its world-class enterprise data centers, 
which it designed from the ground up 
rather than attempting to retrofit its exist- 
ing facilities. Terenine needed a series of 
switches that had superior performance. 



Oncore's Colored Power Cords 

Help You Differentiate 
YourA&B Power Feeds! 





C13/C14 
o C19/C20 
5-15P/C13 
° And More 

Sold through distribution 



Four vibrant colors. Get rid of the confusing "black power cord mess" Inside 
your server cabinet. Now you can use specific colors to Identify critical devices 
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and blue, with custom colors also available. 

Eliminate the slack. We offer our power cords in exact lengths — even in inches. 
In addition to providing an organized and maintained work environment, 
having the exact length of power cords will greatly improve your server room's 
performance by minimizing the amount of clutter in an enclosure, which 
increases airflow and the life of the equipment. 

Jacket flexibility. Oncore's power cords have a soft, flexible jacket for 
easy maneuvering inside the cabinet. The cord's flexibility is extremely 
important, especially when the cables have to make tight turns. In addition, our 
cables aren't shipped as a coiled cable with a tie wrap, which can cause kinking. 
They are shipped in bundles of 10, loose in the bag, which keeps the power 
cables in their natural state and free of kinks. 

Data center- and lab-rated. Our power cords have been designed specifically 
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in either the United States or Europe. 
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plenty of built-in redundancy, and an 
acceptable price. 

According to Wilson, Terenine uses the 
C300 and S50V switches for its user access, 
the S50N switches to fulfill its colocation 
needs, and the Terascale E600i and El 200 
models for data center switching. 

"The C-Series is a real workhorse — mas- 
sive forwarding capacity and built-in redun- 
dancy for all important components such 
as RPM [route processor module], switch 
fabric, backplane, and power," Wilson says. 
"We use the S-Series switches where it is 
impractical to use a C-Series. From a per- 
formance perspective, they are more than 
enough for user access, and we have found 
them to be rock-solid reliable." 

Terenine uses the E-Series switch- 
es for data center access, distribu- 
tion, and core purposes, Wilson says. 
® "The Terascale El 200s provide the 
port density and built-in redundancy 
for reliable network access for our highly 
virtualized, very dense data centers, and the 
Terascale E600s with dual-CAM cards pro- 
vide the L3 forwarding capacity to suit core 
and distribution needs," she adds. 

Options & Decisions 

Wilson says Terenine considered ForcelO 
competitors for the hardware it needed to 
build its network. The company had a prior 
relationship with a leading vendor, but 
Terenine's business, architectural, and admin- 
istrative requirements were better served by 
ForcelO and its E-Series switches, which 
offer up to 3.5Tbps of capacity, an easy task 
for data center servers and storage resources. 

According to Kevin E. Kimball, senior 
director of corporate communications 
at ForcelO Networks, the backplane 
connectivity in these switches allows 
Terenine to add line cards without wor- 
ries about fully subscribing the backplane 
bandwidth. The switches are built for 
redundancy on a component level so, if a 
problem occurs, Terenine can isolate the 
issue with an educated approach to pro- 
visioning switch ports. The internal band- 
width in the switch is so immense that 
Terenine can scale far beyond current 
needs without any performance impact. 

"Terenine uses highly sophisticated rout- 
ing protocols and heavy policy-based rout- 
ing," Kimball says. "ForcelO's processes 
of policy-based routing provided significant 
performance gains over other architectures. 
These routing protocols could be implement- 
ed within the ForcelO switching platforms 
in a way that delivered excellent perfor- 
mance when compared with the competitive 
products. For example, in a ForcelO switch, 
much of the decision-making actually hap- 
pens on the line card, so each packet's dis- 
position is determined at ingress, and the 
process is not as dependent on the rout- 
ing module as is the case with many other 
switching platforms. Eliminating this bottle- 
neck gives Terenine a lot of flexibility and 
scalability," Kimball says. 

"In addition," Wilson says, "ForcelO's 
sales engineering and support were great dur- 
ing the investigation process and beyond. 
Having a support staff that was able and 
willing to answer the hard questions was 
invaluable. Internally, the switches operate 
much like a compute cluster, with much of 
the work being pushed out to the line card 



to distribute the load away from the RPMs. 
This makes the route processor more of a 
controller-type component, directing commu- 
nication between port pipes on line cards and 
the switch fabric modules. So, with less traffic 
being dependent on the RPM, having a hitless 
failover between RPMs is an easier thing to 
accomplish," she adds. 

Implementation & Challenges 

Terenine encountered some engineering 
challenges with policy-based routing, Wilson 
says, with the nature of the implementa- 
tion being closer in function to policy-based 
switching. ForcelO then released firmware 
to give the network engineer the option to 
PBR-switched traffic or only traffic where the 
switch owns the next-hop MAC address. 

"Throughout the process, ForcelO support 
went above and beyond to get us answers to 
some really hard questions," Wilson says, 
"even to the point of arranging a Q&A ses- 
sion with a firmware developer to get some 
really deep questions answered." 

Implementation went well, Wilson says, 
and the product learning curve wasn't bad 
because the command-line interface is simi- 
lar to that of the products Terenine used 
before implementing ForcelO's products. 
However, she says, there were some little 
things that were a bit different, especially 
VLAN, ACL (access control list), and poli- 
cy-based routing configuration. The ForcelO 
CLI requires that the port to VLAN associa- 
tion be stored with the VLAN. ACLs look 
a little different, but they are no less easy to 
read, she points out. 

Configuring redirect lists for policy-based 
routing in the ForcelO CLI is much easier 
than the competitor's product, Wilson says. 
"Redirect lists look much like ACLs, with 
the option of adding a redirect statement and 
a next-hop IP address. The switch automati- 
cally tracks the next hop, and when the ARP 
(Address Resolution Protocol) fails, the rule 
is logically taken out of sequence. Some 
members of the engineering staff were sent 
to training, but the learning curve was not 
prohibitively difficult for those who did not 
attend," Wilson says. 

"The decision was made to go with 
ForcelO for most of Terenine's IP network 
needs because the company wanted to build 
the best data center possible for its customers. 
The architecture team selected ForcelO after 
looking at all the other options, regardless of 
brand name. ForcelO had the superior per- 
formance, plenty of built-in redundancy, and 
an acceptable price," Wilson says. "We plan 
to expand our facilities in the near future, and 
based on our experience, we would definitely 
choose ForcelO again." 



ForcelO Networks Tier 
Capable Switches 



A series of switches that use policy-based 
routing to provide significant performance 
gains over other architectures. 

"We plan to expand our facilities In the near 
future and, based on our experience, we 
would definitely choose ForcelO again," 
says Ashley Wilson, manager of global net- 
work services at Terenine. 

(866)600-5100 I www.force10networks.com 
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Key Points 



The soft economy and changing business needs have pushed 
distributed computing onto center stage. 



IVIeeting short-term needs and performing complex compu- 
tational chores are prime uses of distributed computing. 



The Many Flavors Of 
Distributed Computing 



Evolving Architecture Gives IT Groups More Options 



BY JULIE KNUDSON 



Distributed computing has been around for decades, but its adoption is 
increasing thanks to changing business needs, tight IT budgets, and the emer- 
gence of cloud computing. We've put together a primer on distributed com- 
puting and how it can benefit your enterprise. 



■ ONE NAME, 

MULTIPLE ARCHITECTURES 

Distributed computing takes several forms. 
In one model, computers at multiple loca- 
tions cooperate over a network as part of an 
overall system. Another form is parallel com- 
puting, where a single application is distrib- 
uted across multiple computers. The goal is to 
make that application run faster so it can scale 
its performance and workload capabilities. 

Cloud computing is a more recent model 
that makes a set of computers available as a 
service, typically on demand and not dedi- 
cated to a given institution or user. Distributed 
computing allows large numbers of users to 
have access to data and applications and to 



ensure that each user has a uniform expe- 
rience when it comes to performance and 
responsiveness of the application. 

■ MARKET & ECONOMIC 
PRESSURES 

Today's market conditions make distribut- 
ed computing more attractive. "[Businesses] 
have more data volume than ever, the data 
that they have is more complex than ever, and 
the data they have changes more rapidly than 
it ever has," says William Bain, PhD, found- 
er and CEO of ScaleOut Software (www 
.scaleoutsoftware.com). "Your ability to solve 
business problems and manipulate large, 
complex, fast-changing data is one of your 



competitive advantages. You have to have 
that to compete effectively." The computa- 
tional resources available through distributed 
computing are a cost-effective solution. 

Tight IT budgets have also driven custom- 
ers to look for new resources. Development 
projects in particular make good use of cloud- 
based distributed computing when funding is 
lean. "The economy part of it comes into play 
when IT feels the pressure to do large-scale 
testing on a one-time or short-term basis," 
says Vick Vaishnavi, CEO of Aveksa (www 
.aveksa.com). Purchasing hardware for this 
sort of testing often isn't feasible. 

■ HOW YOU CAN PREPARE 

Understanding your enterprise's needs 
and resources should be at the top of the 
list. "What companies need to do is have 
enough expertise onsite to evaluate the 
opportunity to migrate functions to the 
cloud, especially companies that have 
elastic computing needs," Bain says. 
"They need to be actively evaluating how 



Strong access governance will help ensure a success- 
ful deployment. 



their mission-critical functions can be 
partially or fully migrated to the cloud 
by taking into account both the technical 
issues involved in doing that and also 
the economic benefit." He advises data 
centers to weigh the cost of accessing the 
cloud as an on-demand resource against 
having dedicated hardware. 

Vaishnavi' s advice is for IT groups to 
evaluate their security pictures. "The opera- 
tions side and the security side should sit 
down and put their heads together," he says. 
"They need to figure out how to migrate 
applications into the cloud, but more impor- 
tantly how to put in the access governance 
that's needed around those applications." tid 



Hot Potato: Security 

Data breaches in a distributed computing 
environment bring vi/ith them the onerous 
task of determining who's at fault — the owner 
of the data or the cloud provider storing it. 
For enterprises wary of the risks, transfer- 
ring total liability to a cloud provider may be 
a long way off. "I don't think regulators will 
ever let the enterprises off the hook when it 
comes to liability," says Vick Vaishnavi, CEO 
of Aveksa (www.aveksa.com). "Yes, [the ser- 
vice] is coming from cloud providers, but just 
because you decided to put your applications 
in the cloud doesn't absolve you from your 
obligations." Instead, he surmises that new 
standards may emerge that include language 
to address applications in the clouds. 



FEATURED PRODUCT 



A Storage Server Chassis Evolves 

Chenbro RM418's Modular Design Makes It Adaptable 



hy Nathan Lake 

Chenbro's RM418 IS a modular chassis 
that makes an ideal storage server. The 
4U chassis can hold up to 24 3.5-inch hard 
drives or 48 2.5-inch drives. You'll also 
enjoy a variety of helpful features, such 
as an HDD LED that includes power on/ 
off (blue when on), activity (green), and a 
drive failure (red). 

The Chenbro Advantage 

The RM418 offers you the flexibility 
to select a backplane that fits with your 
data center needs. If you use 3.5-inch 
drives, you can select one backplane 
with an expander for 24 ports or two 
backplanes that support 12 ports — with 
or without a 6G mini-SAS expander. 
If you prefer 2.5-inch drives, you can 
install two 24-port backplanes (with 
or without a 6G mini-SAS expander). 

Chenbro RM418 



(909) 947-3200 
www.chenbro.com 

A cutting-edge modular server chassis 
that's designed to function as a storage 
server. 

CH^BRO 



To ensure good thermal performance, 
Chenbro optimizes the layout of the 
HDD bays and slot venting holes with 
the four 8038 hot swap fan modules. 

Enterprises with high-density situations 
will find that a 4U 24-bay is more cost- 
effective than a 5U 24-bay, because you 
can fit more chassis per cabinet to reduce 
cost per TB and per cabinet. And if you 
need to switch from 3.5-inch to 2.5-inch 
drives, you won't need to invest in a new 
chassis to get the job done. Just switch out 
the modular hard drive cages and install 
the backplane you prefer. 

The easily switchable design means that 
those in manufacturing and distribution 
can save money by easily controlling the 
inventory cost and using a single chassis 
for common shared parts. System integra- 
tors can also use the RM418 to decrease 
inventory cost, as you'll only need a single 
chassis and HDD cages to meet versatile 
customer requirements. 

RIVI418 Features 

All models of the chassis include a sin- 
gle PS2, mini-redundant, 2U 1-h1 960 watt 
power supply. The front panel offers con- 
trols for power on/off, a complete system 
reset, and an alarm reset. There are two 
USB 2.0 ports on the right side for a con- 
venient interface. Chenbro includes an 
SES2 interface that can report to the RAID 
card about fan, power supply, and temper- 
ature readings. You can check the status 




via the chassis RAID Card utility software. 
Chenbro incorporates an intrusion switch 
for security. The RM418 supports ATX, 
CEB, and EEB form factor motherboards. 
There's room for seven full-height add-on 
cards and PCI card retention clips, so you 
won't need any tools to lock or unlock the 
cards. The hard drive rails are also tool- 
less to make installation and maintenance 
a breeze. 

The RM41824 works with 3.5-inch hard 
drives and can be used with two differ- 
ent types of backplanes. There's a 6 x 
4-port model with a SAS Expander and a 
1 X 24-port backplane with a SAS expand- 
er. Other than that difference, the models 
offer identical features. The RM41848 fea- 
tures a 2 X 24-port backplane with a SAS 
expander to let you use a total of 48 2.5- 
inch hard drives. One optional feature for 
the RM418 lineup are two 2. 5 -inch drive 
cages in the rear of the chassis for hot 
swap OS drives. Note that the rear accessi- 
ble 2.5-inch OS drive cages are only avail- 
able in Rev B models. Those who want to 



add more cooling to the chassis can invest 
in optional Sunon 80mm fans that fit into 
the rear of the chassis. 

Chenbro's UEK (Universal Expansion 
Kit) can help you turn your RM418 chas- 
sis into an ideal JBOD (just a bunch of 
disks) configuration. The UEK includes a 
SAS expander card, power switch board, 
and carrier. The kit is mounted on the 
motherboard's mounting host and fits into 
the I/O window. 

Easy Transition 

The RM418 is best for system providers 
and data centers that want an easy way to 
transition single racks or a whole cabinet 
from 3.5-inch drives to 2.5-inch drives (or 
vice versa) to meet the needs of a particular 
project. The RM418's modular parts let you 
recycle the chassis and change out modular 
drive cages and the backplane to fit your 
exact needs. Plus, you'll always be able 
to work with a chassis that you're familiar 
with, so there are no worries about how a 
new chassis will fit into your data center. 
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News 



I Enterprise Software Spending 
On The Rebound 

According to Gartner, global spending on 
enterprise software increased by 8.5% 
from 2009 to 2010. Between 2008 and 
2009, there was a 2.5% decline in the 
enterprise software market. Microsoft 
was the top-selling vendor with 22.4% of 
the market, which consisted primarily of 
Windows 7 and Office 2010. IBM came 
in second place, primarily because of its 
WebSphere middleware and Tivoli system 
management tools. Of the top five enter- 
prise software vendors, Oracle saw the 
most growth with a revenue increase of 
19.4%. Top software categories for Oracle 
include business intelligence and security. 
VMware was a standout in the top 25 ven- 
dors, with a 41% growth in revenue. 




I NIST Drafts 

Federal Cloud Guidelines 

What do organizations need to look at when 
implementing cloud technology? That's the 
question being answered by the National 
Institute for Standards and Technology in 
its latest draft guidelines, "Cloud Computing 
Synopsis and Recommendations." This draft 
attempts to uncover myths surrounding mul- 
tiple aspects of cloud computing. The NIST 
compiled information about different cloud 
computing technologies, including SaaS, 
PaaS, and laaS, and examined how com- 
panies must look at security, efficiency, and 
much more when choosing a cloud provider 
or improving their current virtual environ- 
ments. The NIST is requesting comments to 
help improve the quality of the draft. 

I Android Devices Face 
Increased Security Threats 

The amount of Android-targeted malware 
has ballooned by 400% since the middle 
of 2010, according to Juniper Networks' 
"Malicious Mobile Threats" report. Between 
then and now, the report also found that 
5% of enterprise mobile devices have 
been lost or stolen. According to Juniper 
Networks, Android and other mobile plat- 
forms have become the low-hanging fruit 
for cyber criminals because of the lack of 
security protections. Juniper also reports 
that mobile malware predominantly comes 
from apps downloads, and SMS-based 
malware represents 17% of all reported 
infections. Wi-Fi attacks are also becoming 
more common. 

I Senators Ask SEC 

To Clarify Data Breach Rules 

Senator John D. Rockefeller IV and four 
other senators sent a letter to Securities 
and Exchange Commission chairman Mary 
Schapiro pointing out the need for corpo- 
rations and their leaders to take greater 
responsibility for security risks. In the letter, 
the senators quote a 2009 Hiscox study 
that showed 38% of Fortune 500 compa- 
nies made a "significant oversight" when 
they didn't disclose data-related breaches 
in SEC 10-K filings. Rockefeller has been 
in pursuit of cyber security non-disclosure 
since an announcement in early May that 
he would help consumers better protect 
personal data and his introduction of the 
Do-Not-Track Online Act of 201 1 . 
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Staying On Top 

Of Software Licenses 

Tracking & Managing Software Licenses 
Helps Avoid Litigation & Compliance Concerns 



by Sandra Kay Miller 

In a survey from Gartner's 2010 
IT Financial, Procurement, and Asset 
Management Summit, Jane Disbrow, 
research vice president at Gartner, found 
that 61% of respondents had experienced 
a software audit within the preceding year 
of the poll compared to the previous year 
of only 54%. 

Given the rapidly changing comput- 
ing paradigm that has evolved from 
individual systems to complex virtual 
environments operating on multicore 
processors and software-as-a-service 
offerings combined with a challenging 
economy, software vendors are keenly 
interested in keeping their customers' 
product licensure up-to-date. 

Good Reason 

In addition to maintaining compliance 
and avoiding costly copyright infringe- 
ment penalties, organizations have another 
significant reason to track and manage 
their software licenses: the cost of being 
over-licensed. 

When purchased software remains 
unused on a system, or is not installed to 
begin with, the losses can range from hun- 
dreds to hundreds of thousands, depending 
on the size of the company. 

Regular internal software audits can 
reveal actual software usage patterns 
and provide savings by either rene- 
gotiating licensing and maintenance 
agreements or terminating contracts on 
unused products altogether. 

Moving Targets 

Due to a multitude of licensing models, 
types of software inventory solutions, and 
IT resources, especially in smaller orga- 
nizations, software inventory is often dif- 
ficult to manage. 

While the most common type of soft- 
ware license is OEM-bundled with hard- 
ware, such as purchasing a desktop with 
an installed operating system and basic 
business software (document, spread- 
sheet, database, Web browser, and email 
client), complex business applications, 
virtual environments, and the migration 
to cloud computing are rapidly chang- 
ing the way software and applications 
are purchased. Gone are the days where 
IT departments have boxes, filing cabi- 
nets, and closets packed with discs 
and documentation. 

Even more challenging than man- 
aging software that has been purchased 
and downloaded from a network or the 
Internet is managing licensed Web-based 
applications with no client software at all. 

Tracking usage-based licensing is a mov- 
ing target for most organizations today. 
Unless the vendor provides some type of 
user tracking, organizations have no way 
to really know how much the application is 
being used by their employees. 

However, it's not just end users with a 
need to manage and track software licen- 
sure and usage. 



Key Points 



License tracking and management reduc- 
es the chance of fines and penalties from 
unlicensed software. 

Enterprises can save money by not pay- 
ing for unused licenses. 

Experts expect the market to shift toward 
a more pay-as-you-go licensing model as 
cloud computing becomes more prevalent. 



Randy Littleson, senior vice president 
of marketing at Flexera (www.flexera 
software.com), reasons that more soft- 
ware customers are moving to the cloud 
as providers develop new and innova- 
tive sales and licensing models. "Amazon 
I now 'rents' Oracle database usage by the 
hour," Littleson says. "That means that 
companies can only pay for the product 
when they are actually using it." 

This type of licensing/sales model 
may give companies precision control 
over software usage, leaving the onus to 
the vendor. 

Software Tracking Software 

For smaller companies, a spreadsheet 
may be perfectly acceptable for manag- 
ing software inventory, but as networks 
and computing environments become 
more distributed and complex, automat- 
ed systems enable companies to keep 
accurate and up-to-date pictures of their 
licensing compliance. 

It's one thing to understand which soft- 
ware has a current license, but to pre- 
cisely reflect the financial investment in 
purchased software, manual tracking can 
only record what has been purchased and 
installed — not what resides idle on sys- 
tems or, worse, sits on a shelf uninstalled. 

Manual tracking systems also com- 
monly fall victim to not being performed 
regularly; are difficult at best in dis- 
tributed, virtual, and multicore envi- 
ronments; and are subject to plain old 
human error. Additionally, some ven- 
dors may actually require proprietary 
metering applications to be used in con- 
junction with the purchase and installa- 
tion of their software. 

A good software tracking and man- 
agement program provides a number 
of benefits. Primarily, the reduction of 
risk from being over- or under-licensed 
can provide significant financial savings. 



For example, when Lynn Barbour, con- 
figuration and asset manager at Medavie 
Blue Cross, was tasked with audit- 
ing an inventory of software licenses 
throughout the Canadian health insur- 
ance company with 11 nationwide offic- 
es, 250 servers, 1,800 desktops, and an 
IT staff of nearly 200, she saved the 
organization more than $400,000 in 
potential fines for unlicensed software 
with the information she discovered. 
Barbour says that the use of tracking 
software at Medavie Blue Cross has paid 
for itself tenfold. 

Automated tracking systems also deliv- 
er centralized management, especially in 
large, distributed environments, and often 
include additional functionalities such as 
standardized images, security audit capa- 
bilities, and granular control over unau- 
thorized software installation. 

Smart Sliopping 

Even without an automated software 
tracking and management solution, the 
key to keeping control over software 
assets begins with the initial purchase. 
With the variety of software licensing 
models today, there are a number of ques- 
tions to ask, such as whether the software 
is licensed on a per-user or per-installation 
basis and how total users compares to con- 
current users. 

Some applications offer full and limited 
licensing. For example, 10 employees may 
need full access to all the functionality of 
a corporate ERP or CRM system, while 
everyone else, such as a sales force, may 
only need to view information contained 
in the system. 

In its "Software Price and Licensing 
Trends for 2011" report, Forrester 
Research expects significant chang- 
es to software licensing and pricing. 
"Increasing tension between vendors' 
insatiable demands for revenue and 
buyers' pressing need to cut non-value- 
adding maintenance expense, coupled 
with technology changes such as cloud 
and mobility, will force publishers to 
update some long-standing policies," 
the report says. Forrester expects to 
see traditional licensing models morph 
into pay-as-you-use, SaaS, open-source, 
and advertising-based structures, which 
means that organizations would be best 
served by instituting an established 
method for tracking and maintaining 
their software licenses. Q 



One Machine, Multiple Licenses 

With the advent of virtualized environments and multicore systems, software vendors have adjust- 
ed their licensing requisites to monetize their products. Either from ignorance or an effort to save a 
few bucks, many businesses have been rudely awakened by software audits that reveal a lack of 
compliance (and a bevy of fines) due to virtual machines and advanced processors. 

Be aware that many software vendors now bind their licenses to individual virtual machines just 
as with traditional software licensing based upon hardware. 

Similarly, multicore systems are being treated as multiple machines, thus necessitating addi- 
tional licenses. 
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The Evolution of IT 



Supports Intel® Xeon® processor 7500 
and E7-8800/4800 product families 
(Up to 80 cores per system) 

Intel® 7500 Chipsets and 751 Scalable 
Memory Buffers 



Supports up to 2TB* ECC Reg. DDR3 
in 64 DIMMs 

Onboard 6Gb/s SAS (SAS 2.0) with 
hardware RAID (X8QB6-F) 

Up to 2800W/3200W Redundant 
Gold/Platinum Level High-Efficiency 
Power Supplies with I'C & PMBus 



Integrated IPMI 2.0 Management + KVM with 
Dedicated LAN 

UP to 1 0x PCI-E 2.0 Slots for GPU Application 

Dual LAN with Intel® 82576 Gigabit 
Ethernet Controller 

Up to 24x 2.5" hot-swap SAS/SATA 
HDD/SSD devices 

Enterprise mission-critical applications, 
e-Commerce, virtualization, graphics, 
super-high computing performance 



' Please check'Tested Memory Lisf'on Supermicro website for compatibility 
Features may vary by model. 
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AMAX 

1-800-800-6328 
www.amax.com 



Arrow Electronics 

1-888-427.2250 
www.arrownacp.com 



ASI 

1-600-2000-ASI 
www.asipartner.com 



Bell Micro 

1-800-232-9920 
www.belImicro.com 



Ingram Micro 

1 -800-456-8000 
www.ingrammicro.com 



MA LABS 

1-408-941-0808 
www.malabs.com 



Synnex 

1-800-756-5974 
www.synnex.com 



Tech Data 

1-800-237-8931 
www.tecliilata.com 



www.supermicro.com 



eSuper Micro Computer, Inc. Specifications subject to change without notice. Intel, the Intel logo, Xeon, and Xeon inside, are trademarks or registered trademarks of Intel Corporation in the US 
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Mobility Options & 
How To Worl( Witli Tliem 

What challenges do you face with a 
mobile workforce, and how do you over- 
come them? We offer some tips from 
experts in the field. 



iVIobile Worl(force 
Challenges | 26 

■ As mobile tech- 
m^^' ^ nologies con- 
' tinue along their 
'^^) lightning-quick 
evolutionary path, 
the enterprise work- 
force Is becoming increas- 
ingly remote, in turn dropping significant 
demands on IT personnel charged with 
managing this new breed of employee. 




Make Tablets Work For Your 
Mobile Strategy |27 

■ Although tablet computers are similar 
to laptops, there are significant enough 
differences between the two to make 
tablets a unique challenge In 
an IT environment. 




Harness The Power 
Of Notebooks | 28 

■ Although tablets and smartphones 
get more headline-grabbing attention, 
the conventional notebook form factor 
remains a fundamental pillar of enter- 
prise productivity. 



The Smartphone Is 
The New PC | 29 

■ In order to deal 
with the 

radical _ ^ 
and rapid 
shift toward 
using smartphones 
as a major communi- 
cations device, IT depart- 
ments are making some 
big changes to their smartphone policies. 




Mobile Workforce 
Challenges 



Launching A Mobile Workforce 
Brings Complexity To The Table 



by Christian Perry 

If you're seeking an example of mod- 
ern chaos, look no further than today's 
enterprise, where workers once held in 
check by four walls now can roam freely 
almost anywhere around the globe. As 
mobile technologies continue along their 
lightning-quick evolutionary path, the 
enterprise workforce is becoming increas- 
ingly remote, in turn dropping significant 
demands on IT personnel charged with 
managing this new breed of employee. 

"Given where we were a dozen years 
ago and where we are today, all projec- 
tions continue to point in the direction of 
steep and continued growth in terms of 
the success of the remote workforce," says 
Rich Sadowski, vice president of solu- 
tion engineering for Alpine Access (www 
.alpineaccess.com). "Remote workforces 
have proven to increase production, lower 
cost, and increase a business' agility to 
maneuver securely through rapidly chang- 
ing market envirorunents." 



Key Points 



Organizations need to understand the secu- 
rity risks behind both the devices and the 
technologies deployed in their mobile rollout. 

The successful deployment of a mobile work- 
force rides heavily on the ability to maintain 
the quality of mobile communications. 

Identifying effective mobile workers can 
be difficult because top office workers 
don't always duplicate that success in 
remote environments. 



Mobility is not only here to stay, but it 
stands to consume perpetually larger por- 
tions of the enterprise landscape over the 
coming years. Whereas employees will 
inevitably grow more comfortable with 
the technologies, IT managers can't afford 
to take a laid-back approach to this shift- 
ing landscape. Anticipating the challenges 
around a mobile workforce is no easy task, 
but it will help to prepare IT organizations 
for the coming storm. 

Ensuring Security 

The largest challenge presented by a 
mobile workforce is securing an environ- 
ment that literally has no bounds. Accord- 
ing to Jeremy Allen, principal consultant 
with Intrepidus Group, enterprises need to 




understand their 
overall exposure 
and their risk when 
developing a mobile work- 
force. Within this venture 
are security subplots that can 
play out with blinding speed, 
so it's essential that organiza- 
tions get a grasp on what assets 
need to be protected and what 
risks exist with mobile device 
rollouts and the implementation 
of mobile technologies. 

"This requires a 
blend of strate- 
gic and tacti- 
cal vision that 
can only be 
obtained with 
high levels of 
support that 
cut across an 
organization as 
they try to gauge 

the risk and begin deploying mobile devices 
and enabling technology," Allen says. "On 
the general IT side, aU of these technologies 
are new, require new skill sets to administer, 
and must be effectively supported to gain 
user acceptance. More hardware is needed 
everywhere. Wi-Fi networks strain under the 
burden of new devices." 

Enterprises deploying mobile work- 
forces might think they can retain 
control by limiting the devices their 
employees use, but that's becoming a 
losing battle. Workers want to use their 
own devices and match them to the 
function required for their jobs, includ- 
ing email, appointment making, and 
others, says Grant Ho, director of end- 
user solution and product marketing for 
Novell (www.novell.com). Eventually, 
he adds, the concept of the "company- 
approved" smartphone, tablet, or other 
device will become less relevant. 

Challenge Assortment 

Once a rare undertaking, developing and maintaining a mobile workforce is now common for today's forward-thinking enterprises. Recognizing the 
myriad challenges with the task is key to a successful mobile environment, and Rich Sadowski, vice president of solution engineering for Alpine 
Access (www.alpineaccess.com), outlines several of those challenges here. 

• Designing and implementing technological solutions that proliferate throughout the entire organization and link your business and people 
together — including both your central workforce and your remote virtual workforce. 

• Providing the necessary security for both remote workers and centralized (or nondistributed) end users, and ensuring that the distributed 
workforce has access to the same tools and technologies needed by everyone on a day-to-day basis. 

• Addressing a workforce composed largely of workers more comfortable with technologies such as instant messaging, chat, texting, IP-based video- 
conferencing, and social networking than they are with traditional face-to-face meetings, phone conversations, or email threads. 



"Enterprise data and ser- 
vices will need to coexist 
with personal data and 
services," Ho says. 
'This presents a 
variety of chal- 
lenges rang- 
ing from the legality of who owns what 
digital content, how it's secured — you 
must find a way to secure enterprise data 
independently from personal data — and 
how tools like the remote wipe function 
help protect against breaches and leaks." 

Knowing Your Worlcforce 

Even when security is under control, 
enterprises still need to hope the mobile 
concept as a whole is a viable work- 
force strategy for its business. A constant 
challenge is maintaining the quality of 
communications and confidence that the 
mobile team is working efficiently, 
explains Mark Faust, president of Echelon 
Management International. For example, 
he notes that employees tend to come to 
work more prepared and decently dressed 
(and groomed) when they know they 
might have an early videoconference with 
their boss or client. Due to the remote 



nature of mobile workforces, Faust says 
that constant communication is key to 
deal with challenges emerging from this 
physical disconnect. 

Sadowski notes that another big chal- 
lenge is hiring the right people to best 
match distributed workforce needs. Too 
often, he says, organizations succumb to 
the temptation and simplicity of sending 
their top office workers home with a PC 
and VPN client, but they often discover 
that the best office workers aren't nec- 
essarily the best remote workers. As 
such, organizations face the task of 
identifying characteristics in employ- 
ees that satisfy both remote work envi- 
ronments and the requirements 
of the position itself. 

"Another often-overlooked 
requirement is the business 
processes and policies that are 
needed to support a distrib- 
uted environment," Sadowski 
says. "This includes review- 
ing and updating both your 
existing procedures, such as a 
help desk support procedure, 
and new policies, such as a work 
area policy, for at-home or distrib- 
uted workers." 

Tlie Road Aliead 

Big challenges around mobile work- 
forces are here now, but whether they 
subside as organizations get more expe- 
rience with these environments remains 
to be seen. Novell's Grant Ho says it 
won't be long before service expectations 
placed on mobile devices will generally 
outstrip delivery on those expectations. 
For example, when workers first had 
access to email on their mobile phones, 
they next expected office applications, 
and it wasn't long before they expected 
mainframe access, he notes. But some 
experts point to easier times ahead as 
mobile technologies become a standard 
fixture in enterprise environments. 

"As organizations begin to wrap their 
arms around these technologies, they will 
become integrated with existing support 
systems and IT infrastructure," Allen says. 
"It will become just another IT system with 
all of the risks sorted and filed away and 
all of the interesting choices about, 'Can 
mobile device X leave our building with 
data Y if risk mitigation Z is in place?' 
These variables will, hopefully, get filled 
in — with careful consideration and guid- 
ance — and it will become normal." Q 
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Make Tablets Work For 
Your Mobile Strategy 

It's Possible To Bring Tablet Computing Into The Enterprise Safely & Efficiently 



by Elizabeth Millard 

Although tablet computers are simi- 
lar to laptops, there are significant enough 
differences between the two to make tablets 
a unique challenge in an IT environment. 
Usage policies, security, monitoring, and 
support need to be tweaked to accommodate 
the devices. Here are some insights on how 
to bring tablet computing into the IT mix. 



Key Points 



Understand the key differences between 
tablets and laptops; often, tablets are 
employee-owned devices and come with 
challenges in terms of policy enforcement. 

Software management and patch man- 
agement can be a concern with tablets 
because they don't have the same type of 
release updates and patches utilized by 
laptops and desktops. 

Create a list of approved and vetted 
applications in order to control what's 
being downloaded. 



Laptop vs. Tablet 

In working with tablet computing, it's cru- 
cial to understand the differences between 
laptops and tablets, notes Nicholas Arvanitis, 
principal security consultant at Dimension 
Data (www.dimensiondata.com). The pri- 
mary consideration when it comes to tablets 
is that the devices are often employee-owned 
and therefore are often unmanaged endpoints. 

"By default, corporate IT cannot lock these 
devices down to the level that laptops can be, 
and existing centralized management tools do 
not address these devices," he says. "Thus, 
they may introduce separate administration 
concerns and require separate management 
solutions, impacting existing IT resources." 

Established authentication routines may not 
be supported by the mobUe devices, he adds, 
so a compromise needs to be struck in many 
cases, which can potentially weaken the 
organization's security efforts. 

Another major difference is software 
management and patch management, 
Arvanitis notes. With traditional lap- 
top devices, software vendors release 
updates and patches incrementally and, 
in many cases, within regular recur- 
ring timeframes. Organizations tend 
to have mature processes and tools 
in place for patching traditional com- 
puting platforms. Devices such as 
tablets often have much larger windows 
of time between releases, resulting in 
more risk and vulnerability. 

Tablets also have less comput 
ing power, more difficult heat 
dispersion, fewer network- 
ing options, and limited stor- 
age capabilities, according to 
Rob Shaughnessy, CTO of 
Circadence (www.circadence 
.com). He adds that tablets are also 
more limited in their ability to connect 
to peripheral devices and have limited 
physical interface options. 



Management Strategies 

Although the issues that crop up with tab- 
lets may make enterprises wary of using 
them, there are ways to make sure that they 
can be utilized at an SME effectively. 

Once the determination is made to allow 
tablets (see the "Choosing Tablets" sidebar 
for more information), the organization must 
consider a combination of existing solutions 
and management tools, similar to those seen 
with smartphone support, Arvanitis says. 

"The enterprise can determine which 
platforms and devices provide them with 
the most appropriate solution in terms of 
their requirements, from a usability and 
security and management perspective, and 
determine the supported platforms and 
devices accordingly," he says. 

Much like other mobile devices, tablets 
benefit from standardization, Shaughnessy 
notes. Although the devices are largely 
employee-owned, creating a list of accept- 
able devices will help an IT department to 
have better control over security, support, 
and customization. 

"As the deployments of tablet platforms 
become larger and more widespread, enter- 
prises will need to bring end-user focus and 
expectations back to a work-centric point, 
standardizing on platforms that can most 
effectively be brought into the overall enter- 
prise management plan," he says. 

He adds that because of the specific com- 
puting power, VPN, and heat dissipation 
needs of tablets, enterprises should also incor- 
porate network optimization and connectivity 
planning from the beginning of their tablet 
deployments. Shaughnessy notes that tablets 
have several challenges when it comes to 
connecting to enterprise networks securely. 

"Effective connectivity will require using 
a tablet that can run multiple applications 
simultaneously, allowing VPNs to run in 
the background," he says. Network applica- 
tion performance can be improved through 
WAN optimization, he says, but to be most 
effective, the optimization client will need 
to reside on the tablet. 




Choosing Tablets 

Is tablet computing right for your enterprise? 
Nicholas Arvanitis, principal security consultant 
at Dimension Data (www.dimensiondata.com), 
offers the following tips for choosing whether to 
bring tablets into your technology mix: 

• Consult with legal counsel and privacy 
officers to determine the implications of any 
controls that the enterprise wishes to exert 
on employee-owned devices or on per- 
sonal data stored on these devices. 

• Consider the various business use 
cases for tablets; some users may 
require more access to applications and 
resources than others based on their 
role within the organization. 

• Map out data flows based on the systems 
and data access requirements; this will 
help to design appropriate policies and pro- 
cedures to protect tablet-based data. 

• Examine existing policies, procedures, and 
guidelines to see if they need to be updated 
or created to specifically address tablets. 

• Determine whether the enterprise has the 
right amount of technology support exper- 
tise to enforce policies and do repairs. 

• Look at whether existing monitoring tools 
can extend to tablets; in many cases, this 
tends to be an issue. 

• Assess the robustness of wireless net- 
works and quality of service to determine 
the impact of extending unified and 
converged communications solutions to 
these endpoints. 

Lock Down 

Applications are the most significant secu- 
rity risk when considering tablet devices, 
according to Arvanitis. He notes that a key 
change between traditional endpoint devices 
and mobile devices such as tablets is that in 
mobile computing, the IT department no lon- 
ger controls deployment and configuration of 
applications. Instead, this decision is made by 
the tablet user. 

When users buy applications from mobile 
app stores, they usually install them 
without consulting the IT department. 
"This is a pronounced shift for 
corporate technology and security 
departments that are accustomed 
to mandating and controlling 
the software that can be installed 
on endpoints, often having per- 
formed risk and technical assess- 
ments on such software before 
approving it for corporate use," 
Arvanitis says. 

The organization should exercise 
tight control over the apps permitted if the 
enterprise is in a higher-risk environment, he 
adds, but in less stringent environments, the 
IT department should at least provide a list of 
approved and vetted applications. 

Creating usage policies specific 
to tablets, making sure the devic- 
es are updated on a regular 
schedule, and watching how 
tablets affect the network are 
other ways to ensure that secu- 
rity risks are minimized. Q 



Federal Government 
Aims To Consolidate 
800 Data Centers 
By 2015 

The U.S. government announced plans to 
consolidate 800 data centers by 201 5. The 
goal could cut the federal government's IT 
budget by 24%, resulting in $18.8 billion of 
savings per year, according to a survey con- 
ducted by NetApp and IVIeriTalk. Even though 
800 may seem like a large number, the gov- 
ernment has already gotten the consolidation 
process underway. 

"While 800 data centers closed by 201 5 is an 
aggressive goal, the federal government has 
already targeted 137 data centers to close 
by the end of the year," says Mark Weber, 
NetApp president of the U.S. Public Sector. 

Not Always Popular 

The idea of governmental data center con- 
solidation hasn't always been popular. Even 
as recently as last year many government 
agencies didn't agree with consolidation 
and were worried that it would result in the 
loss of jobs, according to Weber. It was only 
recently that agencies started showing more 
support and realizing the potential for sav- 
ings. But Weber says that there are many 
challenges still ahead, and if the government 
wants to reach its goal of 800 data centers 
by 2015, it will need to start "working from 
the same rulebook." 




"Agencies can meet their goals if they 
standardize, agree on metrics that matter 
the most, carefully consider all the costs, 
and fund the mandate to get the savings," 
Weber says. 

According to the sun/ey, agencies need to 
agree on the definition of the term data cen- 
ter; start keeping track of the infrastructure 
and resources in their data centers, such 
as servers and network bandwidth; and use 
metrics to decide how large their data cen- 
ters really need to be. The savings from this 
consolidation can then be used to fund more 
cost-effective programs involving cloud com- 
puting and other emerging technologies. 

Weber says that data center consolidation 
is a popular movement in many other indus- 
tries and that the federal government is lag- 
ging behind a bit. One of the most important 
reasons to consolidate is to keep up with 
technology and ensure that resources are 
being used efficiently as technology contin- 
ues to evolve. 

"Think of how large a computer was in 1 960; 
it took up a whole room," Weber says. "Now, 
you can get the same, if not more, computing 
power in a smartphone. The trend, in data 
centers and elsewhere, will continue to be 
more power for less space." 

by Josh Compton 
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I SMBs Riding Ttie Cloud 

SMBs plan to pump $49 billion into cloud 
services in 2015, which is about twice what 
they spend today. AMI Partners' study polled 
513 U.S. businesses with fewer than 1,000 
employees. According to AMI's analysts, bet- 
ter broadband access, lighter applications, 
and the appeal of cloud services on a pay-as- 
you-go basis are all factors contributing to the 
spending increase. The study also found that 
10% of the average organization's IT budget 
is earmarked for cloud services. By 2015, 
15% of the budget will go to the cloud. 

I VIVIware Buying Stiavlik 

After a successful couple of years with a 
joint project called VIVIware GO, VMware has 
agreed to purchase partner company Shavlil< 
Technologies by the end of the quarter. 
Shavlik provides SIVIBs with IT management 
tools, both onsite and in the cloud. Together 
with VIVIware, Shavlik developed VMware GO 
to make it easier for SMBs to make the transi- 
tion to the virtualized and cloud business mod- 
els via installation of VMware vSphere. Neither 
company disclosed the terms of the deal. 

I IT Employment Regains 
Recession Losses 

For the first time in more than three years, 
analysts say, IT employment has surpassed 
the November 2008 4 million high point. The 
ongoing recession has been tough on IT 
workers, with older women being especially 
hard-hit: The unemployment rate for women 
in IT age 55 and above was more than 
9% last year. Now, though, says industry 
group TechServe Alliance, figures show that 
demand for IT professionals is "very strong" 
and has in fact increased steadily for the past 
16 months. Note, though, that impending 
Cisco layoffs and slumping HP revenue could 
offset some of these gains. 

I Researchers: 

Data Center Outages Costly 

A study by the Ponemon Institute analyzed 
costs associated with downtime at 41 data 
centers across varying industry segments 
and reported that data center outages end up 
costing a whopping $5,600 per minute. Total 
outages are common, occurring once a year 
on average, and device-level outages occur 
about every two months. Given that the aver- 
age downtime is about 90 minutes, a typical 
data center outage ends up costing more 
than $500,000. Those figures skyrocket for 
enterprises that rely on their data centers to 
deliver services directly to customers, reach- 
ing average per-incident total costs of more 
than $1 million, or about $1 1 ,000 per minute. 




I SAP Patent Case Settled 

A federal jury has ordered SAP to pay Versata 
Software $345 million in damages for infring- 
ing on patents related to pricing technology. 
The judgment included $260 million for lost 
profits and $85 million for royalties. Versata had 
already been awarded $139 million from SAP in 
2009, but earlier this year a judge reversed the 
ruling. With the new decision, however, an even 
larger fine may be levied on SAP. In a state- 
ment, SAP expressed its disappointment over 
this "complex case" and pledged that it would 
consider all legal options, including appeal. 
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Harness The Power 
Of Notebooks 

Laptops Are The Workhorses Of Your Mobile Device Strategy 



by Carmi Levy 
• ■ • 

In today's increasingly mobile work- 
place, the devices employees use can have 
a drastic impact on how productive they 
are while working beyond the enterprise 
walls — whether from home, on the road, or 
in another country. 

To keep pace with road warriors, mobile 
devices are growing more sophisticated by 
the day. Tablets such as Apple's iPad are 
finding their way into the enterprise, and 
smartphones can handle a surprising num- 
ber of business functions. "We're starting 
to see real breakthroughs in mobilizing the 
enterprise," says Marc Faucher, a member 
of the BlackBerry Partners Fund (www 
.blackberrypartnersfund.com). "It's an 
exciting time, as this is transforming how 
people live and work." 

Although tablets and smartphones get 
more headline-grabbing attention, the con- 
ventional notebook form factor remains a 
fundamental pillar of enterprise produc 
tivity. They're a little heftier than some 
of the more lightweight devices offered 
today, but notebooks pack a lot of 
functionality and portability into 
a form factor that's large enough 
to feel like a full-sized comput- 
er but small enough to take 
with you on a business trip. 

Here are a few things to 
consider as you integrate note- 
books into your mobile strategy. 

The Case 
For Notebooks 

Although tablets 
are rapidly gain- 
ing popularity, 
key differences 
in form factor, 
software avail- 
ability, and com- 
patibility ensure the new touchscreen 
devices will remain complements to — 
and not replacements for — more tradi- 
tional computing devices. 

No other currently available form factor 
offers the typical notebook's combination 
of portability and sheer capability. With 
full-sized keyboards; mature operating 
systems; larger, higher-resolution screens; 
and baked-in compatibility with enterprise 
applications, laptops are the tool of choice 
for high-volume content creation and man- 
agement work both on the road and in the 



office. Instead of forming the losing end 
of an either/or purchase decision, laptops 
will define the core of a multidevice strat- 
egy that matches each machine type's key 
strengths to the end user's particular needs 
at a particular time. Tablets won't replace 
laptops outright because they represent a 
fundamentally different set of capabilities. 

Notebooks also enjoy a greater variety 
of software choices, such as full-featured 
productivity suites, than their touchscreen 
counterparts, and physical media support 
is plentiful, meaning data can easily be 
moved on and off the device. 

Given all this functionality, it may make 
sense to buy notebooks even if employees 
never travel. As the desktop computer grad- 
ually loses ground — desktops represented 
45% of PC unit sales in 2008, but that share 
is expected to drop to 18% by 2015, accord- 
ing to Forrester — and notebooks become 
more and more affordable, notebooks are 
becoming an increasingly appeal- 
ing in-office choice, as well. 

Using laptop 



Key Points 



Notebook PCs will remain the backbone of 
enterprise client productivity for some time to 
come. Their large screens, keyboards, and 
full-power hardware specs make them ideal 
for high-volume content creation work. 

Secure computing solutions such as 
VPNs and encrypted keys can ensure 
consistently high levels of client-side 
security for road warrior notebook users. 

Employee-owned notebooks place greater 
pressure on IT to support heterogeneous 
client environments. Mobile-aware man- 
agement software can help administrators 
maintain control over the additional risk and 
complexity without busting the budget. 




docks connect- 
ed to traditional moni- 
^ tors and keyboards, well-equipped 
laptops become almost indistin- 
guishable from desktop PCs, offering in- 
office mobility, work-at-home flexibility, 
and consistent platform support. 

Security & Management 
Remain Concerns 

IT has faced two basic challenges since the 
very first time employees began using lap- 
tops: security and management. Notebooks 
were the first machines that allowed corpo- 
rate work to physically take place outside the 
firewall. Securing data in motion and on the 
machines themselves is crucial. 



A Complementary Strategy 



Laptops have a lot to offer the enterprise user, but it's also important to know when to take your 
notebook with you and when to leave it at the office in favor of a smaller device. 

"For lightweight uses — like checking inventory, simple messaging, or basic reporting — where I/O is 
very limited and the applications are optimized for consumption, the tablet is the preferred choice," 
says Marc Faucher, a member of the BlackBerry Partners Fund (www.blackberrypartnersfund.com). 

Faucher says he uses notebooks, tablets, and smartphones in a complementary manner and 
recommends enterprise buyers consider a similar approach. 

If I go away for the day, I may take my tablet," he says. "If I go away for more than a day, I never 
leave my PC behind." 



"A VPN is ideal — enabling a secure point 
of entry onto the network," says Michelle 
Warren, president of MW Research & 
Consulting. "Alternatives for companies 
looking to tighten security for mobile 
users include security layered USB keys 
for employees who might work on mul- 
tiple devices and on devices not issued by 
the organization." 

In today's diverse mobile workforce, 
then, the complementary evolution of tab- 
lets, smartphones, and laptops is driv- 
ing growing interest in converged 
MDM (mobile device management) 
solutions. Instead of securing and 
managing each class of device sepa- 
rately, consolidated platforms place aU 
mobile devices and solutions under one 
consistent toolset. Beyond reducing cost 
and complexity, this approach prepares IT 
for increasingly diverse support needs. 

Beyond tools, IT should also ensure note- 
books aren't just handed out to employees. 
Mobile-specific training can reinforce busi- 
ness-appropriate behaviors, while acceptable 
use guidelines and policies can minimize the 
potential for human-caused data exposure. 

Bring Your Own 

The trend toward employees using 
their own hardware — including note- 
books — to connect to organizational 
technology infrastructure opens up a 
whole new world of risk for IT. 

"It used to be that organizations would 
standardize on one platform," Warren 
says. "This makes sense from a variety 
of options, not excluding streamlining 
IT management, which, as we know, can 
be a complicated process." 

She continues, "Now, however, employees 
try to bring — and in many cases succeed in 
connecting — ^their own devices into the net- 
work. This is a game-changer for IT." 

BlackBerry Partners Fund's Faucher says 
the transition from IT issuing standard- 
deployed notebooks and related devices to 
supporting employee-purchased equipment 
"is creating a lot more headaches for some 
than for others." 

Warren recommends using management 
consoles to rein in mobile users regardless 
of who issues or owns the hardware. B 
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The Smartphone 
Is The New PC 

As The Post-PC Era Begins, IT Departments 
Are Revisiting Their Smartphone Policies 




by Cynthia Harvey 

Today, more consumers buy smart- 
phones than buy PCs. According to 
researchers at Canalys, companies sold 
101 million smartphones in the first quar- 
ter of 2011. By comparison, Gartner says 
that manufacturers shipped just 84.3 mil- 
lion PCs during the same time. 

This isn't just a consumer trend, either; 
enterprise workers are also becom- 
ing more inclined 
to use their 
smartphones 
as their 
primary 
computing 
device. (See 
the "Smartphones 
Find Favor With 
Workers" sidebar for 
more information.) 

"Companies are real 
izing that mobile is going to be the 
primary computing platform that their end 
users use," says Ojas Rege, vice presi- 
dent of products and marketing at mobil- 
ity management vendor Mobilelron (www 
.mobileiron.com). "It will be the first place 
that their end users go to do stuff, and it's 
only if they can't do it there that they'll go 
somewhere else." 

In order to deal with this radical and rapid 
shift, IT departments are making some 
big changes to their smartphone policies. 
They're giving users more platform and 
device options, they're allowing workers to 
use personal devices for work, and they're 
taking a new approach to mobile apps. 

Freedom Of Choice 

As recently as two years ago, it was 
common for enterprises to limit their employ- 
ees to a single smartphone platform — usu- 
ally BlackBerry. But the rise of iPhone and 
Android smartphones has changed that. 

David Heit, director of software product 
strategy for BlackBerry maker RIM, notes 
that now people are having a say in what 
phones they use for business purposes. His 
observation is supported by an October 2010 

Smartphones Find 
Favor With Worl(ers 

A 201 1 survey by mobility vendor iPass asked 
worl<ers, "If you could use only one mobile 
device, what would be your mobile device of 
choice?" Nearly 50% of respondents picked 
their smartphones, with the other half divided 
between laptops and tablets. 



I Tablets 
I Laptops 
I Smartphones 



Source: "Mobile Workforce Report"; iPass; March 201 1 



Forrester Research report, which found that 
52% of enterprise users either selected their 
work phones independendy or got to choose 
from a list of approved devices. 



Key Points 



For many enterprise workers, their 
smartphones are now their primary 
computing devices. 

IVIany companies now allow employees to 
use iPhones and Android-based phones, 
and many allow employees to use personal 
devices for work. 

IT departments are using mobility man- 
agement solutions to secure and man- 
age smartphones, and they're improving 
worker productivity with mobile apps and 
enterprise app stores. 




"The catalyst has been the user," 
Rege says. "The reason that enterpris- 
es are adopting these new mobile 
platforms is not because [they 
had] a strategy for mobile 
[devised in advance], . 
it's because users 
said T want an 

iPhone,' or T want an iPad,' and now they're 
saying T want an Android device.'" 

Workers are understandably enthusias- 
tic about having so many new platform and 
device options. But from an enterprise IT per- 
spective, platform proliferation creates a lot of 
headaches, particularly related to security. In 
order to deal with the changes, many compa- 
nies are investigating or investing in mobility 
management solutions that wiU allow them to 
secure and manage smartphones from a vari- 
ety of different platforms. 

"BYOD" 

The platform proliferation trend is closely 
related to another growing phenomenon — 
BYOD, or "Bring Your Own Device" poli- 
cies. An ever-increasing number of enter- 
prises are allowing workers to connect their 
personal devices to corporate networks. 

Rege explains that these setups often 
result in a win- win situation: "It's great for 
the organization because I don't have to 
buy those devices anymore, and users are 
also happy," he says, because they get the 
technology they want and they only have to 
carry one phone, instead of a work phone 
and a personal phone. 

According to iPass, companies spend 
an average of $120 per month per user 
on mobility-related expenses. Being able 
to offload some of those hardware or net- 
work access costs to the employee can 
have a big financial impact. 

In addition, BYOD policies can also alle- 
viate some liability concerns and costs. 
Rege says that many enterprises "feel that 



they have quite a bit of liability for what 
the user does on a corporate-owned device, 
even outside of work. . . . But many com- 
panies are saying that if it's your device, 
then I, the company, am not liable for what 
you do with non-enterprise applications." 
He adds, "That has huge positive ramifica- 
tions for the company because it reduces 
overall liability; it also dramatically reduces 
their compliance and audit costs." 

Good Apps vs. Bad Apps 

The rise of smartphones is also causing 
companies to shift their 
approaches to appli- 
cations. Rege says 
that IT departments 
have two core issues 
related to apps: 
"They've got to keep 
the bad apps out, and 
they've got to figure out 
how to keep the good 
apps in." 

Companies 
are addressing 
rogue or "bad" 
apps by setting 
policies regard- 
ing what types 
of apps users can 
download and then 
enforcing those pol- 
icies with a mobility management solution. 
Most companies with BYOD policies don't 
block all games and entertainment apps, 
but they often block apps that attempt to 
access certain types of data on the phone. 
For example, a company might block all 
apps that attempt to access a user' s contact 
list or email. 

On the flip side, enterprises are also work- 
ing to create more "good" apps and to deliver 
them to their customers. Instead of building 
applications for the desktop, they're focusing 
on building apps for smartphones. As a result, 
hiring has ticked up for mobile developers, 
and a growing number of enterprises are cre- 
ating their own enterprise app stores to ease 
deployment of corporate apps. 

What Should You Be Doing? 

Experts say IT departments shouldn't try 
to fight the trends toward platform prolif- 
eration and the use of personal smartphones 
for work. Instead, they should investigate 
mobility management solutions that allow 
them to enforce policies such as password 
protection, encryption, remote data wip- 
ing, and rogue app blocking. They should 
also be developing mobile apps that help 
workers become more productive, and they 
should consider pushing those apps out to 
users via an enterprise app store. 

"If you look at those IT departments 
that are truly going to be successful [with 
smartphones], it's going to be those that 
can secure the devices [and] automate 
their processes, but then really start inno- 
vating [with apps]," Rege says. 



Global Enterprise 
Servers Processed 
9.57 Zettabytes 
Of Data 




According to data from researchers at 
UC San Diego, the world's 27 million 
business servers processed almost 10 
zettabytes of information in 2008, or about 
9,570,000,000,000,000,000,000 bytes. 

Three scientists collaborated to assess work- 
load capacity estimates and server data flow 
statistics to create the report, titled "How Much 
Information? 2010: Report on Enterprise Serv- 
er Information." James E. Short, a research 
scientist at UC San Diego's School of Inter- 
national Relations and Pacific Studies, sen/ed 
as research director of the project; he was 
assisted by Chaitanya K. Baru, a scientist at 
the San Diego Supercomputer Center, and 
Roger E. Bohn, director of UC San Diego's 
Global Information Industry Center. 

According to the 2008 world totals, 3.18 bil- 
lion workers in the global workforce processed 
slightly more than STB of information per year, 
which amounts to 12GB of data per day. On 
average, globally, companies process 63TB of 
data annually. "Our analysis of server capac- 
ity trends tracks the popular interpretation of 
IVIoore's Law — namely, that the delivered price 
performance of server systems doubles roughly 
every 1 .5 to two years," Baru and Short say. 

Baru and Short say that two-thirds of the world's 
data was processed by entry-level, commodity 
servers costing less than $25,000 each, while 
midrange servers processed about 30% and 
high-end mainframe servers processed about 
5%. The report denotes server capacity as the 
"the ratio of dollars spent over dollars per mea- 
sured transactions per minute." 

Beyond The Galaxy 

If you think 9.57ZB of data is a hard number to 
grasp, consider that the study also estimated 
that total server workloads will double roughly 
every two years. This means servers could 
be processing enough data to stack enough 
4.8-centimeter-thick books (each book repre- 
sents 2.5IVIB of data) to reach Alpha Centauri, 
our closest neighboring star system In the Milky 
Way, which is 4.37 light-years away. 

When examining server loads in our own solar 
system, small business owners should remem- 
ber that this is only the baseline for what server 
processes will probably be able to handle. 

"Our results help confirm the magnitude of the 
'big data' challenges in industry today. Rapidly 
growing data volumes are a reality in today's 
corporate IT environments. All firms, and all 
sizes of firms, are being affected by these 
huge flows of data and stored data volumes," 
Baru and Short say. "Our numbers, while very 
large, may only be a 'floor' in estimating the 
magnitude of big data. The benchmarks we 
used— TPC-C, SpecWeb, and VMmark— likely 
underestimate the amount of information that 
will be processed in the future." 

The scientists concluded that large memory 
systems and shared-nothing database machines 
are of considerable importance for balancing 
the huge amounts of information that come from 
data-intensive computing applications. 

by Joanna Clay 
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Data Backup & Disaster Recovery 



Arkeia vStorage Virtual Appliance C2C ArchiveOne Enterprise 



^^^^ 



Arkeia's vStorage Virtual Appliance is a comprehensive 
backup and recovery tool for VMware vSphere 4 plat- 
forms and VIVIware Infrastructure 3. The virtual appliance 
includes Arkeia vStorage Backup Agent and can be 
rapidly deployed in and be used to back up any vSphere 
hypen/isor. Arkeia vStorage Backup Agent enables local 
and over-the-network backups to disk, tape, or to disk 
and then tape, and backup sets can be replicated locally 
or over a WAN. 

• Management through Arkeia's Web-based interface 

• VIVIware CBT (Changed Block Training) 

• vCenter integration, vApp support, and RDIVI (Raw 
Device Mapping) 

• Enables full, incremental, and differential backups 

• Includes one year of maintenance 

Best For: VMware vSphere environments. 



C2C's ArchiveOne Enterprise is designed to give 
Exchange administrators a simple yet sophisticated tool 
to improve the health of the email system and deliver 
greater efficiency of storage and unrivalled power to 
both live and archived data. ArchiveOne Enterprise is 
designed to remove all unwanted email and other data 
items from live Exchange sen/ers, enforce corporate 
e-policies, and search email with an unlimited scope. 
ArchiveOne Enterprise can be installed in about one 
hour, with little training needed. 

• Fully automated mailbox quota management 

• Advanced PST discovery and management 

• Extensive retention period controls 

• E-discovery for performing forensic searches 

Best For: Situations requiring sophisticated archiving, 
retention, e-discovery, and compliance with an easy 
learning curve for users. 



CommVaultSimpanaG 




CommVault Simpana 9 eliminates the need for a myriad of 
disparate point-level products; reduces costs; and is inher- 
ently flexible, efficient, scalable, and adaptable. The tool 
offers modern data management with a tightly integrated 
blend of snapshot management, replication, and persistent 
copies designed to be secure, deduplicated, managed, 
and accessible through a single, unified platform. Simpana 
9 can quickly create copies that are highly available by 
integrating and leveraging hardware array-based snapshot 
technologies and can move data efficiently to disk, tape, 
or cloud storage. Data can be easily recovered for disaster 
recovery, data mining, e-discovery, or compliance. 

• Massive virtualization performance and scalability 

• Efficient data deduplication for improved network trans- 
fer while cutting the backup window in half 

• Simplified licensing, administration, and management 

• Enhanced migration capabilities and services 

Best For: Companies that require significant control 
over data with optimal protection in a variety of stor- 
age environments. 



Nasuni Filer 
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The Nasuni Filer is a virtual NAS appliance that offers 
traditional NAS capabilities via the cloud. The Filer is 
designed to make file access, storage, and protection easy 
and inexpensive by removing costs associated with hard- 
ware. Features include the ability to monitor cache, man- 
age volumes and performance, and set file protections, 
and the Filer supports Active Directory, file encryption, 
deduplication, and synchronous snapshots. 

• Simple to set up and use 

• Ability to choose from a variety of different cloud provid- 
ers, including Amazon Web Services and Backspace 
Cloud 

• Easily scalable 

• Can be configured for primary or secondary storage 

Best For: Leveraging the cloud to store and protect the 
expanding file volumes offsite while retaining the local per- 
formance and functionality of an advanced NAS appliance. 



Quantum DXi4500 




Quantum's DXi4500 appliances are turnkey solutions 
that can be deployed seamlessly with all leading back- 
up software using a simple NAS interface. They are 
designed for rapid, seamless integration and maximum 
client performance without changes to existing backup 
architectures or potentially disruptive media server 
upgrades, unlike software-based deduplication. Each 
DXi4500 model includes support for remote replication, 
virtual environments, and Symantec's OpenStorage 
interface as standard features. 

• Data deduplication in an easily shared NAS device 

• Two preconfigured models with 2TB or 4TB 
usable capacity 

• Reduces typical disk capacity needs by 90% or more 
through deduplication 

Best For: SMBs and branch offices in distributed sites 
that are seeking an affordable disaster recovery solution. 



Quantum Scalar 140/180 




Quantum's Scalar i40 and 180 are intelligent tape librar- 
ies for small and medium-sized businesses and remote 
office environments of larger enterprises that are looking 
to save time and money spent on storage management. 
With embedded ILayer technology, the i40 and 180 pro- 
vide users with simpler tape management, fewer service 
calls, and market-leading investment protection through 
capacity-on-demand scalability. 

• Simplifies tasks, including initial setup, ongoing 
management, and adding capacity over time 

• Reduces library management time by 50% 

• The i40 scales from 25 to 40 slots, and the i80 scales 
from 50 to 80 slots with a software license 

Best For: SMBs and remote office environments. 



Product 



Description 



Product 



Description 



Price: $300 month to month; $250 with one-year prepay; 
$200 with two-year prepay 
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Processofs Product Spotlight highlights options available in key data center product categories, providing product information side-by-side for easy comparison. 

Compiled by Seth Colaner 



DataRecovery.com 



ESS Dofo Recovery 

www.datarecovery.com 




DataRecovery .corn's services are desigrned to be botti 
affordable and fast, wittn a range of data recovery options 
available for every budget and every data loss situation. 
DataRecovery.com can recover data from everything 
from a single hard drive to a RAID storage array. Ttie 
company has developed a strong reputation worldwide 
during its 12-year history, with a division focused on 
RAID, SAN, and NAS storage that is frequently used by 
Fortune 500 companies. 

• No data, no-charge guarantee 

• Supports every data storage medium, including tapes 
and servers 

• 24/7 and onsite services for critical situations 

• Different pricing and turnaround levels available 

Best For: Enterprises needing data recovered from 
virtually any failed system. 

Pricing: Starts at $500 for single drive recovery 



Idealstor Bantam 




The Idealstor Bantam is a removable disk backup system 
that combines the best of disk and tape by using 2.5-inch 
SATA disks as backup media, which can then be sent 
offsite for storage and disaster recovery. The Bantam is 
priced for SME budgets but has features that meet the 
needs of larger enterprises, as well. The system features 
data transfer rates of up to 480MBps and is bundled with 
iBac Data Protection Software from Idealstor. 

• Complete backup system offering up to 1TB of remov- 
able disk capacity 

• Disk capacities of 320GB, 500GB, 750GB, and 1TB 
currently available 

• Includes IBac 5.0 for native format backup and drag- 
and-drop restore with data deduplication 

• Bantam cartridges are housed in a rugged aluminum 
frame and are shock-proofed 

Best For: Replacing tape backup with a faster, larger, 
and more reliable backup media. 



InMage scout 6.0 



Create Failover Scenario 




InlVlage scout leverages the advantages of disk-based 
data protection to provide enterprises with application- 
aware recovery. InMage scout captures data changes in 
real time, performing local backup or remote replication. 
Version 6.0 provides support for all major enterprise 
platforms, can work across complex heterogeneous stor- 
age, and supports both synchronous and asynchronous 
protection so enterprises can choose the level of protec- 
tion that's best. 

• Elimination of backup windows (data is backed up to 
disk real-time 24/7) 

• Supports both Fibre Channel- and IP-based transports 

• Doesn't require storage virtualization or pass-through 
configurations 

• Zero and near-zero data loss protection support 

• Supports Windows, Linux, VMware, Solaris, AIX, Hyper- V, 
and XenServer 

Best For: Enterprises in need of a single product to 
manage complex storage environments. 



Spectra Logic Midrange T-Series 




The Spectra Logic T-series of tape libraries include the 
Spectra T200, T380, and T680, which are designed 
with scalability in mind. Built on the company's Tran- 
Scale architecture, the tape libraries feature inter- 
changeable components that make scaling up easier. 
With up to 2PB of storage capacity, the tape libraries 
also feature free encryption key management; media, 
drive, and library health monitoring; and partitioning 
and remote management. 

• Management via Web browser for easy operation 

• Built-in BlueScale AES 256-bit encryption and 
key management 

• Monitors its own drives, power supplies, controller, 
and robotics 

• Media Lifecycle Management and Certified Media 
tools detect media errors before they happen 

Best For: Midrange data centers. 



Spectra Logic T50e Tape Library 




The Spectra T50e tape library features 30 to 150TB of 
storage (thanks to LTO-5 tape storage technology) in 
a 4U rackmount system and supports transfer rates of 
up to 280MBps. Designed to offer enterprise-class fea- 
tures to the SME market, the T50e runs the BlueScale 
management interface and features free encryption key 
management; partitioning and remote management; and 
media, drive, and library health monitoring. 

• Management via Web browser for easy operation 

• Built-in BlueScale AES 256-bit encryption and key 
management 

• Monitors its own drives, power supplies, controller, 
and robotics 

• Media Lifecycle Management and Certified Media 
tools detect media errors before they happen 

Best For: SMEs and remote offices. 



TOLIS Group bruAPP 




The bruAPP™ backup appliance resolves the issues of 
configuration, installation, and compatibility faced when 
implementing a networked system backup strategy. 
Proven reliability, cost-effectiveness, scalability, and client 
system software agents available for all modern operating 
systems are delivered without the requirement for heavily 
experienced system/network administrative personnel. 
Tightly integrated hardware components, and the vener- 
able BRU™ software, provide backup and restore services 
independent of any server on the network. 1 U to 7U mod- 
els are available to provide D2T, D2D, and D2D2T opera- 
tions; up to 28TB of net RAID disk stage capacity (RAID 
5 + hot spare); and internal tape technology up to eight 
drives and 96 slots. 

• Enterprise-grade client/server backup services 

• Windows, Linux, and Mac OS X management consoles 

• Plug-and-play installation and intuitive operation 

• Totally self-contained using server-grade components 



Best For: Enterprises in need of a complete backup and 
restore appliance. 
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Disaster Recovery Essentials 

What Do You Want In Your Toolbox When Disaster Strikes? 



by Dan Heilman 

Just as most of us aren't as prepared 
for a tornado or earthquake as we should 
be, many data centers don't have the prop- 
er pieces in place to make up a sufficient 
DR (disaster recovery) plan. Here is a look 
at some essential tools, plans, and guide- 
lines to have in place. 

Define Your Objectives 

A good early step to creating a sound 
DR plan or thoroughly reviewing an exist- 
ing one is to determine your RTOs (recov- 
ery time objectives) and RPOs (recovery 
point objectives), according to Kip Turco, 
COO of Windstream Hosted Solutions 
(www .hostedsolutions .com) . 

"To determine your RPO and RTO, 
you should conduct a thorough business 
impact analysis with risk assessment," 



Turco says. "If it's done correctly, this 
will uncover the cost of a business' down- 
time in dollars as well as identify the 
potential risks that could cause downtime 
for the business. From there, a company 
can put a value on risk elimination vs. risk 
mitigation and determine the proper bud- 
get to cover the risks." 

Once you've made these determina- 
tions, though, don't just put them away 
and forget about them. Jeff Godlewski, 
manager of enterprise server/storage solu- 
tion architects at CDW (www.cdw.com), 
says these important processes can grow 
stale if not maintained. 

"These do not have an unlimited shelf 
life, so it's essential that businesses 
ensure theirs are current and up-to-date," 
Godlewski says. "Furthermore, make sure 
the checklist covers more than just systems. 
Communicating the plan to employees is 



"A DR plan has a good chance 
of failing if not fully tested on a 
scheduled and unscheduled basis." 



■ Host.net's Roger Barranco 




leliable cloud hostinfl is ujithin your reach. 
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• World-Class Performance r-i h h 

• Secure Environments I C^n 

• Happy Clients ■ l>— .^^^ 

Managed Hosting 

Find out how we can iielp you: WWW.inetu.net 



Key Points 



Determine what your enterprise's recovery 
time objectives and recovery point objec- 
tives would be in tlie event of a disaster. 

Involve all departments in your disaster 
recovery planning, not just IT. 

Test your disaster recovery plan thoroughly, 
spontaneously, and at least once a year. 



too often left to the last minute. Uptime is 
essential, but if employees don't know how 
to access systems during an emergency, 
valuable time and resources are lost." 

Provide For Business Continuity 

If disaster should strike, be it natural or 
man-made, procedures should be in place 
that allow your enterprise to keep run- 
ning to the greatest extent possible while 
recovery measures are being implemented. 
Brad Ratushny, director of infrastructure 
at INetU (www.inetu.net), recommends 
including a business continuity plan in 
your DR strategy. 

"A business continuity plan allows a 
business to continue functioning at some 
capacity in the event of a disruption to 
normal business," Ratushny says. "At the 
minimum, a continuity plan should be 
in place that will minimize disruption to 
the business' critical systems. These can 
include offsite backups or replication to a 
data center in another location." 

Ratushny adds that the data being rep- 
licated should be stored in a facility with 
the same or greater security priorities than 
yours. "It's often a good idea to use geo- 
graphically diverse companies that would 
remain intact in case a catastrophic failure 
is encountered in your company," he says. 

Also, make the components of any DR 
plan accessible to everyone in the en- 
terprise — the circumstances leading to 
a disaster can come from anywhere, so 
all departments should be kept in the 
loop, according to Godlewski. "Too often. 



the IT department is the only one that 
is checked," he says. "Building facili- 
ties, human resources, and other stake- 
holders — including third-party resources 
such as local fire departments — should not 
be overlooked." 

Put Your Plan To Tlie Test 

Once you have a DR plan in place, how 
can you tell whether it's sound? Test it, 
and test it again — at least once a year. 

"You can never be 100% prepared, but 
by testing the plan frequently, organiza- 
tions can identify where gaps may lie," 
Godlewski says. "Run the test in not-so- 
ideal situations to evaluate the process. 
Disasters do not happen when all hands 
are on deck, so make sure your organiza- 
tion has several layers of backup built into 
its plan." 

In order to measure your level of pre- 
paredness, Joe Long, director of busi- 
ness continuity and storage solutions at 
Logicalis (www.us.logicalis.com), sug- 
gests running an unannounced test to 
see how your teams respond — not in a 
theoretical situation, but a real, "uncon- 
trolled" one. 

"I had a customer who said that they 
could fail over to their DR location in 
15 minutes, because that was the result 
of a controlled test with everyone sitting 
around a big table," Long says. "They 
began counting when the starting gun 
went off. When they ran an unannounced 
test at 5:30 p.m., however, it took them 
two hours. That's the difference between 
controlled vs. uncontrolled testing." 

"A DR plan has a good chance of fail- 
ing if not fully tested on a scheduled and 
unscheduled basis," says Roger Barranco, 
CTO and vice president of operations at 
Host.net. "It's amazing to see how many 
critical failure points pop up during 
live testing. The enterprise has enough 
to worry about during a disaster. Having 
a well-executed DR plan can be critical 
to the survival of the enterprise and, in 
extreme cases, lives." 



Disaster Recovery Checklist 

David Schreiber, director of marketing at SystemsAlliance (www.systemsalliance.com), offers 
a checklist of questions to consider when developing a disaster recovery plan. "Answering no 
to one or more of these questions is a strong indication that an enterprise is not prepared and 
needs to do more work," Schreiber says. 

-yj Does disaster readiness have support of top management in your organization? 

V Do you have a written disaster recovery plan that includes both backup and 
archive procedures? 

->/ Have you conducted a business impact analysis to quantify and rank the business 
and financial risk of disruptions to all vital functions? 

-yj Have you tested your plan using a worst-case scenario, such as the loss of facility? 

->/ Did testing prove you could meet all recovery time and recovery point objectives? 

V Have you taken action to mitigate known risks and single points of failure, such as power loss 
and physical access? 

V Are you prepared to address liabilities and fiduciary responsibilities in case of disaster? 

V Is your disaster recovery plan updated regularly to keep it current with business and 
staffing changes? 

->/ Do you have an adequate budget to support your disaster recovery program? 

V Do you understand your disaster recovery costs, options, and disaster declara- 
tion procedures? 
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Buying Tips: 



Equipment 



^"''4 Recycling 
mm ' Services 




by Josh Compton 

When you want to make sure 

your equipment is recycled safely 
and your stored data is completely 
erased, choosing the right equipment 
recycling service is essential. And 
according to Brian Musil, founder 
and director of sales and purchas- 
ing at Recycle Your Media (www 
.RecycleYourMedia.com), there is no 
way for companies to properly handle 
recycling themselves. 

Equipment recycling helps the 
environment and can slow down the 
amount of materials unnecessarily end- 
ing up in landfills, says Norm Hutton, 
managing director of sales and acqui- 
sitions at DTC Computer Supplies 
(www.WeBuyUsedTape.net). And the 
biggest problem, according to Hutton, is 
that some of this e-waste is toxic. 

The need to recycle your unused equip- 
ment is about much more than simply cut- 
ting costs. MusU notes that e-waste is still 



Buyers' Checklist 

the total cost to recycle 



pay you to recycle 



[^Cost. What IS 
your equipment? 

compensation. Will the service 

the equipment? 



the fastest growing municipal waste stream 
in the United States. Recycling old or unused 
equipment can also help your company save 
money and make room for new equipment. 

Given that, here's what to look for when 
choosing an equipment recycling service. 

Accepted equipment and services pro- 
vided. The first things you should look at are 
what services the recycling company provides 
and whether your equipment is accepted by 
the company for recycling. If you're looking 
to recycle used tape media or equipment, for 
example, make sure the service company 
you choose can handle the type of media you 
have. The same goes for other equipment 
such as computers and servers. 

Different companies also provide dif- 
ferent services. Most will pay you for 
equipment that can be reused or let you 
donate your proceeds to charity. Some 
equipment can't be reused, but you can 
still pay to have it recycled and receive 
data destruction reports or other docu- 
ments showing that data was erased. The 
payment you receive or costs you incur 
will depend on what you are recycling, 
so be sure to contact the company to get 
a quote in advance. 

The process. Recycling companies 
have different ways of getting rid of 
your IT equipment. Musil says that 
the first step is contacting one of the 
company's specialists who can help 
you decide whether you need onsite 
destruction or if you want to send 
equipment to the company for recy- 
cling. Most equipment recyclers are 
flexible and let you choose the easi- 
est option for your individual needs. 



Key Terms 



Data destruction report/certificate. A doc- 
ument proving that data has been safely and 
completely deleted from equipment you have 
submitted for recycling. 

Data eradication. The complete erasure of 
data from equipment, such as tapes and disk 
drives, so that no sensitive information Is lost 
or stolen during the recycling process. 

E-waste (electronic waste). One of the 

biggest problems facing data centers and 
IT companies. It covers desktop comput- 
ers, laptops, blade servers, and other larger 
infrastructure equipment that is thrown away 
without recycling. 

VOLSER (Volume Serial Number Report). 

A procedure some equipment recycling ser- 
vices use to track equipment from your com- 
pany to the recycling facility. 

And if your company or one of your facil- 
ities is international, Hutton notes that 
you'll want to be sure the service provider 
can arrange and pay for shipping from 
anywhere in the world. 

Check for transparency. You'll likely 
want as much transparency as possible, so 
you should make sure the recycling service 
you choose keeps a history of all the equip- 
ment it recycles. You can track your equip- 
ment from start to finish and know that your 
data hasn't been compromised. And as an 
added bonus, if you want to buy equipment 
from one of these companies, some of them 
can provide information showing when it 
was recycled and where it came from, i 
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WeBuyUsedTape.net 

We pay top dollar for 
your new and used tapes. 

• 35 years experience; 20 years same facility 

• DoD, HIPAA, and SOX-approved processes 

• References available— all industries 



r 



We make it easy: 

• Submit your list of media: online, email, or fax 

• Receive a confidential offer within 24 hours 

• Documentation and shipping arrangements prepared 

• Tapes received and verified at our secure facility 

• Data eradicated using safe and approved processes 

• Receive payment and Data Destruction Certificate 



Contact us now! Free Shipping and Fast Pay! . 
(800) 821 -1 782 www.WeBuyUsedTape.net 
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The Answer To Concerns About Old Media 

Recycle Your Media Offers Secure, Green Tape Disposal 



by Marty Sems 

Tape backup is a fact of life for many 
enterprises. Cartridges are reliable and 
cost-effective, and they can be encrypted 
and stored offsite for maximum protection 
from natural catastrophes and theft. 

But there's a question of how best to 
dispose of end-of-life tapes. Many enter- 
prises have policies that require them 
to get rid of tapes of a certain age, even 
though they may still have life left. It's 
critical to erase the data on those backup 
tapes, both for corporate and customer pri- 
vacy reasons. Plus, it costs money to have 
a cartridge shredding service physically 
destroy old tapes, which usually end up 
taking up space in a landfill. 

Recycle Your Media offers a solution 
to all of the above. The Newport Beach, 
Calif., company will buy quantities of 100 
or more used tapes from your business 

Recycle Your Media 



(949) 757-0100 
www.recycleyourmedia.coin 

Buys old tape media and recycles what is no lon- 
ger usable, tlien puts the rest through a 1 2-point 
recertification process before reselling them. 

IS^ecYcleYourMedia 



at "fair market value," and it will even 
arrange and pay for secure shipping. In 
effect, it turns an IT expense into a modest 
source of income for your company. 

Almost Any Tape Format 

Recycle Your Media is in the market for 
a variety of tape formats, from legacy to 
recent. The company's technicians oblit- 
erate any lingering data from the media 
and then subject each cartridge to a chem- 
ical cleaning and close inspection. The 
firm estimates that one out of every five 
tapes doesn't make it through its stringent, 
1 2-point recertification process. Certified 
tapes are then offered for resale at lower 
prices than new cartridges, which offers 
your IT department an inexpensive source 
of known-good backup media. 

Recycle Your Media's data disposal 
practices are designed to help your SME 
meet its regulatory compliance obliga- 
tions and its need to protect sensitive 
information. Recycle Your Media con- 
trols the entire media chain of custody, 
so it is able to supply your enterprise 
with legal proof of data destruction. 

Recycling outdated media gives your 
company another way to demonstrate 
its environmental conscientiousness. By 
keeping old tapes out of the trash. Recycle 
Your Media can assist your enterprise with 
its "green" credentials, which can bring in 
additional customers. Smarter resource uti- 
lization benefits us all, but it's nice when it 
benefits your bottom line, too. 
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Equipment Recycling & Disposal 



AnytliingIT 



With a suite of IT asset management services, including 
testing, auditing, and DoD data destruction and process- 
ing, AnythingIT helps government and commercial clients 
deal with aging technology and the regulatory compliance 
issues involved with managing it. AnythinglT's consultants 
will perform an IT asset review and analysis that uses a 
fair-market evaluation of your current technology. 

• Recycle Tomorrow program saves costs in the 
remarketing and recycling process 

• Can process IT assets at multiple ISO 14001 -certified 
facilities globally 

• Offers custom-designed channel and non-channel 
programs for OEMs and integrators servicing both 
government and commercial clients 

• Knowledgeable in disposal processing, data mining, 
and warehouse systems for IT assets 

• Unparalleled past performance sen/icing public- 
sector clients 

• Innovative trade-in and asset recovery programs 

Best For: Government and commercial enterprise orga- 
nizations that need help making cost-effective business 
decisions for IT storage, disposal, resale, donations, 
and recycling. 



Apto Solutions 



|AptO Solutions 



Apto Solutions can help you monetize downsized or liq- 
uidated assets, and the company can handle the sales 
process for you, including market research, valuation, 
collections, and shipment. 

• Features compliance programs for environmental, 
export, data security, and electronic tracking issues 

• Logistics management for recovery and consolidation 
to the Apto warehouse 

• Inventory Management System lets you track the 
trade process 

• Maximize return on investment through an extensive 
contact network and market knowledge 

Best For: Companies looking for a recovery service 
with experience, credentials, and expertise in tech- 
nology remarketing. 



Data Media Source 




□MSI 



Data Media Source 

www.datamecliasource.com 



Data Media Source buys used tape media, including 
LTO, AIT, and SDLT, and provides free data destruction, 
taking care of all the logistic and security concerns you 
have. Sold media can be turned into cash or exchanged 
for brand-new media. 

• Provides value of the tape and details costs involved 

• Tape is shipped with complete chain-of-custody 
documentation 

• Tape is inspected and sorted — you'll be notified of 
completion 

• Once inspection is complete, papera/ork is processed 
for payment 

Best For: Companies in the process of removing or 
renewing their tape libraries. 



Paragon Green 



R^AGaN GREEN 

IT Asset Recovery 



Paragon Green can refurbish, reuse, and recycle all 
types of electronics, including PCs, copiers, and televi- 
sions, because of the company's zero-waste policy. All 
end-of-life electronics are recycled and processed within 
the United States. 

• Equipment is refurbished with working components 

• For equipment that can't be resold, the unit is broken 
down into separate components 

• Hardware that's too old for resale is recycled for 
raw materials 

• Data is removed using the DoD's standards 

Best For: Enterprises that have a variety of electronics 
to remove and recycle. 



Reclamere 




CLA 

The Data Security Experts 



Reclamere's experienced team works with you to develop 
a data security plan tailored to meet your data destruc- 
tion, data recovery, and IT asset management needs. 
Reclamere's experts can also help you execute your 
legal responsibilities for each phase of the IT equipment 
life cycle, which helps protect your company, employees, 
and clients from data breaches. 

• Certified data destruction 

• IT asset management for safe and secure preparation 
of electronic equipment 

• IT audit and assessment to evaluate a company's 
risk level 

• E-discovery and litigation support to recover informa- 
tion from hard drives for legal procedures 

Best For: Enterprises most concerned about the secu- 
rity of outdated IT assets. 



Recycle Your Media 



rcleYourMedIa 

FSECURE END OP LIFE DATA SOLUTIONS 



Recycle Your Media has a proprietary system for fully 
erasing data tape media cartridges. The process erases 
each tape from pin to hub with a magnetic degauss power 
that's 1 times stronger than DoD degaussing standards. 
Recycle Your Media offers premium pricing paid now on 
the following media formats: DLT VS160, 3592, T10000 
TICK, LTO-4, AIT-4, AIT-5, VXA X-23 tapes, all brands. 

• 1 00% full-length, pin-to-hub erasure for total security 

• Recycle Your Media pays for tapes — no more costly 
shredding services 

• Full chain of custody with a certificate of data destruction 

• Volume serial reports 

• Drive read/write data test and reset to blank tape, 
ready-to-write status 

• Final quality assurance scan step to confirm full 
erasure, reset, and data integrity 

Best For: IT staff who want a green alternative for recy- 
cling tape media that's out of its retention period and 
those who need full data erasure and reporting on every 
tape recycled. 



Companyi 



Description 



Company! 



Description 



Contact: (949) 757-0100 I www.recycleyourmedia.com 
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Services 



Compiled by Rod Scher 



DMD Systems Recovery 




DMD Systems Recovery works to minimize your risl< 
and maximize your paybacl<, so you'll get a solid return 
on investment without worrying about the possibilities 
of regulatory fines, bad publicity, or litigation from data 
theft on hard drives that weren't properly sanitized. DMD 
Systems Recovery offers data deinstallation, packaging, 
logistics, data destruction, recycling, and remarketing. 

• Removal and packaging services to preserve value 

• Increased ROI through direct purchase or profit 
sharing 

• DoD 5220.22-l\yi-compliant data wipe and NAID- 
compliant destruction 

• Reduced risk through certificates of destruction and 
compliance and transfer of ownership 

Best For: Data centers, call centers, and companies 
with large centralized operations. 

Contact: (877) 777-0651 I www.dmdsystems.com 



Frontier Computer 



redefine IT. 



Fr0ntier[II3 



Frontier Computer has been in the business of helping 
companies plan, build, and maintain their IT infrastruc- 
tures since 1976. The company buys used computer 
equipment, excess IT hardware, and enterprise-level IT 
equipment, including servers, workstations, peripherals, 
storage arrays, and networking tools. 

• Buys excess new or used enterprise equipment 

• Offers environmentally friendly end-of-life services for 
obsolete IT assets 

• Works with Cisco, HP, IBIVI, and Sun hardware 

• Global presence helps Frontier respond with speed to 
customer demands 

Best For: Enterprises that want to sell their equipment to 
a company with decades of experience with IT hardware. 



Intechra 



intechra 



Intechra focuses on data security and protecting clients 
from liability by leveraging technology, processes, and 
customized solutions into the right mix of end-of-life asset 
management and disposal services. Intechra's IT asset 
disposition offers waste-free, worry-free service, covering 
all steps of the process, including logistics, data security, 
and the demanufacturing and recycling of materials. 

• Ultimate data security protection 

• Environmentally compliant disposal 

• Comprehensive remarketing, redeployment, and 
donation strategies 

• Full indemnity against risk 

Best For: Enterprise or global organizations needing a 
secure, compliant global IT asset disposal strategy. 



Secure MDE 



SECURE 




MOBILE DATA ELIMINATION 



Secure MDE offers a guaranteed solution for end-of- 
life data. The Secure Shark high-capacity destruction 
service shreds media your company no longer needs — 
media that's full of sensitive data, takes up space, and 
causes you anxiety. Secure Shark can handle jobs 
of any size, anywhere in the country. Best of all, the pro- 
cess safeguards the environment by recycling 100% of 
all resultant material. 

• Cost-effective: Eliminates labor costs of wiping, 
disassembling, or degaussing 

• Secure: Onsite personnel can monitor the destruction 
process and verify the results 

• Convenient: All destruction takes place at your site; 
Secure MDE can handle quantities of any size 

• Environmentally friendly: Exceeds EPA, OSHA, state, 
and local environmental laws 

Best For: Organizations of any size that want to responsi- 
bly, securely dispose of end-of-life media. 



WeBuyUsedTape.net 



WiBuyU§€dTap^,n§t 



WeBuyUsedTape.net pays top dollar for your new and 
used tapes. WeBuyUsedTape has been in the business 
of purchasing new, used, excess, and surplus magnetic 
media for more than 35 years. It uses regulation-approved, 
secure data eradication processes and environmen- 
tally friendly disposal programs to give organizations a 
safe and economic incentive for recycling used media. 
No-obligation, confidential quotes on your tape media are 
available at any time. 

• Simple process: Submit your list of media; receive a 
confidential, no-obligation offer within 24 hours; and ship 
your media to us. 

• Processes meet HIPAA, Gramm-Leach-Bliley, 
Sarbanes-Oxley, and other regulation requirements 

• Data Destruction Certificates document your transaction 
and provide proof of complying with recycling and data 
eradication processes 

Best For: Enterprises needing a secure way to dispose of 
new, used, excess, and surplus magnetic media. 



World Data Products 




DATA PRODUCTS 



World Data Products has partnered with Shred-It to 
provide a drive- and media-shredding service. Using 
Shred-It's specially engineered, state-of-the-art shred- 
ding machines. World Data Products can pulverize 
hard drives and tape media into tiny particles, making it 
impossible for others to restore the data and safeguard- 
ing your organization against vulnerabilities from stolen 
payroll, personnel, and customer information. 

• Services available for hard drives, backup magnetic 
tapes, floppy and Zip diskettes, and optical media 

• Drives and media can be destroyed onsite or at one of 
Shred-It's facilities 

• Drives are recycled or disposed of per EPA standards 
and local and state laws 

• Certificate of destruction verifies the job has been 
securely completed 

Best For: Enterprises in need of secure destruction of 
sensitive company and customer data on hard drives 
and other media. 



Contact: (800) 821-1782 I www.WeBuyUsedTape.net 
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I Dell Posts Record Earnings, 
Decreased PC Sales 

Dell announced impressive income results 
for the first quarter of its fiscal year 2012, 
although its PC sales saw a decline year 
over year. The company's GAAP net income 
saw a 1 77% increase from a year ago, 
climbing from $341 million last year to $945 
million this year. Earnings per share reached 
49 cents per share (GAAP). Dell's revenue 
also saw a slight increase, increasing 1% 
year over year to $15 billion. Dell reported 
that its sales figures dropped in a few prod- 
uct categories, the most notable of which 
was an 8% decline in consumer desktop 
PC sales; however, sales of desktop and 
laptop computers in the company's Large 
Enterprise division increased 7%. 

I American Consumers 
Happy With Microsoft 

The University of Michigan's American 
Customer Satisfaction Index shows that 
Microsoft customers are more satisfied than 
ever. In 2008, Microsoft's satisfaction rate 
dropped to 69 on a scale of 1 00; the 201 1 
satisfaction level is at 78. The numbers 
reveal that Microsoft has weathered what 
David VanAmburg, ASCI director, calls 
the "Vista debacle." In general, Microsoft 
customers are still in support of the soft- 
ware corporation in part because of the 
release of Windows 7, launched in 2009. 
VanAmburg notes that Microsoft is keeping 
pace with many other companies, which 
also experienced a similar increase in their 
customer satisfaction levels. 

I Health IT Spending To Grow 

According to a report by global market 
research company RNCOS, the U.S. 
healthcare IT market, which includes 
hospital IT, e-health, and m-health, is 
expected to grow at a compound annual 
growth rate of 24% between 2012 and 
2014. Growth drivers include increasing 
demand for quality service. The report 
divides the healthcare IT market into seg- 
ments: IT hardware, IT software, and IT 
services. IT hardware occupies the major- 
ity of that market, but its share is expected 
to drop as hardware prices and demand 
drop; hardware accounted for 65% of the 
market at the end of 2010, but that number 
is expected to fall to 58%. The software 
market has seen a good boost from the 
use of electronic health records. 




I PUE Standards Updated 

The Green Grid Association and The Data 
Center Metrics Coordination Taskforce, in 
association with other organizations, released 
new recommendations and guidelines for 
PUE (power usage effectiveness) metrics. 
In addition to recommending PUE as the 
preferred energy efficiency metric for data 
centers, other principles include measuring 
PUE at the output of the UPS and including 
all energy sources at the point of utility hand- 
off to the data center in the PUE evaluation. 
The Green Grid also recently announced 
CUE (carbon usage effectiveness) and WUE 
(water usage effectiveness) as additional 
metrics that organizations should use to 
gauge sustainability. 



SECURITY 



Are You Prepared 

For A Malware Incident? 

Plan Your Enterprise's Response Ahead Of Time To Ensure Successful Recovery 



by Bill Hayes 

Companies of all sizes are challenged 
by how to respond to malware incidents. But 
for smaller enterprises, these challenges may 
seem especially daunting. The key to suc- 
cessful malware incident response, experts 
say, is to have teams first prepare for the 
encounter by planning how they will react 
when a malware incident occurs. 

"Planning is essential for any effective 
response to a contingency or malware inci- 
dent," says Richard L. Kissel, an information 
security analyst for the National Institute 
of Standards and Technology. "None of us 
thinks very well in the heat of the battle." 

Mikko Hypponen, chief research offi- 
cer at F-Secure (www.f-secure.com), says 
it's important to take steps to prevent mal- 
ware infestations. "Obviously it's a better 
idea to stop a malware infection beforehand 
than to try to remove an existing infection," 
Hypponen says. "This is why we always rec- 
ommend customers focus on prevention." 



Key Points 



Plan and train realistically for malware inci- 
dent handling. A good security awareness 
program and a well-run backup and res- 
toration process will save you money and 
time when dealing with malware incidents. 

You will spend more time and resources 
than you think to eradicate the malware. 

Don't be shy about asking for help. 
Make a list of security VARs and 
experts in your area and keep it current. 



to the recent Symantec "SMB Disaster 
Preparedness Survey." This leads to longer 
downtimes and further infection. In addi- 
tion, disasters can have a significant finan- 
cial impact on SMBs, McConnell notes. 

"The median cost of downtime for an 
SMB is $12,500 per day," McConnell says. 
A good malware incident response plan 
ensures all employees know their role and 



"If an organization lias a solid backup 
plan in effect, workstation malware 
eradication becomes simple: 
first, reinstall a master image; 
second, restore data backed up 
yesterday; and third, carry on working." 



- F-Secure's Mikko Hypponen 

Blake McConnell, Symantec's senior 
director of product management for infra- 
structure security (www.symantec.com), 
says prevention is critical but there is no 
silver-bullet security solution, so the poten- 
tial for an organization to suffer a mal- 
ware incident is always there. However, 
McConnell says, being prepared for a mal- 
ware incident means you'll spend less time 
recovering from the infection. 

Forewarned Is Forearmed 

In addition to incident response planning, 
an SME can conduct security awareness 
training focusing on preventing malware inci- 
dents and how to react if malware is detected. 

Kissel says, "Security awareness train- 
ing for employees will prevent many mal- 
ware incidents, as employees will know 
not to open email attachments or follow 
unknown Web links. Once an incident is 
known or suspected, then having a plan 
and teaching employees what their role 
should be is highly desirable." 

McConnell agrees. "It's the side effects 
of an attack that usually alert an SMB to 
a problem, and end users see them first. 
That's why it's particularly important that 
users understand the signs of malware 
infection and the steps to take if their sys- 
tems become infected," he says. 

Many smaller companies don't have a 
proactive incident response plan, according 



what they need to do when an incident aris- 
es. "Should they call in their IT person or 
VAR? They need to know the policies and 
next steps for reporting incidents and taking 
care of them," McConnell says. 

Incident Response Team 

Kissel says the malware incident re- 
sponse team should include the company 
owners/managers and select employees and 
technical staff. They should be equipped 
with the necessary hardware and software 
tools and resources to help in the malware 
incident handling. 

McConnell says there are a few essential 
tools needed to successfully respond to a 
malware incident. These tools include anti- 
virus software, malware removal tools, end- 
point protection software, and backup and 
recovery software. "Most antivirus vendors 
have removal tools to help with disinfec- 
tion," he says. "These tools can automati- 
cally repair the damage caused by malware, 
which would otherwise require extensive 
and tedious manual removal." 

If the company does not have an IT manag- 
er, McConneU says the response team should 
include an internal support resource, such 
as an office manager. If this is the case, the 
company wiU likely need to be able to call in 
outside help. "The organization should have a 
list of IT resources to call in should a malware 
outbreak occur," McConneU says. 



A managed security service can provide 
cost-effective threat monitoring and analysis 
as well as incident response. "SMBs should 
make certain they're working with a trusted 
security software vendor that offers ample 
customer support resources to help them han- 
dle a malware incident," McConnell says. 

A Successful Conclusion 

Kissel says a good malware incident 
response process has four major parts: 
preparation, detection and analysis, con- 
tainment/eradication/recovery, and post- 
incident activity. 

McConnell says procedures may simply 
be for the user to call an in-house support 
resource if he notices something strange on 
his computer. The support resource then 
checks the computer, runs antivirus soft- 
ware, and removes the network cable until 
an outside technician can come in and clean 
the system. "These procedures eliminate the 
chance of further infection of the network," 
McConneU says. 

F-Secure's Hypponen adds an important 
element: "It's hard to overstate the impor- 
tance of good backups. If an organization 
has a solid backup plan in effect, work- 
station malware eradication becomes sim- 
ple: first, reinstall a master image; second, 
restore data backed up yesterday; and third, 
carry on working." 

McConnell agrees, adding that backup 
and recovery are critical components of 
complete information protection, keep- 
ing desktops, servers, and applications 
running smoothly in case of disruption, 
whether it's a flood, an earthquake, a virus, 
or a system failure. "One outage could 
mean customer dissatisfaction and costly 
downtime, which could be catastrophic to 
the business." 

In the end, McConnell says, a well- 
designed response plan won't stop at 
removing the infection and restoring the 
system. It must also include ways to pre- 
vent recurrence, u 

Zero-Day Warning Signs 

Endpoint protection software regularly 
scans files for unusual changes in file size, 
programs that match the software's data- 
base of known malware, suspicious email 
attachments, and other warning signs, says 
Blake McConnell, senior director of product 
management for infrastructure security at 
Symantec (www.symantec.com). "It's the 
most important step SMBs can take toward 
keeping your computers clean of malware." 

But IT staff should be vigilant for unexpected 
occurrences that might signal an attack by an 
unknown strain of malware whether on the 
workstation or across the network, says Mikko 
Hypponen, chief research officer at F-Secure 
(www.f-secure.com). "Many of the cases we 
have worked with infections from unknown mal- 
ware have been spotted by IT admins monitor- 
ing outbound traffic from an organization." 

Unusual connections at unexpected hours 
and large amounts of outbound data are good 
examples of the kind of activity you could use 
to spot an infection, Hypponen says. 
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Wi-Fi Hotspots 

Understand The Security Risks So You Can Take Preventative IVIeasures 



Key Points 



WEP encryption is insecure and sliould 
be replaced with WPA2 teclinology. Tliis 
provides strong encryption for all users of 
a wireless network. 

In cases where your staff is using the 
wireless networks of third parties, provide 
staffers with a VPN that encrypts all traf- 
fic sent over the Internet, protecting it 
until it reaches the safe confines of your 
corporate network. 

Be sure to educate users about the risks 
of mobile computing and provide them 
with the knowledge they need to protect 
themselves with encryption technology 
and common sense. 



by Mike Chappie 

Do YOU LAY AWAKE AT NIGHT Wonder- 
ing about the security of mobile computer 
users accessing Wi-Fi hotspots around 
the world? You're not alone. As public 
hotspots become a routine connection 
option for an increasingly mobile work- 
force armed with laptops, tablets, and 
Wi-Fi smartphones, the risks that unpro- 
tected wireless connections present to your 
organization are magnified. 

The main security issue with wireless 
networks is that, by default, they offer 
no security protection. The radio signals 
sent between mobile computing devic- 
es and wireless access points are often 
unencrypted and anyone in the same 
room (or even several rooms away) can 
"sniff the wireless network traffic and 
monitor user activity. 

Sniffing Wi-Fi 

The sad reality is that, unlike their 
corporate counterparts, most public 
wireless networks are wide open for 
sniffing. Raj Goyal, director of informa- 
tion security for Western Union, sums it 
up well: "In most public places, Wi-Fi 
is configured for ease of use and con- 
nectivity. Hence, [hotspots] are usually 
wide open with no encryption or authen- 
tication. As such, any individual, even 
novices using freely downloadable tools, 
can sniff data with just a few commands 
or mouse clicks." 

These tools come in many forms. Kevin 
Haley, director of Symantec's Security 
Technology and Response division (www 
.symantec.com), points out that there are 
three common methods that attackers might 
use to eavesdrop on communications: 

Packet sniffers. These programs are 
specifically designed to pull data out of the 
air and display it to anyone within radio 
range of the Wi-Fi hotspot. If network 
users aren't taking advantage of encryp- 
tion technology, the packet sniffer will 
display everything they are sending back 
and forth over the network. 

Wireless hacking tools. These allow 
hackers to crack the encryption technology 
used by weakly secured networks, such 
as those using the insecure WEP (Wired 
Equivalent Privacy) encryption standard. 

Wi-Phishing attacks. These attacks 
use bogus Wi-Fi networks with inviting 
names such as "Guest Network" or "Free 
Public Wi-Fi" to entice users to connect. 
Although the network functions like a nor- 
mal Wi-Fi network, the attacker is able to 
monitor all traffic sent over the network. 

The ease of using these tools was 
underscored last year with the release of 
Firesheep, a wireless packet sniffer that 
monitored networks for users of common 

Wi-Phishing Explained 

Kevin Haley, director of Symantec's Security Technology and Response division (www.symantec 
.com), offers an example of how a Wi-Phishing attack works: 

Imagine that your coffee shop uses a wireless service provider that charges a connection 
fee. To connect, you must provide a credit card number and limited personal information. In a 
Wi-Phishing scam, the attacker creates a bogus wireless network that uses the coffee shop's 
name, replacing the legitimate sign-up page with a fake look-alike. If you provide your credit 
card information, you're actually providing your data to a phony site that can then sell it on the 
black market. 



Web sites (Facebook and Twitter were 
two of the primary targets) and allowed 
the operator to hijack user accounts by 
simply clicking the name of the user they 
wanted to impersonate. 

Goyal points out that organizations 
need to balance the benefit that public 
Wi-Fi networks bring to their mobile 
workforce against the inherent risks of 
these technologies. 

Derek Manky, senior security strategist 
at Fortinet (www.fortinet.com), agrees, 
adding that the use of Wi-Fi networks 
by mobile users effectively expands your 
security perimeter beyond your walls. 
Although eavesdroppers would have a 
hard time sniffing traffic on your wired 
network, Manky points out that, with 
Wi-Fi, "sniffing becomes easier for 
attackers, who can remain quite low on 
the radar." 

Protecting Users & Data 

How can you protect your users from 
the risks of Wi-Fi hotspots? The best 
thing you can do, according to Michael 
Waddell, senior software architect for 
Pangaea Information Technologies (www 
.pangaeatech.com), is to use WPA2 (Wi- 
Fi Protected Access version 2) encryption 
on all of your Wi-Fi networks. 

"Unlike with the broken WEP proto- 
col, WPA2 uses a separate encryption key 
for each connected user," Waddell says. 
This means you can even include the pass- 
word for your network in the common 
name that's broadcast to all users without 
jeopardizing the confidentiality of any indi- 
vidual's data, he explains. Of course, this 
method is only helpful if you intend to 
allow anyone access to your Wi-Fi network. 

Adding WPA2 to your networks will 
work fine if your employees only use 
your organization's Wi-Fi, but you often 
don't have control over the security con- 
figuration of the networks they use, and 



many public hotspots don't support any 
encryption technology. In these cases, 
Goyal recommends a three-pronged 
approach for securing the wireless activi- 
ties of your users: 

• Educate employees on the security 
risks involved in using public Wi-Fi 
and the simple measures they can 
take to protect themselves while out 
of the office. 

• Use HTTPS encryption technology to 
protect all of your organization's Web 
applications, especially those that han- 
dle sensitive information. 

• Offer employees access to a VPN that 
encrypts all traffic between the user and 
your organization's network, protecting 
it from prying eyes. 



Strong technical security alone is not suf- 
ficient to protect your users, Haley points 
out. He suggests advising employees to pay 
attention to their surroundings. "The guy 
sitting next to them can also read their lap- 
top screen," he says. Using optical privacy 
filters can add security from those physical- 
ly looking over your shoulder while you're 
accessing a public hotspot. 

Whether or not security professionals 
like it, wireless networking is here to stay. 
Users simply expect to be able to con- 
nect back to the corporate network from 
wherever they may be. Through the judi- 
cious use of strong encryption technology, 
IT professionals can secure this remote 
access, extending the organization's vir- 
tual walls to any physical location. _ 



"In most public places, Wi-Fi is configured 
for ease of use and connectivity. | 
Hence, [hotspots] are usually wide open 
with no encryption or authentication." | 



• Western Union's Raj Goyal 
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Instantly Search Terabytes of Text 

"Bottom line: dtSearch manages a terabyte of text in a single index and 
returns results in less than a second" - InfoWorld 

"Covers all data sources ... powerful Web-based engines" - eWEEK 
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Highlights hits in a wide range of data, using dtSearch's own 
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Report: New Software 
Applications Often 
Fail To Meet 
Security Standards 

Despite the high stal<es involved in creat- 
ing secure software, 58% of all software 
applications initially fail to meet accept- 
able security standards, according to a 
recent study by risk management platform 
provider Veracode. Most disconcerting of 
all, though, is that security software is just 
as flawed as any other type of applica- 
tion, according to the "State of Software 
Security Report, Volume 3." 

The results are startling, and the reasons 
behind them are interesting to consider. 
Sam King, vice president of product 
marketing with Veracode, says, "One of 
the findings we had was that more than 
50% of the developers got a grade of 
'C or lower on the Application Security 
Fundamentals exam." In other words, in 
general, developers don't have enough 
fundamental knowledge of what it takes to 
develop secure software. 




But King contends that it's not necessar- 
ily the fault of developers themselves, but 
rather a failure of education. "You don't 
find security in the coursework of most of 
the universities or colleges that are offer- 
ing computer science degrees. And then 
once you enter the workforce, you similarly 
don't find professional development oppor- 
tunities where you are training them on 
security principles." 

Fix The Issues 

According to the study, although well 
more than half of applications were insuf- 
ficiently secure upon release, once they 
were tested, developers were able to fix 
the issues. And they did so in a relatively 
short amount of time — usually less than 
a month, according to King. "In the grand 
scheme of things, it doesn't take you an 
inordinate amount of time to get to that 
acceptable security quality," King says. 

The finance, software, aerospace, and 
defense industries are taking on these 
problems by holding software vendors 
accountable for vulnerabilities and 
demanding more third-party testing, and 
King suggests that others follow suit. 

Although the results of the study show 
flaws in software development, it also 
presents an opportunity for companies. 
"Customers are getting more aware about 
the software security problem," King says, 
"and are probably going to start asking 
them to show independent proof of soft- 
ware security." Although some large enter- 
prises have started moving that way, an 
SMB can stay out in front of the market by 
implementing stringent security testing for 
its software products. King says. 

by Seth Colaner 



MESSAGING & TELEPHONY 



Unified Communications 
Via The Cloud 

Utilize The Technology & Reduce Operating Costs 



by Sue Marquette Poremba 

According to a recent Unified Com- 
munications Tracking Poll from CDW 
(www.cdw.com), cloud computing is aid- 
ing the move to UC. Most IT professionals 
say the cloud makes UC faster, easier, and 
more cost-effective, CDW says. 

CDW's study revealed that UC imple- 
mentation rates doubled in the past year. 
The percentage of organizations that have 
fully implemented UC grew from 6% in 
2009 and 8% in 2010 to 16% so far this 
year, the survey reported, and of those 
who have fully implemented UC and track 
ROI, 76% say UC has met or exceeded 
expectations. The biggest driver behind 
the adoption of UC in the cloud? Mobility. 
According to the CDW poll, the two UC 
features employees find most useful are 
access to their work email and voicemail 
via smartphones and the ability to receive 
voicemail messages via email when away 
from the office. Smartphones (80%) and 
mobile desktops (80%) are the most com- 
monly deployed communications solutions. 

"The biggest takeaway from the report 
is how a cloud deployment environment is 
an up-and-coming method of consuming 
unified communications," says Brian Kopf, 
CDW's manager of unified communica- 
tions. "Right now it is on the forefront for a 
lot of different customers." 

UC & The Cloud 

UC is a solution that would seem to easily 
lend itself to the cloud. "That's because of 
the integration points," says Louis Hayner, 
CSO with Alteva (www.altevatel.com). "UC 
reminds me a lot of what VoIP was years 
ago, which was cloud-based telephony ser- 
vices. The difference is when VoIP was first 
named, cloud wasn't a prevalent idea. UC 
is email, instant messaging, Web and audio 
conferencing, telephony — all of those differ- 
ent components working together. The chal- 
lenge is the integration points. When you 
deliver UC from the cloud and you integrate 
it once in the cloud, all of the integration 
points that the customer will be faced with 
are already taken care of." 

"It all comes down to what your defini- 
tion of 'cloud' is," Kopf says. "It's dif- 
ferent for everybody. If you're talking an 
on-premises solution for UC, you might 
be talking about a solution in a private 
cloud because you are building your own 
data center that's hosting applications. 
UC hosted in someone else's data center 
would be a different kind of cloud." 

One of the primary reasons businesses 
are moving to UC in the cloud is for the 
ease of use, the speed, and the cost effec- 
tiveness. "Because the host of the technol- 
ogy already has the equipment and has 
everything in place for the end user, the 
customer isn't going to have to build a 
data center or worry about all the upfront 
costs," Kopf says. 

Melodye Mueller, vice president of 
sales at WhaleBack Systems (www. whale 
backsystems.com), agrees. "There is a faster 
transition for small and medium enterprises, 
and you can centralize the deployment of 
services for businesses with multiple sites. 



Key Points 



A recent report from CDW revealed that the 
percentage of organizations that have fully 
implemented UC grew from 6% in 2009 and 
8% in 201 to 1 6% so far this year. 

Businesses are moving to UC in the 
cloud for its ease of use, speed, and 
cost effectiveness. 

One of the top considerations when mov- 
ing UC into the cloud is to make sure the 
cloud provider has a secure environment. 



It gives companies a high level of flexibility 
without having to be hardware intensive." 

The cloud is all about facilitating organi- 
zational and personal productivity, which 
is a major factor in why businesses are 
adopting the cloud for UC. Employees are 
working in a variety of environments these 
days: Some work from home, others from 
the office, and others while on the road. 
Mueller says, "They want the ability to 
work any time, any place, and any way 
they choose. They want access to email and 
voicemail. They want a phone number to 
follow them wherever they go." 

In fact, another benefit of UC in the cloud, 
Mueller adds, is that it allows smartphones 
to be even smarter. "Whatever device you're 
using, wherever you are, we want to enable 
that device and facilitate applications and 
communications back to the office so you 
can access whatever information you need." 

Budgets & Security 

Even though UC in the cloud is an attrac- 
tive concept, particularly for companies 
that handle communications from multiple 
locations, there are a number of issues to 
consider before making that move. 

Security in the cloud has been a matter of 
discussion in recent months, especially with 
some high-profile breaches making front- 
page news. "One of the top considerations 
when moving UC into the cloud is to make 
sure the cloud provider has a secure envi- 
ronment," Kopf says. "The provider can 
partition that environment to give the cus- 
tomer its own operating experience. Each 
experience is going to be different, so it is 
incumbent on the customer to do its home- 
work to make sure the cloud environment 
is secure." 

Budget is another major consideration. 
When looking at an on-premises solution 
vs. a cloud model, be aware that budget con- 
siderations vary. An on-premises solution 
involves capital expenditures while a cloud 
model needs operating expenditures. You 
also need to include the size of the office IT 
staff, Kopf adds. It would behoove a com- 
pany with a small IT department to consider 
UC in the cloud and let the provider handle 
the technical issues. 

Deployment 

Deployment needs to be flexible and meet 
the requirements of the business. "Everything 
can be centralized, and that works well for 
companies that don't need a lot of differ- 
ent configurations," Mueller says. "And 
then there are companies [that] need to add 



on-premises solutions to the cloud." The UC 
provider needs to be able to manage what- 
ever setup the company requires. 

When you are delivering cloud-based 
services, there is a minimum requirement 
you need from both the telephony side and 
from the desktop side. "From the telephony 
side, the PCN [Personal Communications 
Network] has created a very high bar," says 
I Hayner. "Every time I pick up the phone, it 
has to work, it has to sound good. So, if you 
are delivering a cloud-based solution that 
doesn't allow you to separate voice and data 
from a packet perspective, there is no way to 
fix quality issues." 

Hayner adds that it is also necessary to 
make sure customers have all the function- 
ality they have become used to. He says 
customers will still need access to 911 ser- 
vices and queuing of calls. "Because these 
things are so common in the phone systems 
we've used," Hayner says, "people don't 
always think to ask about basic functions." 

"With UC in general, customers are look- 
ing to reduce operating costs," Kopf says. 
"Getting things up and running and utilizing 
technology faster is a definite benefit for those 
using the cloud." HI 

Mobility Features 
IVlay Be Driving 
UC Adoption 

While collecting data for its 201 1 Unified 
Communications Tracking Poll, CDW found 
I that organizations value UC's on-the-go 
access features and benefit from increased 
productivity and decreased operating costs. 



Top UC Features* 

Access to work email and voicemail via 
smartphones (56%) 
Ability to receive voicemail messages 
via email (46%) 

Videoconferencing: Ability to speak 
face-to-face without traveling (45%) 
Ability to send broadcast messages to a 
group via email and telephone (40%) 
Ability to provide integrated audio/Web/ 
videoconferencing (39%) 

Access to IM services (38%) 

Top UC Benefits** 

Increased productivity (53%) 
Reduction of operating costs (48%) 

More reliable communication of 
information (46%) 

Mass emergency notification (40%) 
More effective use of remote/mobile 
workers (39%) 
• Better decision making (35%) 

'Respondents asked to select all of the UC 
features employees at their organization 
find (or expect to find) most useful. 

"Respondents asked to select all of the UC 
benefits that are (or would be) most impor- 
tant to their organizations. 

Source: CDW 
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SIX QUICK TIPS 



Improving VoIP Quality Of Service 

Maintain Bandwidth To Keep Your Employees Happy 



by Sixto Ortiz Jr. 

For a while now, the implementation 
of VoIP in all types of businesses — from 
the largest to the smallest — has been con- 
sidered a slam-dunk proposition. But, 
VoIP can introduce its own headaches. 
Voice traffic is different from data traffic 
because it is subject to timing, as well as 
accuracy, requirements. If those require- 
ments are not met, voice quality suffers. 
Thus, maintaining good QoS (quality of 
service) for voice calls is needed to ensure 
successful VoIP system operation. 

Quality Of Service = 
Quality Of Bandwidth 

One of VoIP's main selling points is the 
ability to ran two types of services — data 
and voice — over a single network. This 
sounds like a great use and consolidation 
of a valuable resource, but what happens 
when that valuable resource (i.e., band- 
width) starts to ran scarce? 

The biggest factor influencing the qual- 
ity of VoIP is the quality of the Internet 
bandwidth, says Jean Gottschalk, presi- 
dent of Telecom North America (www 
.telecomnorthamerica.com). A lot of 
companies use average-speed Internet 
connections to provide both data and 
VoIP to an office or business. The prob- 
lems begin, he adds, when an employee 
decides to look at an online video and 
suddenly all voice calls are affected by 
this activity. 

QoS is designed to address this prob- 
lem, but it may only be part of the solu- 
tion. Gottschalk points out that modern 
Internet routers can do QoS for VoIP by 
prioritizing VoIP packets over data pack- 
ets; however, he warns, that is only useful 
if the ISP uses the same QoS technology. 
If not, only outgoing packets will be prior- 
itized while incoming ones will not, lead- 
ing to call quality degradation for inbound 
voice traffic. 



Best Tip: 

Manage LAN Subnets 

Jerry Morris, founder of NextLevel Internet 
(www.nextlevelinternet.com), says networl< 
administrators should create a separate LAN 
subnet using an enterprise-level switch for 
the VoIP phones vs. the computers, even if 
they both use the same physical RJ-45 drop. 
The reason for this is to enable isolation 
between both subnets, minimize contention, 
and help troubleshoot potential issues (such 
as a faulty NIC on one of the computers). 

Most Practical Tip: 

Choose The Proper 
VoIP Carrier 

This may seem like common sense, but 
administrators should make sure they choose 
VoIP carriers that deliver services to similar 
businesses, says NextLevel Internet's IVIorris. 
For example, VoIP providers that specialize 
in call centers may deliver phone call quality 
and overall price points that are lower than 
expected for other types of businesses. 



I Gottschalk recommends avoiding these 
' issues by running two separate IP networks in 
a business, one dedicated to voice and another 
to data. This is still cheaper than returning 
to POTS and easier to implement, because 
there are upscale routers that can handle 
two connections, even from different ISPs. 

Use "QoS-Grade" Routers 

The two main culprits that degrade VoIP 
traffic are jitter and packet loss. Jitter occurs 
when voice packets arrive out of order at 
their destination, making voice calls difficult 
to hear and understand. Packet loss occurs 
when packets don't arrive at all. 

Fortunately, there is very little jitter or 
packet loss on modem networks, says Rob 
Wolpov, president at Junction Networks 
(www.junctionnetworks.com). Typically, 
the problem is seen on the last mile, usually 
at the connection to the customer's router 
or at the very next hop on the network, he 
adds. This problem was probably always 
there, but did not make itself evident until 
the customer implemented VoIP. In these 
cases, Wolpov says, the last mile ISP is 
usually able to quickly correct the issue. 

So, given the sturdiness of today's net- 
works, running QoS on a router may not 
be necessary at all. In fact, Wolpov says, 
QoS problems often arise because low-end 
routers (usually purchased by small and 
medium-sized businesses) are used to per- 
form QoS in addition to their normal duties. 
This is because the large amount of packets 
generated by VoIP, which can be as much 
as 10 packets per second in each direction 
per phone call, can quickly overwhelm an 
underpowered router required to run real- 
time packet inspection on each packet. 

Wolpov recommends that businesses 
ensure the routers they purchase are able to 
comfortably handle all aspects of voice traf- 
fic management required, including QoS. 
This may mean paying more for the equip- 
ment: According to Wolpov, the entry point 
for routers that are able to do VoIP QoS 
without incurring a performance hit is $500. 

Understand The Network Environment 

A VoIP implementation is certain to add 
a whole new level of complexity to a busi- 
ness networking environment. This com- 
plexity is combined with a requirement 
to act quickly when problems occur; end 
users who might tolerate a slow applica- 
tion will have zero patience for interrupted 
telephone calls, says Jay Botelho, director 
of product management at WildPackets 
(www.wildpackets.com). This requires a 
thorough understanding of existing net- 
work conditions so that adverse changes 

I can be understood and addressed. 

The first step to understanding network 
conditions is to establish baselines that 

I describe the existing infrastructure; this 
assessment, Botelho says, should be carried 
out across the enterprise network. The key 

I is to know how the network behaves on a 
regular basis so that out-of-the-ordinary 
issues can be understood. 

Proper VoIP monitoring, which includes 
metrics for general network performance 
as well as specific voice end-user quality of 
experience metrics (such as Mean Opinion 
Score, or MOS), is needed to validate QoS 
operations, reveal network traffic patterns 
that affect VoIP, and alert administrators 



when performance declines, Botelho says. 
This monitoring is critical to identify when 
network conditions change, such as sites 
suffering degraded performance, changes 
in call volume distribution, or new sites and 
applications that stress network capacity. 

Pay Attention To The Connection 

Alon Cohen, executive vice president 
and CTO at Phone.com, says network 
administrators should ensure that an Inter- 
net connection can carry all concurrent 
VoIP phone calls. Cohen points out that 
in the past, when traditional PBX systems 
were used, the number of concurrent phone 
calls was limited by the number of lines the 
customer had paid for. 

With VoIP PBX using SIP tranks or host- 
ed PBX services, the number of outbound 



BONUS TIPS 



■ Get bandwidth SLAs. 

Alon Cohen, executive vice 
president and CTO at Phone 
.com, says administrators 
should select ISPs that can 
provide SLAs guarantee- 
ing bandwidth levels (a 



concurrent calls depends on the number 
of people who try to call out at the same 
time and not the network, he adds. Thus, 
if network bandwidth is not designed well, 
the point may be reached where capac- 
ity runs out and voice quality degrades. 
Administrators should aim for 100Kb of 
bandwidth per second per concurrent call, 
although that will depend on the phone 
usage (a call center, for example, may have a 
much larger phone call volume). 

Also, Cohen says, those using a DSL 
or cable connection to connect an office 
to the Internet should note that those 
providers don't guarantee the maximum 
bandwidth they advertise (only up to that 
amount). In that case, he adds, the saf- 
est number to use is 1Mb per second per 
concurrent call, d 



minimum level of acceptable 
performance and better), low 
latency (up to 50ms) and low 
jitter (up to 20 to 30ms). 

■ Maintain an analog 

line. Administrators should 



keep an analog line for fax 
devices, because most VoIP 
connections will not have the 
same QoS for a physical fax 
machine as an analog line 
would provide. 



Missed Your Favorite Trade Siiow? 

Not To Worry . . . 
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Analysts: Increase In 
Enterprise Spending 
Points To 

Continued Recovery 

Following a dismal 2008 and 2009, enter- 
prise spending jumped 8.5% to $245 billion 
in 2010, says Gartner Research. Heading 
the enterprise pack was Microsoft, which 
benefits from sales of both ERP products and 
Windows and Office products. IBM would 
have taken the top spot, say analysts, if sales 
of Microsoft Office and Windows had been 
left out of the equation. 

Of the top five enterprise software vendors, 
Oracle experienced the most growth, report- 
ing a rise in revenue of 19.4%. However, 
among the top 25 companies, VMware took 
the top earnings spot, growing 41 %. 

While some analysts have pointed to VMware's 
recent acquisitions of Zimbra and TriCipher as 
the cause of such explosive growth, Gartner 
analyst Tom Eid points out that those acquisi- 
tions don't tell the whole story. 




'The acquisitions were not that big in terms of 
revenues, so the growth had more to do with the 
continued importance of virtualization," he says. 
"Most organizations have racks of x86 proces- 
sors deployed and dedicated; those can be 
reduced and optimized through virtualization. So, 
even during the recent downturn, VMware was 
able to say, 'Since you're not going to get your 
budget, here's a way to add capacity.'" 

In the end, companies such as VMware that 
can help organizations strengthen existing 
infrastructure without undertaking major expen- 
ditures can do well in spite of the downturn, 
perhaps even because of it. 

Reading The Signs 

Analysts say that the two most striking aspects 
of the enterprise uptick are, first, that it occurred 
after a 2.5% downturn in 2009. Relative to that 
drop, an 8.5% jump looks even more impres- 
sive. Second, much of the revenue reported in 
this analysis comes not from existing custom- 
ers, but from new business. The rebound in 
enterprise revenues, Eid says, is especially 
important because it was driven by those new 
sales, indicating a level of confidence that had 
heretofore been lacking. 

Eid says that although the jump in enterprise 
spending signals a long-term improvement 
in the economy, we have to be ready for the 
speed bumps that we're sure to encounter. 

"We go through cycles, with enterprise spend- 
ing mirroring the macroeconomic conditions: 
It's downturn, then recover, then growth," he 
explains. "We've now reached the bottom 
and are on an ascending path. It's not a nice, 
smooth curve, although the longer the time- 
frame you examine, the smoother the curve 
looks. We're now in the recovery phase and 
will then move into growth. Overall, we're now 
trending in a much more positive direction." 

by Rod Scher 



CLIENTS 



Deploy A New 
OS Or Upgrade 



Keys To An Easy Transition 



by Jean Thilmany 

Data center and IT managers typi- 
cally put a great deal of thought into 
planning and preparing for an operating 
system upgrade or update. Still, the pro- 
cess ranks high on the list of concerns 
and problems that data center technicians 
face. That needn't be the case, however. 
By taking some straightforward steps, IT 
managers can smooth the OS deployment, 
upgrade, or update at their enterprise. 

The first item of business is to test 
everything. "You can upgrade all you 
want, but if there's an error in your sys- 
tem, it will still be there after you up- 
grade," says Harry Hustad, who has more 
than 16 years of industry experience as an 
IT specialist. 

He suggests tasking a programmer 
with creating a function to scan all pro- 
grams that will use the new system, 
checking for errors such as viruses or 
spyware. This ensures that the programs 
can handle the upgrade. Also, the func- 
tion might run a hardware test to ensure 



Key Points 



Upgrading an operating system can lead 
to overall savings for your business as 
you can look at consolidating or getting rid 
of unused software licenses. 

Be sure to test all applications to ensure 
they'll run on the new system. 

Roll out data center upgrades in incre- 
ments to ensure a smooth transition. 



After upgrading, Hustad advises IT 
departments to test the OS again to 
ensure that there are no corrupt files 
within the new system. "This way, 
if there's something that did happen 
in the process of upgrading, it can 
be fixed quickly before the computer 
crashes," he says. 

Keep in mind that because every 
operating system is slightly different, 
the upgraded system may differ in the 



Ewing adds. "And this is as good a time 
as ever to implement a virtualization 
strategy because many of your busi- 
ness' s critical applications and process- 
es could be disrupted due to compatibil- 
ity issues." 

I Upgrading can also be an opportunity 
to save money. For example, applica- 
tion virtualization allows IT managers 

I to do away with unused licenses. Ewing 
explains that a business will need to 
pay for Win7, but it won't need to pay 

I for licenses it isn't using. 

For Tlie Data Center 

Andrew Wicklander, founder of the 
Ideal Project Group (www.idealproject 
group.com), has overseen a number of 
data center builds and migrations. 

When it comes to an OS upgrade for 
the data center, he's a fan of doing every- 
thing in increments. 

"I would never recommend migrat- 
ing an entire data center all at once," he 
says. "I wouldn't feel comfortable say- 
ing 'We've got a thousand servers that 



Think of a Windows 7 migration as an opportunity 
to increase efficiency in the IT organization and the 
enterprise overall. 



- Symantec's Christine Ewing 



that all hardware can handle the upcom- 
ing changes. Then, he says you need to 
check your current OS to ensure that it 
is not corrupt. "Everything in that com- 
puter must be compatible and updat- 
able," Hustad adds. 

Keep in mind that some applica- 
tions already running may need to be 
brought up-to-date to catch up to the 
upgraded system, says Dorinda Rose, 
IT business analyst at architecture, plan- 
ning, and engineering firm Leo A. Daly 
(www.leoadaly.com). 

The better prepared an IT department is 
in getting the latest version or compatible 
versions of applications from the software 
manufacturer, the less they will become a 
risk to the upgrade, Rose says. 

On the server side, make sure all periph- 
erals have the latest driver for the operating 
system, she adds. 

Test & Assess 

Hustad also recommends using as- 
sessment tools you can find online. 
These tools can help you analyze all 
the software and hardware combinations 
running on the computer and report on 
what needs to be changed, improved, or 
removed for the upgrade to work properly. 

"We used to have these programs on 
CD that we'd put in a computer and run 
to make sure everything would work," 
he says. "Many times, companies don't 
bother with this step anymore." 



way it accesses hardware. "So that may 
need to be altered to conform to the 
new operating system," Hustad adds. 

Added Bonus 

No matter how long you put it off, 
you will have to update your OS at some 
point. For instance, regardless of its 
size, an enterprise that runs Windows 
will eventually need to migrate to Win- 
dows 7. 

To make the process easier to stomach, 
think of a Win? migration as an oppor- 
tunity to increase efficiency in the IT 
organization and the enterprise overall, 
says Christine Ewing, director of product 
marketing, endpoint management group, 
at Symantec (www.symantec.com). An 
upgrade is an excellent time to update 
desktop security software, she says. 

"The same holds true for backing 
up the valuable data on your clients," 



do this thing and we need to upgrade 
it from this OS to that OS and we've 
already tested it on two servers, so let's 
roll it out.'" 

He recommends first updating around 
25% of a data center. If that goes well, 
update another 25% and then move for- 
ward with the final 50%. 

In tandem with the incremental 
upgrades, Wicklander explains that an 
OS update or upgrade is a good time 
to also test your data center's failover 
mechanism. "If you have a data center 
in Chicago and another in Philadel- 
phia, I think that's a good opportunity 
to take the entire Chicago data center 
offline and do your proper custom- 
er notifications, and maybe upgrade 
25% of that data center, and then bring 
it back online and make sure the per- 
formance is what you're expecting," 
he says. ^ 



More Basics 



Don't forget the small stuff, says Dorinda Rose, IT business analyst at architecture, 
planning, and engineering firm Leo A. Daly (www.leoadaly.com). That means ensur- 
ing IT is staffed to upgrade the OS across multiple geographies within the planned 
timeframe. You also need to consider adding extra RAM or replacing desktops and 
laptops to meet system requirements. Also, narrow down how you'll deploy the 
upgrade, either through SCCM, VMware, or a Deployment Toolkit. Make sure this 
process is the standard company-wide, she adds. 
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DATA CENTER MANAGEMENT 



Transitioning From 
Mainframe Environments 

Keep Your Mainframe In The Mix Or Get Rid Of It? 



by Chris A. MacKinnon 

Enterprise mainframes have been 
around since as early as the 1950s, and 
most industry analysts agree that main- 
frames will probably always be around in 
select enterprises for specific purposes. 
But some enterprises have begun mov- 
ing toward mixed environments, while 
others have decided to transition away 
from mainframes altogether. So how can 
your enterprise best transition away from 
mainframes if necessary? Where do you 
start? On the other hand, if you'll likely 
always have a mainframe around for cer- 
tain tasks, how do you incorporate it into 
a mixed environment? 

Unique Requirements 

Darin Stahl, lead analyst with Info- 
Tech Research Group, says traditionally, 
the mainframe is a very robust platform 
with legendary reliability and securi- 
ty. Stahl elaborates, "Mainframes can 
be found in a couple of environments, 
obviously big environments or legacy 



external) where it makes sense, and then 
performing tethering or integration work 
behind the scenes. So in the case of the 
mainframe, it has been completely possible 
to front-end rich Web interfaces and have 
transactions entered by a client and then 
those transactions end up hitting a number 
of platforms in the background." Stahl says 
this is typically how mainframes begin to 
co-exist in a mixed environment because 
mainframes allow server OSes and applica- 
tions to 'do their thing.'" 

IVIainframe IVIomentuin 

Doris Conti, IBM's System z director, says 
client input drove IBM to the development 
of the zEnterprise system. Conti explains, 
"Through the years, client data centers have 
become a mix of architectures, with main- 
frames running mission-critical applica- 
tions and serving as the business data hub. 
Surrounding the mainframe are distributed 
systems acting as application or Web serv- 
ers. These choices to optimize particular 
workloads has led customers to have a mixed 
heterogeneous environment, with separate 



"Many mainframe shops have mixed 
platforms, because nobody is pure 
anything anymore." 



- Info-Tech Research Group's Darin Stahl 

environments, usually in financial servic- 
es, insurance companies, smaller banks, 
or big consumers. Mainframes are also 
used in local government, state govern- 
ment, and municipalities." 

Stahl says mainframes have unique char- 
acteristics around batch needs and process- 
ing real-time transactions online. He says 
on a regular basis, mainframes have to do 
regulatory runs, compliance work, and 
statement printing, and he says they do all 
of this much better in "batch mode." He 
adds, "As a result, many mainframe shops 
have mixed platforms, because nobody is 
pure anything anymore. In fact, you'd be 
hard-pressed to find a pure Windows shop 
except in the smallest of small enterprises." 
He says what happens is that many applica- 
tions align with business needs and cus- 
tomer needs, and they end up tying those 
things together. 

"Typically what we see," Stahl contin- 
ues, "is the applications aligning at the 
customer-facing level (either internal or 



operations, management, and policies, and 
even separate staffing for each architecture 
piece of a particular work stream. Our clients 
desire to remove the silos and optimize their 
data centers' management." 

Predicting the death of the IBM main- 
frame server seems to be a "national 
pastime for pundits across the IT land- 
scape," in Conti' s opinion. Conti says, 
"The rumors of the death of the main- 
frame are not simply exaggerated, they 
are completely false. 

Conti notes two key factors driving 
this momentum: traditional mainframe 
customers are adopting new systems at 
a record pace and new clients moving 
new workload. "This includes smaller 
and medium-sized business as well as 
clients in emerging markets such as 
China and Africa," Conti says. 

Getting Away 

But if an enterprise absolutely needs to 
get away from mainframes, how can they go 



Mixed Environments Can Be Tricky 

Another big consideration for enterprises when deciding to mix environments is the 
availability of coders and other resources to work on the environment. According to 
Darin Stahl, lead analyst with Info-Tech Research Group, this is because you don't 
usually "run into too many COBOL programmers at a cocktail party." So the question 
Stahl asks is: What are you using the mainframe for? "If you're heavily involved in lega- 
cy custom applications that you're not porting anytime soon, staffing is a big issue. But 
there are several modernization toolsets out there that allow the old mainframe coding 
environment to be presented as a slick GUI interface that's more familiar to Visual Basic 
or .NET programmers." 



about that? According to Info-Tech's Stahl, 
getting off a legacy platform seems to always 
"start from the premise that I need to." He 
says the issue then becomes a question of 
"what am I running from an application- and 
business-need perspective, and what do I 
need to move from? How do I get all this 
functionality online?" 

Stahl adds, "Now I have a build vs. 
buy decision so I need to go through a 
functionality review to find out what is 
appropriate, so I select the application 
that I need, and it may be that I build, 
expand, or integrate, or maybe that I go 
strictly replacement, and the replacement 
functionality or application will decide 
the platform. It may or may not run on 
the mainframe; it may actually run on 
Unix or Windows. That is really the way 
to go at this, which is the suitability for 
the business need because infrastructure 
exists to service business, so that's the 
starting point." 

From there, Stahl says you look at the 
overall strategic fit with your direction of 
IT strategy and ask yourself "how can I be 



Key Points 



If you're transitioning away from a main- 
frame system, you need to ask: "What 
am I running from an application- and 
business-need perspective, and what do 
I need to move from? How do I get all this 
functionality online?" 

A starting point to consider when tran- 
sitioning from a mainframe system is 
suitability for the business need, because 
infrastructure exists to service business. 

In some cases, mainframe use is experi- 
encing a resurgence. 



agile for my business needs, and how can I 
provide the lowest cost at the right amount 
of availability so that alignment is key? 
And this is sometimes where you start to 
see the cost perspective come in." He says 
there are also a number of tools that will 
help companies to incorporate mainframes 
in mixed environments, for example, pro- 
gramming and language tools. 
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News 



Report: Electronic 
Health Records Have 
Environmental Impact 

According to a recent report from health- 
care provider Kaiser Permanente, the shift 
to digital medical records can make hospi- 
tals greener. 

In its report, Kaiser Permanente posits that 
the U.S. healthcare industry is one of the 
major actors in the country's impact on the 
environment. In fact, Kaiser Permanente 
says, the industry generates 7% of the United 
States' emissions of carbon dioxide and 8% 
of the country's total greenhouse gas output. 
Medical waste, by its very nature, gives the 
industry a garbage footprint very much unlike 
those of, say, the consumer sector or general 
industry. Health care also puts high demands 
on both energy infrastructure and water sup- 
ply at the local level. 

That said, a migration toward the meaning- 
ful use of EHRs (electronic health records) 
can have a net positive effect In reducing 
the industry's output of both carbon and 
waste, along with its water consumption. 
Kaiser Permanente says. The term "mean- 
ingful use" alludes to knock-on effects 
EHRs can have on changing current treat- 
ment models and industry workflow, over 
and above the replacement of bulky physi- 
cal records used for decades. 

The company maintains an enormous EHR 
system called HealthConnect, which it says 
is the private sector's largest on a worldwide 
basis. HealthConnect comprises the digital 
medical records of 8.7 million customers in 
the Washington, D.C., area and nine states. 




The Green Effect 

Kaiser Permanente says its EHR usage 
through HealthConnect has saved it 1 ,044 
tons of medical chart paper and 68 tons of 
X-ray film. Digitizing X-rays and other images 
knocked down the company's usage of toxic 
chemicals by 33.3 tons. And by handling pre- 
scriptions online, it saved another 7,000 tons 
of carbon dioxide. 

Empowered by EHRs, patients made virtual 
visits to their doctors' offices instead of physi- 
cal trips. This reduced carbon dioxide emis- 
sions of 92,000 tons and lowered gasoline 
expenditure by more than 3 million gallons in 
one year, the company says. 

EHR implementation does, of course, incur 
some new costs of its own. Higher energy 
consumption is an obvious result of the 
greater computer usage involved. In the 
study, there were also an extra 250 tons of 
waste from the move. 

Still, according to Kaiser Permanente's fig- 
ures, the net effect is a positive one. In fact, 
the study says, if everyone in the United 
States had EHRs instead of old-fashioned 
paper and film in their medical record folders, 
it could reduce the country's carbon dioxide 
generation by as much as 1.7 million tons. 

by Marty Sems 



DATA CENTER MANAGEMENT 



Cost-Effective 
Technology Spends 

Determine The Most Beneficial Areas To IVIake Investments 



by Robyn Weisman 

Too OFTEN, COMPANIES look at the 
people in their IT departments as alche- 
mists. In addition to their myriad duties, 
data center managers are tasked to fig- 
ure out ways that they can simultane- 
ously cut costs in their departments 
while somehow bring about revenue 
growth and improved efficiencies to 
the business. 

"It's a dichotomy. How do you 
achieve both?" posits James Norwood, 
senior vice president of worldwide 
product marketing at ERP (enterprise 
resource planning) solutions vendor 
Epicor (www.epicor.com). 

Meanwhile, few organizations seem 
to take an IT staff's needs into account. 
Jonathan Eunice, founder and principal 



wholesale switch from their current sys- 
tems to a new one. 

"Business people, systems admin- 
istrators, and IT people can model 
processes at a business level, and the 
software will adapt to support that new 
process ... if your software cannot 
support the change in processes, over- 
heads, policies, and regulations, you're 
in trouble," Norwood explains. 

Modularity & Integration 

Few, if any, ERP vendors deliver an 
all-in-one solution, and typically, some 
portion of that solution is supplied by a 
third-party vendor or a technology part- 
ner. "Integration is the name of the game 
when it comes to successfully imple- 
menting ERP, because ERP ultimately 
touches everything in an organization," 



. if your software cannot support 
the change in processes, overheads, 
policies, and regulations, you're 
in trouble." 



■ Epicor's James Norwood 



IT advisor at consultancy Illuminata 
(www.illuminata.com), points out that 
growing and maintaining the class of IT 
that everyone wants will lead to happier 
employees, which translates into less 
turnover and better trained staff — and 
additional cost savings. 

So what technology spends should 
you be making to improve efficiencies, 
spur on growth of your business, and 
most of all, make you happy to be an 
IT professional? Here are a few sugges- 
tions from industry experts. 

Align IT With Business 

If you want to optimize efficiencies 
in your ERP system, you first need to 
examine the degree to which your sys- 
tem matches the current condition of 
your enterprise. "Companies change. 
They've merged with other compa- 
nies, spun off operations, downsized, 
upsized, changed their whole product 
structure, or changed their distribu- 
tion system, where they've gone from 
direct sales force to an indirect sales 
force, [among other things]," says Lou 
Washington, senior marketing manager 
of control manufacturing business sys- 
tems at Cincom (www.cincom.com). 

Norwood points out that newer ERP 
solutions integrate BPM (business pro- 
cess management) capabilities that offer 
users the ability to better support evolv- 
ing business processes, policies, and best 
practices without having to customize 
and potentially become locked into a 
rigid and ultimately expensive system. 
Because businesses need to "change 
on a dime," as Norwood puts it, ERP 
solutions increasingly are becoming modu- 
lar in nature. Modularity also is impor- 
tant because few companies can make a 



says Cincom' s Washington. "So if you 
outsource payroll or go to a different 
kind of financial package, for example, 
your solution should integrate with those 
other systems." 

"More typically, you see piece-by- 
piece replacement of software with mod- 
ules or components of an ERP system, so 
that when you upgrade to a new system, 
you still need to be able to use the older 
software and make sure they can share 
the data," explains Erik Kaas, senior 
director of product management at Sage 
ERP (www.sageerpsolutions.com). 

Kaas says that in the past, data inte- 
gration amounted to being able to move 
data from one system into another. 
Today, the ascension of Web servic- 
es offers an easier, more standardized 
way of exchanging data. "To make sure 
systems can talk to one another, most 
[ERP] vendors make sure their soft- 
ware supports Web services integration, 
which then lets IT staff more easily 
make one-to-one integrations between 
two different software systems to share 
that data," Kaas says. 

Virtualization Is Tops 

Virtualization, whether you're think- 
ing about it for consolidating servers, 
optimizing your storage, or changing 
the architecture of your networking 
infrastructure, is a simple, effective 
infrastructure enhancer, says Eunice. 

"Virtualization offers the most value 
in reducing the costs of running your 
data center, and it almost always leads 
you through a process, where you say, 
'You know, the servers we're running 
on now, the ones we bought six years 
ago, are massively inefficient compared 
to what we could buy today,'" Eunice 



Key Points 



Make sure your ERP (enterprise resource 
planning) system matches up with your 
business objectives. 

Virtualization will give the most immediate 
bang for your buck, whether you are look- 
ing to optimize or change the architecture 
of your IT infrastructure. 

Ditch expensive maintenance agreements 
for reliable hardware and keep spares 
instead. 



says. "And the rapid pace of evolution, 
such as with multicore processors and 
better memory, means the operational 
costs on power, cooling, floor space, 
and other resources makes upgrading a 
financial no-brainer." 

And virtualization brings with it 
many other useful and cost-effective 
processes. "Virtualization has the posi- 
tive effect of getting you to do other 
efficiency wins like consolidated stor- 
age. It's like going to the gym and real- 
izing that maybe you shouldn't drink as 
much, or you should eat fewer potato 
chips. It's developing a system of being 
more efficient," Eunice says. 

Replace Rather Than Maintain 

Much of today's data center hard- 
ware, such as routers, is highly reli- 
able. They don't break often, but when 
they do, organizations can't afford 
any sort of outage while waiting for 
someone to fix them. Therefore, you 
often are better off ditching mainte- 
nance agreements and putting those 
funds into spare hardware instead, says 
Andy Woyzbun, lead analyst at Info- 
Tech Research. 

"If [hardware] goes down, you have 
a spare to switch out while waiting for 
somebody to fix the broken one," says 
Woyzbun. "And if you have sufficient 
spares, you can pay for repairs if and 
when required, so it's on-demand, rath- 
er than a fixed cost, even if [the repair 
technicians] charge a bit more." . 



Add Analytics 
To Your Mix 

In the past, analytics was limited to large 
companies that could afford the resources 
required to leverage them. Today, you can 
feed analytics from just about any applica- 
tion, including Microsoft Excel, and use 
the data to figure out areas where your 
SME could be collecting more revenues or 
maximizing profits, says Jonathan Eunice, 
founder and principal IT advisor at Illuminata 
(www.illuminata.com). 

"You can go to . . . just about any database 
vendor and buy analytics software In addition 
to the server and database, and it will help 
you tune your database, figure out what your 
data feeds are, and set it up to figure out 
how much it will cost to do a project without it 
impacting your existing IT infrastructure. The 
wins are enormous," Eunice says. 
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USED & REFURBISHED EQUIPMENT SPOTLIGHT 



Savvy Shopping 
In The Used Market 

What Equipment Makes Sense To Buy Used? 



by Julie Knudson 

With many manufacturers instituting 
"planned obsolescence" programs, in which 
equipment sometimes reaches end-of-life 
in as little as 12 or 18 months, data centers 
are finding their pocketbooks lighter more 
often. But this more frequent cycling of 
equipment has an upside: It means that 
more equipment is available to budget- 
conscious enterprises shopping the second- 
ary market. And while the new equipment 
market offers IT groups only a narrow slice 
of options, resellers have access to a much 
wider selection, stretching from today's 
models to equipment that's several years 
old. Enterprises looking for low prices can 
find great deals on the used market, but 
where do you start when you're ready to 
give refurbished equipment a try? What 
equipment is a safe bet to buy used? 

The usual suspects. A handful of common 
items are among those often recommended 
as good buys on the secondary market. "The 
best equipment to get, especially refurbished, 
is networking equipment — firewalls, rout- 
ers, and switches," says Rahul Pinto, senior 



director of professional services at Recurrent 
Technologies (www.recurrent.com). Not only 
are these items generally easy to incorporate 
into existing environments, but the level of 
demand for them on the new market trans- 
lates into wide availabiUty through resellers, 
and the amount of product in inventory means 
that data centers have their pick of models, 
capabilities, and price points. 

Storage. If networking equipment is at 
the top of the used market shopping Ust, then 
storage ranks a close second. Disk storage 
in particular is in high demand and enjoys a 
brisk trade on the secondary market. Buyers 
looking for something specific shouldn't 
have trouble locating their preferred flavor, 
and because the selection is so good, "not 
only will they likely find it, they'll find it for 
a lot better price," says Johnny Tourino, vice 
president of Spectra (www.spectra.com). 
And while disk storage may get most of the 
limelight, tape storage is also a strong seller 
on the secondary market. 

Servers. Enterprises looking for deals on 
used equipment should consider the values 
offered by refurbished servers. Tourino 
says that buyers wiU find "more power for 



your buck. If you get on the bleeding edge 
of servers, you'll spend a fortune and you'll 
pick up maybe 5% or 10% more [power] 
than the predecessor server, but it doesn't 
really cost justify." The range of manufac- 
turers and models available through resell- 
ers is vast, so buyers are almost certain to 
find what they need. 

Telephony. Also increasingly popular 
on the secondary market is IP telephony 
equipment. "We sell quite a bit of it," 
Pinto says, "including unified commu- 
nication systems, phones, and the whole 
call center environment." He says that 
used telephony products are often more 



Straightforward from a reliability stand- 
point — phones either work or they don't, 
and once products arrive for in-house 
testing, it's clear if they're going to be 
good units or not. Aggressive pricing 
is another attraction. "The discounts on 
used telephony equipment are higher 
than networking equipment," Pinto says. 
"Companies can save a lot of money by 
going that route." But what about data 
centers looking for legacy equipment? 
There's good news there, too. "With the 
transition of companies going to VoIP- 
based systems, a lot of the legacy analog 
equipment is available," Pinto says. ^ 

^^^^ 



Find Used & Refurbished Equipment 

For Sale 

Once you've made the decision to purcliase used or refurbished equipment, finding the equipment 
you need is easy with Processor's online Data Center Products For Sale Database. 



From Processor's home page (www.processor.com), you can search for a specific part number, 
mal<e, model, or description. Enter the information in the 
appropriate box and clicl< Search. You'll see a list of available 
equipment, if you don't see the particular piece you're looking for, 
scroll to the bottom of the search results page to conduct a more 
detailed search. There, you can search by part number, model, 
price, location, and more. 

Don't l<now the specific part number or model? Use 
the drill-down search on the Processor home page 
to view results from specific manufacturers. Simply 
clicl< the manufacturer name, and you'll see a list of 
all equipment listings from that manufacturer. 
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Upcoming IT Events 



Network With Your Peers 
At These IT Training & Association iUeetings 

Across The United States 



JUNE 

Central Plains 
ISSA 

June 3, 1 p.m. 
Wichita IVIarriott Restaurant 
9100 E. Corporate Hills Drive 
Wicliita, Kan. 
issa-cp.org 



Fundamentals 
Of Microsoft Server 2008 
Active Directory 

June 6-9, 6 p.m. 
Online Live 
www.nhnorthflorida.com 

Agile Product 
Leadership Network 

June 9, 6 to 8 p.m. 
IVlax Technical Training 
4900 Parkway Drive, Suite 160 
Mason, Ohio 
www.maxtrain.eom//pages 
.aspx?pagename=ITAssociations 

AITP 

Research Triangle Park 

June 9 
University Club 
4200 Hillsboro St. 

Raleigh, N.C. 
www.rtp-aitp.org 



Cincy SQL 

June 9, 6 to 8 p.m. 
Max Technical Training 
4900 Parkway Drive, Suite 160 
Mason, Ohio 
www.maxtrain.eom//pages 
.aspx?pagename=ITAssociations 



Data Connectors Baltimore 
Tech-Security Conference 

June 9 
TheTremont Grand 
225 N. Charles St. 
Baltimore, Md. 
www.dataconnectors.com 
/events/201 1/06Baltimore 
/agenda.asp 



ISSA Baltimore Information 
Security Summit 

June 9, 8:30 a.m. to 4:30 p.m. 
Capitol College 
11301 Springfield Road 
Laurel, Md. 
http://infosec-summit.issa-balt.org 



7x24 Exchange Spring 
Conference 

June 12-15 
Hilton Orlando Bonnet Creek 
Orlando, Fla. 
www.7x24exchange.org 



The Business 
Of Cloud Computing 

June 13-15 
Hyatt Regency Mission Bay 
Spa & Marina 
1441 Ouivira Road 
San Diego, Calif. 
http://tinyurl.com 
/CloudComputing613 



Gartner IT 
Infrastructure, Operations, 
and Management Summit 

June 13-15 
The Peabody Orlando 
9801 International Drive 
Orlando, Fla. 
www.gartner.com/technology 
/summits/na/it-operations/ 



Implementing & Managing 
Windows Server 2008 
Hyper-V 

June 13-16, 6 p.m. 
Online Live 
www.nhnorthflorida.com 



AFCOM 
Central Texas 

June 16, 11 :30 a.m. to 1 :30 p.m. 
Marie Callender's Restaurant 
9503 Research Blvd. 
Austin, Texas 
www.afcom.com/afcomnew 
/CentralTexas.HTML 



CinARC 
Software Architects 

June 16, 6 to 8:30 p.m. 
Max Technical Training 
4900 Parkway Drive, Suite 160 
Mason, Ohio 
www.maxtrain.eom//pages 
.aspx?pagename=ITAssociations 



ISSA 
Northern Virginia 

June 16, 5:30 p.m. 
issa-nova.org 



AITP Region 18 
Spring IT Conference 

June 18, 8 a.m. to 5 p.m. 
Holiday Inn-Akron West 
4073 Medina Road 
Akron, Ohio 
www.aitp-region18.org/ITCon/ 



Data Connectors Charlotte 
Tech-Security Conference 

June 19 

Renaissance Charlotte Suites Hotel 
2800 Coliseum Centre Drive 
Charlotte, N.C. 
www.dataconnectors.com 
/events/201 1/06Charlotte/inv_ex.asp 



Installing & Configuring 
Windows 7 Client 

June 20-24, 6 p.m. 
Online Live 
www.nhnorthflorida.com 



AITP Oklahoma City 

June 21 
aitpokc.org 



AFCOM Central Texas 

June 23, 11 :30 a.m. to 1 :30 p.m. 
Marie Callender's Restaurant 
9503 Research Blvd. 
Austin, Texas 
www.afcom.com/afcomnew/ 
CentralTexas.HTML 



AITP Akron-Power Shell 

June 28 
Buffalo Wild Wings 
5050 Eastpointe Drive 
Medina, Ohio 
www.akron-aitp.org/index.htm 



Data Connectors Orange County 
Tech-Security Conference 

June 30 

Doubletree Hotel Anaheim/Orange 
County 
100 City Drive 
Orange, Calif. 
www.dataconnectors.com 
/events/201 1/06OrangeCounty 
/inv_ex.asp 

JULY 



Central Plains ISSA 

July 1, 1 p.m. 
Wichita Marriott Restaurant 
9100 E. Corporate Hills Drive 

Wichita, Kan. 
issa-cp.org 



Configuring Windows Server 2008 
Active Directory Domain Services 

July 11-15, 6 p.m. 
Online Live 
www.nhnorthflorida.com 



AITP Research Triangle Park 

July 14 
University Club 
4200 Hillsboro St. 

Raleigh, N.C. 
www.rtp-aitp.org 



Data Connectors Hartford 
Tech-Security Conference 

July 14 
Crowne Plaza Hotel 
100 Berlin Road 
Cromwell, Conn. 
www.dataconnectors.com 
/events/201 1/07Hartford/inv_ex. asp 



AITP 
Oklahoma City 

July 19 
aitpokc.org 

AITP Southwest Missouri 

July 19 
aitpspringfield.org 

Cloud Control Conference 

July 19-21 
Hilton Boston Logan Airport 
Boston, Mass. 
www.cloudcontrolconference.com 

Green Data Center Conference 

July 19 
Hilton Boston Logan Airport 
Boston, Mass. 
www.greendatacenter 
conference.com 

ISSA Northern Virginia 

July 19, 5:30 p.m. 
issa-nova.org 

Data Connectors Portland 
Tech-Security Conference 

July 21 
Doubletree Hotel Portland 
1000 NE Multnomah St. 

Portland, Ore. 
www.dataconnectors.com 
/events/2011 /07Portland/inv_ex.asp 

AUGUST 



Data Connectors Denver 
Tech-Security Conference 

Aug. 4 
Denver, Colo. 
www.dataconnectors.com 
/events/201 1/08Denver/agenda.asp 

Central Plains ISSA 

Aug. 5, 1 p.m. 
Wichita Marriott Restaurant 
9100 E. Corporate Hills Drive 

Wichita, Kan. 
issa-cp.org 



AITP Research Triangle Park 

Aug. 11 
University Club 
4200 Hillsboro St. 

Raleigh, N.C. 
www.rtp-aitp.org 



Data Connectors St. Louis 
Tech-Security Conference 

Doubletree Hotel & Conference 
Center 

16625 S. Swingley Ridge Road 
Chesterfield, Mo. 
www.dataconnectors.com 
/events/201 1/08StLouis/inv_ex. asp 



Do you have an event you'd like to see listed? 
Send an email to feedback@processor.com. 
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GREEN TECH & TIPS 



Facebook Builds A Green, Open Data Center: 

Social Networking Company Hopes To Spur Innovation 

BYRODSCHER 



If you could build a new data center starting completely from scratch, and if 
money were no object, what would you do? And what if the boss said, "Do whatever 
you have to do to make the new data center efficient, green, and effective. Don't build 
it like data centers have always been built; find new ways, more efficient ways, to do 
things — even if you have to throw out the rule book." Imagine what you could invent if 
you had the time, the talent, and the resources to start over. 



That's what Facebook did. The IT team 
sat down and redesigned the data cen- 
ter, coming up with one that turns out 
to be 38% more efficient than most and 
about 24% less expensive to build and 
run. While the typical data center has a 
PUE (power usage effectiveness) of about 
2.5, Facebook's new 147,000-square-foot 
facility in Prineville, Ore., boasts a PUE 
of 1.07. 

Creative Thinking 

How did Facebook do it? It thought 
outside the box — way outside. Instead 
of off-the-shelf servers, it designed its 
own no-frills "vanity-free" machines — 
ugly, but functional, efficient, cool, and 
inexpensive. It located and built the 
facility such that no air conditioning is 
necessary; the building, oriented so that 
prevailing winds direct outside air into 
the building year-round, uses evapora- 
tive cooling instead. 

Even little things add up quickly when 
you're processing 100 million new photos 



daily and supplying compute power for 
more than 500 million users. 

"When we set out to build the data 
center we rethought every part of the 
system to make it more efficient," says 
Jonathan Thaw, Facebook's manager 
of corporate communications. "Perhaps 
the best example of this is that we cut 
out a stage of power transformers and 
designed the data center power sup- 
ply to utilize 277 volts (compared to 
the typical 208 volts), so there is less 
transfer loss from the utility to the data 
center." The result is one of the most 
energy-efficient data centers ever. 

A Truly Open Architecture 

The company wasn't content to leave 
it at that. After having developed a 
series of what most companies would 
have considered to be very closely held 
trade secrets, Facebook gave them all 
away. The company completely opened 
up the technology behind the new 
data center and literally gave away its 



secrets. Everything about the data center 
is available at www.opencompute.org to 
anyone who wants to know — or copy — 
how it works. You can even download 
the CAD/CAM drawings, building 
plans, and power and cooling specs. 

Facebook has dubbed this approach 
"open" rather than "open source" be- 
cause a traditional open-source license 
requires users making modifications to 
the technology to share those modifica- 
tions with the rest of the world. Face- 
book wanted no such constraints; if a 
company could gain a competitive 
advantage over its rivals by building a 
super-efficient data center modeled on 
its facility, then more power to it. 

Share & Share Alilce 

Why would the company spend mil- 
lions on developing what may be the 
world's most efficient data center and 
then opt to give it away? 

"Facebook isn't in the infrastructure 
business, and that isn't what differen- 
tiates us," Thaw says. "Our business 
is built around delivering great prod- 
ucts, not the infrastructure below it. 
Opening up the technology means that 
there will be advances that we wouldn't 
have discovered if we had kept this 
technology secret. Over time, we hope a 



feedback loop spurs innovation through- 
out the industry." 

The notion is that "green tech begets 
green tech" and that innovation begets 
more of the same. The Facebook people 
hope that future data centers around 
the world may someday be able to trace 
their lineage back to a huge experi- 
ment undertaken in a tiny 
Oregon town. 




Processor Solutions Directory 

Here are brief snapshots of several companies offering products designed for tine data center and IT industry. 

Listings are sorted by category, making it easy for you to find and compare companies 

offering the products and services you need. 

You can find more detailed information on these companies and the products they offer inside this issue. 



To list your company and products, 
call (800) 247-4880. 



Physical Infrastructure 



aAVTECH 



AVTECH Software, founded in 1 988, is focused on mak- 
ing the monitoring and management of systems, servers, 
networks, and data center environments easier. AVTECH 
provides powerful, easy-to-use software and fiardware tfiat 
saves organizations time and money while improving opera- 
tional efficiency and preparedness. AVTECH products use 
advanced alerting technologies to communicate critical status 
information and can perform automatic corrective actions. 

Products Sold: 

A full range of products that monitor the IT and facilities 
environment, including temperature, humidity, power, 
flood, room entry, and UPS 



220-6700 I www.AVTECH.cotn 



Physical Infrastructure 



Bay Tech was founded in 1976 and, since the 1990s, has 
developed unique products for remote power management. 
The company uses printed circuit board instead of wires for 
a better, more resilient connection between the data center 
equipment and the receptacle. Bay Tech provides an exten- 
sive Web site with brochure downloads, warranty informa- 
tion, and reseller support and also offers evaluation units for 
data centers. 

Products Sold: 

• Power control, distribution, management, and metering 

• Power transfer switches 

• Console management and remote site management 



(800)523-2702 I www.baytech.net 



Physical Infrastructure 



CYBER@SWITCHING® 

Cyber Switching is an innovator and manufacturer of power 
management solutions used to distribute power throughout 
an entire data center, from the building infrastructure to the 
rack level. Cyber Switching products provide companies 
with quality power data throughout the data center, enabling 
them to make sound, informed decisions regarding their 
power grid. Located in San Jose, Calif., Cyber Switching 
began pioneering power distribution technologies in 1994 
and continues to design and develop innovative and techni- 
cally advanced power solutions such as the ePower, PM8, 
Dualcom S, EMC, Galaxy Series, E Series, and PS Series. 



Products Sold: 

• Intelligent power management 

• Value-added power management 

• Metered power distribution 

• Three-phase power distribution 



Energy management 
and control 
Switches 



311-6277 I www.cyberswitching.com 
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Physical Infrastructure 



DAlA CERCE^ DEPOl 

A Gaw Associates, Inc. Company 

Data Center Depot prides itself on providing the best 
selection, pricing, and support for data center products. 
Our diversified product line can meet the specific needs of 
data center managers responsible for virtually any type of 
corporate setup. We are a major manufacturer and also 
distribute the product lines for top companies in the indus- 
try. IVIost of our products are available via our online store, 
but we encourage you to contact us so we can help you 
find the right products for your requirements and budget. 

Products Sold: 

• Data cabinets, racks, and accessories 

• LAN and NOC furniture • Cable ladders 

• Consoles and monitor walls • Patch panels 

• Power supplies • Storage furniture 



(877)429-7225 I www.DataCenterDepot.coin 



Physical Infrastructure 




ITWatchDogs 



ITWatchDogs manufactures environmental monitors that 
help prevent downtime from climate- and power-related 
issues. Its Web-enabled monitors let users keep an eye on 
remote conditions from a secure Web interface and receive 
SNMP, email, SMS and voice call alerts when specified 
alarm thresholds are exceeded for external factors, including 
temperature, humidity, airflow, power failure, smoke, water 
detection, and more. 



Products Sold: 

• Climate monitors 

• Power monitors 



' Digital and analog sensors 
' IP surveillance cameras 



(512)257-1462 I sales@itwatchdogs.com I www.itwatchdogs.com 



Physical Infrastructure 



PDUs 



direct 



Established in 2008, PDUsDirect.com is an online whole- 
saler providing a select line of PDUs for server and net- 
worked environments. PDUs Direct's basic, metered, and 
switched Rack PDUs provide local and remote power 
management, power monitoring, and environmental 
monitoring. We pride ourselves in offering industrial-grade 
quality products at the lowest prices, with the fastest ship- 
ping (most orders shipped within 24 hours) and simplest 
purchase process. 

Products Sold: 

A complete line of 20A PDUs, including metered, basic, 
and switched. 



751-7387 I pdusdlrect.com 



Physical Infrastructure 



SENSAPHONE' 

REMOTE MONITORING SOLUTIONS 



Sensaphone has been designing and manufacturing remote 
monitoring systems for more than 25 years and has more 
than 300,000 of its products in use. Sensaphone's product 
lineup offers a full range of devices with a broad number of 
features and applications designed to monitor your entire 
infrastructure and alert you to changes. All product engineer- 
ing functions, including hardware and software design and 
circuit board layout and assembly, are performed at the 
Sensaphone facility in Aston, Penn. 

Products Sold: 

Remote monitoring solutions that provide email and voice 
alarm notification for problems related to temperature, 
humidity, water detection, power failure, and more. 



Physical Infrastructure 




Based in New York City, Hergo Ergonomic Support 
Systems is an independent designer and manufacturer of 
enclosure cabinet solutions, technical computer furniture, 
and modular racking systems. The company's products are 
designed to promote organization in the workspace and 
to increase the productivity of computers, peripherals, and 
communications equipment. Hergo is known for its high- 
quality products and superior customer service. 



Products Sold: 

• Racks 

• Enclosures/cabinets 

• IVIotorized workstations 

• Flat-panel arms 



Computer desks 
Cable management 
Power management 



222-7270 I www.hergo.com 



Physical Infrastructure 



MOVINCOOL. 

the #1 spot COOLING SOLUTION 



The MovinCool division of DENSO Sales California has 
pioneered the use of portable air conditioning solutions for 
a variety of North and South American markets since 1982. 
IVIovinCool works with a national network of distributors and 
suppliers to provide product sales, installation, and rental. 

Products Sold: 

• Office Pro Portable Air Conditioner Series for indoor 
environments such as server and telecom rooms 

• Classic & Classic Plus Portable Air Conditioner Series for 
moisture removal, outdoor and industrial spot-cooling 

• CIVI Series ceiling-mounted A/C for cooling server 
rooms, telecom closets, or anywhere space is limited 



(800)264-9573 I www.movincool.cam 



Physical Infrastructure 



IT 



RACKMOUNT 

SOLUTIONS, Ltd 

' where customer service matters^ 



Rackmount Solutions' mission is to listen to the IT engi- 
neer's specific needs and deliver superb-quality, high- 
performance products through continuous product innova- 
tion and operational excellence. We pride ourselves in 
providing quality customer service, products that fit your IT 
requirements, and solid value for your money. 

Products Sold: 

• Wallmount and server racks and cabinets, including 
sound proof, air conditioned, and large cable bundle 

• Desktop/tabletop portable racks 

• Shockmount shipping cases 

• Bulk cable 



(866) 207-6631 I www.rackmauntsolutions.net 



Physical Infrastructure 




TACO 

\NERGr. 

PRODUCTS CO. 



Staco Energy was founded in 1937 and is one of the 
longest-lasting innovators of power products and services 
in the world. Our recent innovations have created the 
foundation for entry into the SIVIB data center marketplace 
through pioneered design and expertise. We are commit- 
ted to providing you with the best tailored power solutions 
for your needs. 



Products Sold: 

A full line of UPS products, including our new FirstLine 
P 80 - 125kVA UPS, FirstLine PL 10- lOOkVA UPS, 
FirstLine BMS, and related accessories and services. 



Physical Infrastructure 



c 



CLAYTEK 

by iStarUSA Group 



Claytek, part of IStarUSA Group, is a leading provider of 
server cabinets, racks, and related accessories. Since 
its founding in 2005, Claytek has grown tremendously 
because of reliable and innovative design and product 
quality. In addition, customers find that Claytek offers some 
of the most affordable solutions the market has to offer. 

Products Sold: 

• Cabinet enclosures 

• Wallmount solutions 

• Open-frame racks 

• Special applications 

• Rack- and cabinet-related accessories 



(626)303-8885 I www.istarusa.com 



Physical Infrastructure 



^ oncore 



California-based Oncore Cables is a supplier of high- 
quality, custom copper and fiber assemblies that are 
made in the U.S.A. The company is backed by more 
than 20 years of industry experience and specializes in 
quick turnaround cable production simply because its 
customers shouldn't need to wait to get their networks 
up and running. 



Products Sold: 

• Fiber optic cables 

• CAT 5e/CAT 6 cables 

• Power cords 



• ClearFit patch cables 

• Custom coax cables 

• Audio/video cables 



(949)777-2255 I www.oncorecables.com 



Physical Infrastructure 



SEALEZE 



Brush sealing sol utions for over 30 years. 

Sealeze has been providing high quality brush products 
and services for more than 25 years. Our goal is to exceed 
your expectations for service and quality. To make that 
possible, we manufacture all of our products in our factory 
in Richmond, Va., and operate under the ISO 9001-2000 
Quality Management System to ensure we're manufactur- 
ing the highest quality product every time. 

Products Sold: 

• A complete line of brush seal products, including 
in-floor, surface mount, through-wall, and circular 
cable seals. 



(800)787-7325 I www.sealeze.com 



Networking & VPN 



pl 



ixer 

International 



Plixer International develops NetFlow Analysis solutions that 
monitor and report on the utilization of network resources. 
Plixer was founded in 1 999 and merged with Somix Tech- 
nologies in 2006. The company's solutions provide a holistic 
view regardless of equipment vendor. Plixer works with cus- 
tomers to ensure the tools quickly help pinpoint slowdowns in 
the network and the applications that depend on it. 

Products Sold: 

• Tools for analysis and reporting of resource utilization 

• Software for monitoring and trending bandwidth usage 

• Software for alarming based on unusual or potentially 
hazardous network traffic patterns 



(877)373-2700 I www.sensaphone.com 



(866) 261-1191 I www.stacoenergy.cam 



(207) 324-8805 I www.plixer.com 
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Storage 



IS^ecv cleYourMedia 

■y^^^^^H^^^^S E C g R g EnP Of Lift t>AIf^ &OLLItl4^^3 



RecycleYourMedia.com is concerned about the destruc- 
tion of our environment caused by e-waste. We realize 
ttiere needs to be a solution that is ecologically sensible, 
technologically reliable, and economically viable. The 
answer is to sell us your new, used, or even obsolete 
media. Your sensitive data is secure and destroyed with 
manufacturer-approved processes and equipment, and 
you will also be supplied a Confidentiality Agreement 
on request. It's easy to recycle your data cartridges with 
RecycleYourMedia.com. 

Products Purchased: 

Super DLTII / LT02, 3, 4 / AIT1 , 2, 3, 4 / AME2 / 9940 / 
3590 / MLR, SLR / TR5, 7 / VXA / V23 



(877)798-2737 I www.recycleyourmedia.coni 



Servers 



SUPERMICR^ 



When buying a server, you don't want a one-size-fits-all 
solution. Supermicro uses modular and interoperable 
Server Building Blocks to offer the highest levels of flexibility 
and customization possible to design servers tailored and 
optimized for your specific needs. Supermicro's focus on 
green computing leadership, system design expertise, and 
power-saving technologies ensures the products you 
purchase are energy-efficient and application-optimized. 



Products Sold: 

• Servers 

• Motherboards 

• Chassis 



Networking 
Storage 



(408) 503-8000 I www. supermicro. com 



Services 



IliSsQI 

Managed Hosting 



INetU provides managed hosting services, providing more 
service than traditional hosting companies and delivering 
results you can trust. INetU becomes an extension of your 
in-house team, taking the time to learn about your objec- 
tives and better address your requests. With INetU, you 
get a high-performance, fully redundant hosting network 
with the compliance and certifications you and your clients 
depend on. 



Services Offered: 

• Managed hosting 

• Managed cloud 



Compliance solutions 
Consulting 



(610)266-7441 | www.lnetu.com 



Storage 



WeBuyUsedTape.net 



WeBuyUsedTape has been in the business of purchasing 
new, used, excess, and surplus magnetic media for more 
than 35 years. Our regulation-approved, secure data 
eradication processes and environmentally friendly 
disposal programs give organizations a safe and economic 
incentive for recycling used media. Customer sen/ice is 
one of our top priorities, backed by helpful, knowledge- 
able, and efficient team members. Obtain a no-obligation, 
confidential quote on your tape media today. 

Services Offered: 

Tape media buyback, secure data eradication, media 
disposal, and recycling 



(800) 821-1782 I www.WeBuyUsedTape.net 



Clients 




dtSearcK 

www.dtsearch.com 



Maryland-based dtSearch started research and develop- 
ment in text retrieval in 1 988. The company is known for 
speedy adoption of new programming standards, OSes, 
and file types. Plus, it has a flexible licensing model. 
Typical corporate use of dtSearch includes general infor- 
mation retrieval, Internet and intranet site searching, and 
email archiving and email filtering. 

Products Sold: 

Text retrieval products, including: 

• Desktop With Spider • Web With Spider 

• Network With Spider • Engine For Win & .NET 

• Publish For CD/DVDs • Engine For Linux 



(800)483-4637 I www.dtsearch.com 



Equipment Dealer 



Pace 


Butlet^: 




corporation | 



it 



• PaceButler buys used cell phones. 

• In business since 1987 

• Redeploy your used phones after upgrade 

• Donation option - directly to the non-profit of your choice 

• Dedicated to customer satisfaction 

- A+ Rating with the Better Business Bureau 

- Payment issued in four days 

• Dedicated to employee development 

- Book reading program 

- Health and fitness programs 

Products Sold: 

We buy used cell phones & PDAs, including Apple, LG, 
Blackberry, HTC, Motorola, Nextel, Nokia, PalmOne & 
Samsung. 



(800)248-5360 I www.pacebutler.com 



Servers 



CHC^NBRO 



Chenbro is a leader in enclosure solutions, selling its prod- 
ucts primarily to system integrators and OEM and channel 
partners. The company's extensive research and develop- 
ment efforts help it to keep its competitive edge and main- 
tain market leadership, with special focus on thermal, EMI, 
and acoustic solutions. Taiwan-based Chenbro has offices 
in the United States, UK, The Netherlands, and China. 

Products Sold: 

• A comprehensive line of PC chassis, server/workstation 
chassis, rackmount chassis, and HDD enclosures. 



(909)947-3200 I www.chenbrQ.com 



Equipment Dealer 



rP ° 

^■^■^L information 
^y^^ Technology 



Trading 



At Information Technology Trading, our goal is to help you 
acquire the right hardware or software solution. We specialize 
in purchasing and reselling data-processing equipment and 
have more than 21 years combined experience. We provide 
sen/ices and system upgrades, DASD, communication, and 
memory. We're also an outlet for off-lease portfolios. 

Products Sold: 

• AS400, Advanced System/36, R/S6000, ES/9000, and 
PC systems (including lease and rental) 

• CPUs, memory, disks, tapes, displays, and controllers 

• Sen/ices, including system design and installation, 
maintenance, and buyback of existing hardware 



(877)715-3686 I www.itechtrading.com 



Equipment Dealer 




In 1987, Pegasus Computer Marketing started providing 
mainframe products to the end-user market. What began 
as a sales-only organization soon adapted to offer in-house 
repair and refurbishment. During the past 1 years, Pegasus 
has focused primarily on the point-of-sale and barcode 
industries, buying, selling, and providing service contracts for 
anywhere from a few scanners to hundreds. 

Products Sold: 

We buy, sell, and service: 

• Point-Of-Sale Equipment and POS/PC Flat Panels 

• Wired and Wireless Barcode Hardware 

• Kronos Time Clocks and Accessories 



(800) 856-2111 I www.pegasuscomputer.net 
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